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1. APPELLANT INFORMATION
Appellant’s Name: Graphic Center, Inc.
Appellant’s Mailing Address: Graphic Center, Inc.
167 Serenu Avenue
Tamuning, Guam 96913
Appellant’s Business Address: Graphic Center, Inc.
167 Serenu Avenue
Tamuning, Guam 96913
Appellant Representative’s Direct Email Address:  christgciguam.com
Appellant is represented by legal counsel in this appeal. For purposes of this appeal,
please direct correspondence to Graphic Center, Inc.’s (“Graphic”) counsel, James M. Maher of

the Law Office of James M. Maher, PC.

Counsel’s Mailing Address: 238 Archbishop Flores Street, Ste. 300
Hagatna, Guam 96910

Counsel’s Telephone: 671-477-7892

Counsel’s Direct Email Address: impe67 L@ email .com



II: APPEAL INFORMATION
A. Purchasing Agency: Guam Power Authority

B. Solicitation Number: GPA-RFD-21-002 (printing, mailing, archival and retrieval
processing for GPA statements)(“invitation™).

C. The Decision being appealed was provided to the Appellant on October 11, 2021. The
Decision was made by the Head of the Purchasing Agency, Mr. John M. Benavente, P.E.

D. The name of the only competing offeror known to Appellant is: INFOSEND, INC.

IIT: STATEMENT OF GROUNDS FOR APPEAL
A. THE GROUNDS FOR APPEAL
1. Relevant Procedural and Factual History

The Guam Power Authority (“GPA”) issued Bid Invitation GPA-RFP-21-002 in
February of 2021. GPA failed inform Graphic of the Bid Invitation. The Bid Invitation was
cancelled. Graphic was informed that GPA had disqualified the sole but unknown bidder. The
Guam Power Authority reissued its Bid Invitation GPA-RFP-21-002, a copy of which is
appended and marked as exhibit “17, Graphic was informed of the re-issued RFP on May 18,
2021. In April of 2021, GPA and Graphic began negotiating with Graphic for a six-month
extension of the GPA-RFP-21-002, a copy of GPA’s and Graphic’s communications regarding
the extension are appended and marked as exhibit “2”. On May 28, 2021, approximately three
(3) wording days before the re-issued Bid Invitation submission deadline, GPA informed
Graphic about an amendment to the REFP containing two pages of questions to Graphic which it
answered and included in its bid packet. Infosend bid packet contained neither the amendment
nor answer to the questions in it, “inclusion” or amendment to the REP, a copy of which is
appended and marked as exhibit “3”. On August 18, 2021, Graphic was informed that an award

was recommended for Infosend. Graphic lodged its protest on August 30, 2021, alleging that



Infosend’s was a non-responsive and non-responsible bidder, as set forth in Graphic’s protest
letter, a copy of which is appended and marked as exhibit “4”. GPA denied the protest on
October 7, 2021, a copy of the denial is appended and marked as exhibit “57'. GPA informed
Graphic of its denial of the protest on October 11, 2021.

Graphic identified six (6) deficiencies with Infosend’s bid and with GPA’s uncritical
evaluation of those deficiencies: 1) Infosend’s ability, skill and capacity to meet the requirements
of section 2.3 of the RFP; (2) Infosend’s ability to meet the requirements ot section 2.3,
subsection B of the RFP; (3) a higher evaluation score accorded Infosend than accorded Graphic
in categories of quality and understanding of services and utility scale, despite Graphic’s S-year
record of product service to GPA and Graphic’s creation of a print system to accommodate
GPA’s unique needs, and the absence of Infosend’s proven service record and its untested,
unknown print system; (4) system development, a major component and a condition precedent to
service under the RFP was not given due weight and consideration in evaluating the
responsive/responsible nature of the offerors’proposals; (5) in light of GPA subscriber adoption
rate and changes in postal services periods, Infosend’s inability to timely supply professional
printing and processing services shall have a significant and negative impact GPA’s operating
budget and cash flow; and six (6) Infosend did not submit a sealed pricing proposal by the
submission deadline. Thosefailures were identified to GPA in Graphic’s correspondence of
August 30, 2020. On Octaber 11, 2021, Graphic received correspondence from GPA Denying its
Protest. This Notice of Appeal tothe OPA followed.

2. Infosend Submitted An Incomplete Packet

As noted about, GPA intformed Graphic of an amendment to the RFP which contained

1 In 2018, GPA requested a disaster recovery plan, Graphic provided a disaster recovery plan. Sce

Kubra, Services Organization Controls Report appended and marked as exhibit =67,
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two pages of questions which is referred in the bid packet as Exhibit A. Graphic answered the
questions and included the amendment and its answers to the questions in its bid packet.
Infosend’s bid packet contains neither the amendment to the RFP nor answers to the questions
posed in GPA’s amendment. Infosend’s packet is incomplete and therefore Infosend should be
disqualified. The bid packet clearly states that if Exhibit A is not included in an offeror’s packet
that the offeror is disqualitied its bid rejected. See page 14 of GPA bid packet.

3. GPA’s Protest Decision failed to substantively address the merits of Graphic’s
protest.

GPA’s October 7, 2021 denial of Graphic’s protest did not substantively address the
allegations that Infosend was non-responsive to the RFP, that the evaluators abused their
discretion in the scores assigned to the offerors in that the scores bore no rational and factual
relationship to the record before the evaluators. The evaluators either minimized or overlooked
the significant deficiencies in Infosend’s proposal. When addressing obvious deficiencies, GPA
stated only that they were not RPF’s requirements. In evaluating the proposals, GPA ignored
system development, a major component of the RFP, failing to note that Infosend’s development
system is untested and unidentified. Graphic has a proven development system in place,
functioning and tested. Rather than conductinga disinterested and thorough inquiry into the
allegations raised, GPA provided a generic, non-responsive explanation in dismissing Graphic’s
protest and thereby avoided addressing the underlying merits of the protest.

4, Despite Graphic’s Demonstrated Record of Service to GPA for Five Years,

GPA’s Denial Assumes Infosend development System Is Extant Even In Absence
Of It

GPA’s scoring of Infosend’s development system to service GPA’s subscribers, in the
absence of a demonstrated record and existence of such a system, is curious. The evaluators

accorded Graphic a lower score than Infosend in the categories of quality approach,



understanding of requirements, statfing and experience despite Graphic’s five (5) years of
service. Conversely, GPA failed to explain it high score and rating of Infosend despite the
absence of any previous work rela‘[ionshiprwith Intosend, the absence of an identifiable, tested
development system and despite a large geographic distance that separates Infosend’s operations
and GPA’s subscriber base which shall, as noted above, adversely impact GPA’s cash flow. The
logistics of billing customers over great geographic distances compounds the difficulty of
providing adequate notice to customers to ensure GPA’s timely receipt of customer payments.
Presently, GPA, operating on a 15-day billing cycle, provides a customer billing file to Graphic
who, in turn, generates a billing which it mails to the GPA customer that same day. The customer
" receives it the following day. As such, a current customer has fourteen days to pay. Customer
billing, GPA’s receipt of payment, its resulting cash flow and customer satisfaction under an
Infosend scenario is fraught with problems. First, the geographic distance from the U.S.
mainland to Guam is significant. Communications over different time-zones and work-weekend
overlap complicate and delay communications necessary to prompt and accurate customer
billing. An additional issue that guarantees delay is a recent change in U.S.P.S.’s service
standards, specifically its deliver-day ranges, effective October 1, 2021, This service change
shall ensure a time delay in delivery service between the mainland and Guam, a copy of
U.S.P.S.’s Lower Postal Service Standards Take Effect October 1 is appended and marked as
exhibit 7. Under the new U.S.P.S. service standards, a mainland delivery shall require eight (8)
to reach GPA customers on Guam. Under an optimal delivery scenario, a GPA customer shall
therefore have approximately six (6) days to pay the bill assuming Infosend, like Graphic,
receives the billing file from GPA on the first day of the billing cycle, generates a customer

billing and mails it out the same day. One can envision an endless array of unexpected events



that could intervene to further delay the arrival of mail on Guam from a mainland site, all of
which shall diminish customer satisfaction, result in late payment and adversely impact GPA’s
finances.

Infosend’s rather optimistic estimate in creating a viable service system overlooks the in-
time communication necessary to customize it to GPA’s needs and its subscribers as well as
GPA’s ability to replicate and cross-reference data necessary to creating a system. A more
realistic projection is a minimum of nine (9) months. A proven development system is a
condition precedent to determining an offeror’s responsibility. This essential component of the
RFP GPA severely minimized in its evaluation and took Infosend’s uninformed representation at
face valuein evaluating the proposals. GPA’s failure to address those issues in its Protest

decision violatesprocurement law, which constitutes further grounds for appeal.

1V. RULING REQUESTED

Graphic respectfully requests that the Office of Public Accountability Order the

following:

(1) That GPA disqualify Infosend from eligibility for an award under this RFP, as
Infosend’s proposal was non-responsive;

(2) That GPA determine Infosend to be a non-responsible offeror given the inability of its

proposed solutions to the RFP to safely and efficiently perform as specified by GPA;
and

(3) That GPA award GPA-RFD-21-002 to Graphic as the next lowest price responsive
bidder to the RFP



A. SUPPORTING EXHIBIT, EVIDENCE OR DOCUMENTS
Submitted with this appeal are the following supporting exhibits, evidence, and

documents;

(1) GPA RFP No.: Re-Solicitation GPA-RFP-21-002 as
Exhibit 1

3

(2) E-mail correspondence from Chris Biolchino to Melvyn K. Kwek dated April 14
2021 and April 16, 2021 as
Exhibit 2

(3) GPA Amendment No.: I to Request for Proposal No.: Re-Solicitation GPA-21-002 as
Exhibit 3

(4) Graphic Center letter to GPA dated August 30, 2021 as
Exhibit 4

(5) Denial of Procurement Protest dated October 7, 2021 as
Exhibit 5

(6) Kubra, Services Organization Controls Report as
Exhibit 6

(7) Lower Postal Service Standards Take Effect October 1 as
Exhibit 7
Graphic anticipates providing further documentation, including testimony, to substantiate

its claims as GPA submits the full contracting procurement record to the OPA, and allows

Graphic to review the procurement record in in ftull.

PART V: DECLARATION RE COURT ACTION
Pursuant to 5 GCA Chapter 5, unless the court requests, expects, or otherwise express
interest in a decision by the Public Auditor, the Office of Public Accountability will not take
action on any appeal where action concerning the protest or appeal has commenced in any court.
The undersigned party does hereby confirm that to the best of his knowledge, no case or action

concerning the subject of this Appeal has been commenced in court. The undersigned part agrees



to notify the Otfice of Public Accountability within 24 hours if court action commences
regerding this Appeal or the underlyingmurement action.

Respectfully submitted this day of October, 2021.

LAW OFFICE OF JAMES M. MAHER
1 7 /

f\\ [

By:

TAMES M. MAHNF
Attorney for Graphic Center, Inc.
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GUAM POWER AUTHORITY

ATURIDAT ILEKTRESEDAT GUAHAN
P.O.BOX 2977 » HAGATNA, GUAM U.S.A. 968932-2977

To All Interested Parties:

| hereby acknowledge the following GLOBAL NOTICE: COVID-19 PANDEMIC
requirements:

To ensure the safety and well-being of personnel and prospective bidders,
please be advised of the following:

1. Six (6) Feet of Social Distancing shall be practiced.

2. Mandatory face mask required for each individual,

3. Temperature checks shall be conducted upon entrance of the Gloria B.
Nelson Public Service Building.

4. One (1) Personnel per Prospective Bidder to submit and attend public
opening.

5. One (1) Personnel per Prospective Offeror to submit an RFP proposal.

COMPANY NAME: NAME OF INDIVIDUAL.:

Print / Sign Date

BID NO.:

RFP NO.: ___RE-SOLICITATION GPA-RFP-21-002
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JOEY T. DUENAS GUAM POWER AUTHORITY
CCU Chairman ATURIDAT ILEKTRESEDAT GUAHAN General Manager
P.O. BOX 2977 * AGANA, GUAM U.S.A. 95932-2977

Telephone Nos.: (671) 648-3054/55 or Facsimile (671) 648-3165

@ccountahititv - lmpartiality . Competense - Openness . Valua

REQUEST FOR PROPOSAL: _RE-SOLICITATION GPA-RFP-21-002
DESCRIPTION; PROFESSIONAL PRINTING, MAILING AND PROCESSING SERVICES RELATING TO UTILITY CUSTOMER BILLING

SPECIAL REMINDER TO PROSPECTIVE INDIVIDUALS/FIRMS
Firmsilr dividuals are reminced to read Propesal Instructions (o ascertain thal all of the following requirements checked below are submitted in the

proposel envelope, one (1) bound paper original, five (5) bound paper copies, and one (1) electronic PDF format copy. at the date and time for proposal
remittance.

[XX]  STATEMENT OF QUALIFICATION;

[%X]  AFFIDAVIT OF DISCLOSURE OF MAJOR SHAREHOLDERS
[%X]  HO GRATUITIES OR KICKBACKS AFFIDAVIT:

[%X]  ETHICAL STANDARDS AFFIDAVIT:

A4 WAGE DETERMINATION AFFIDAVIT;

[#X]  RESTRICTIONS AGAINST SEX OFFENDERS AFFIDAVIT:
[XX]  NON-COLLUSION AFFIDAVIT:

“Note: The above Affidavits must comply with the following requirernents;

a. The afidavit must be signed within 50 days of the date the bid is due:
b. Date of signature of the person authorized to sign the bid and the notary date must be the same.
c. First time affidavit must be an original - If copy, indicate &id Number/Agency where original can be obtained,

[X4]  OTHERS: A Guam Business License is not required in order to provide a proposal for this engagement, butis a
pre-cordition for entering into a contract with the Authority, Offerors MUST comply with PL 26-111 dated June 18,
2002, P_ 28-165 dated January 04, 2007 and Wage Determination under the Service Contract Act (www.wdol.qov).
Additionally, upon award the successful firm/individual must provide to GPA the most recently issued Wage
Determination by the US Cept. of Labor.

“*Restriction against Sex Offenders Employed by Service Providers to Government of Guam from Working on Government of Guam Property, 5GCA Section
5253, enacted by P.L. 28-24 and amended by P.L. 23.98:

IFa contract for services 1s awarded lo (he hidder or olferar, then the service provider must warrani that no person in ils eniployment who has bsen convicled of a sex offense
tnder the provisions of Chapler 25 uf Title 9 of the Guam Code Annolated or of an offense dafined in Aicle 2 of Chapler 280f Tille 9 of the Guam Code Annolated, or wha
has beer convicted in any other jurisdiction of an oifense with (he same elements as herelofore defined. or who is fisted on the Sex Offercier Regichy, shall provide services
onbehal of the sarvice provide: while on government of Guam property. with ihe excaplion of pubiic highways. If any empioyee of a servica providar is providing services on
governmznt properly and is convieled subsequent lo an award of a conlract ihen the sarvice provider warrants that it vill nolify the Governmant of the conviction within
wenly-fcur howrs of the convicton, and will immedialely remove such convicled person from providing services on Government property it the service provicder is found (o be
in violalian of any of the provisions of this paragrap, ihen the Govemnyent will give nofice to the service pravider to take cormective action. The service provider shal take
carrective action within twenty-faur hours of notice fron: ihe Government, and e service provider shall notify the Government when action has been taken. If the service
orovider 'ails fo take corrective steps within twenly-four hours of nofice from the Government. then the Government in its sole diserelion may suspend lemporarily any
contraci for services unfil corrective action has heen faken.

This reminder must be signed and returned in the proposal envélope together with the proposal. Failure to comply with the above requirements will mean
a disqualification and rejection of the proposal.

On this day of .20 I, authorized representative of acknowledge receipt
of this saecial reminder to PROSPECTIVE  IndividualfFirm with the above refersnced RFP,

Individual/Firm Representative’s Signature
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REQUEST FOR PROPOSAL
NO. GPA-RFP-21-002

FOR
RE-SOLICITATION OF
PROFESSONAL PRINTING, MAILING AND PROCESSING SERVICES
RELATING TO UTILITY CUSTOMER BILLING

(_JOHNCLE, KIM
Chief Financial Officer

N e

JOHN M) BENAVENTE, P.E.
General Manager
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"1 INSTRUCTIONS TO OFFEROR |

1.1 DEFINITIONS

OFFEROR: The individual, partnership, corporation, or joint venture submitting a written or documented
: response to this subject RFP.

OWNER: The Guam Power Authority (GPA) General Manager or designated representative.

ADDENDA: Any amendment, modification or addenda issued by OWNER, prior to the opening of the
RFP's, for the purpose of changing the intent of the plans and technical specifications,
clarifying the meaning of the same, or changing any of the provisions of this RFP, shall be
hinding to the same extent as if written in the Specifications.

1.2 PROPOSALS

The OFFEROR is required to read each and every page of the Request for Proposal and by the act of
submitting a proposal shall be deemed to have accepted all conditions contained therein. In no case will
failure to inspect constitute grounds for a claim or for the withdrawal of a proposal aiter opening.

Proposals shall be filled out in ink or typewritten and signed in black ink. Erasures or other changes in a
oroposal must be explained or noted over the signature of the OFFEROR. Proposals containing any
conditions, omission, unexplained erasure or alterations or items not called for in the Proposal, or
iregularities of any kind shall be rejected by the Guam Power Authority as being incomplete.

1.3 PROPRIETARY PORTIONS OF PROPOSALS

The OFFEROR may designate any proprietary portions of the proposal which contain trade secrets or other
proprietary data to remain confidential.

1.4 PREPARATION AND SUBMISSION OF PROPOSALS

Envelopes containing proposals shall be sealed and marked on the face with the name and address of the
OFFEROR, the Proposal Number and the time and date of submission. Telegraphic proposals will not be
considered, nor modification by telegraph of proposals already submitted.

Only non-priced proposals are to be submitted by the proposal deadline. Priced proposals will be requested
of the selected vendor or vendors at a later time.

Proposals shall be hand-carried and received at the place of opening on or before the opening date and time.,
Proposals received through mail will not be accepted if such mail is received at the address showing after
the submission date and time. Proposals will not be opened publicly.

All submittals must strictly conform to the Request for Proposal and any addenda.
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One (1) bourd paper original, five (5) bound paper copies, and one (1) electronic PDF format copy of each
proposal, consisting of technical and commercial sections, must be submitted, including all addenda, if any.

Any and all sample documentation (reports of similar jobs, brochures, etc.) that will assist towards
OFFEROR's evaluation may be furnished with each proposal.

No submittal shall be considered complete unless accompanied by all items specified in these submittal
instructions.

Request for Proposal No.: RE-SOLICITATION GPA-RFP-21-002 must be submitted before 3:00 P.M.,
June 03, 2021 in a sealed envelope indicating the RFP number and addressed as follows:

To: Guam Power Authority
GPWA Procurement Office
Gloria B. Nelson Public Service Building
688 Route 15
1¢t. Floor, Room 101
Fadian, GU 96913

Attn:  Jamie Lynn C. Pangelinan
Supply Management Administrator

Examination of RFP _Documents: OFFEROR shall examine the RFP documents to inform himself of all
conditions and requirements for the execution of the proposed work. Ignorance on the part of OFFEROR of

any part of the Request for Proposal will in no way relieve him/her of the obligations and responsibilities
assumed under the Confract.

Interpretation of the Approximate Quantities: OFFEROR’s attention is called to the fact that any estimate of
quantities of work to be done and materials to be furnished under the Contract as shown on the technical
requirements section or elsewhere, is approximate only and not guaranteed. OWNER does not assume any
responsibility that the final guantities shall remain in strict accordance with the estimated quantities, nor shall
OFFEROR plead misunderstanding or deception because of such estimate of quantities or of the character,
location of the work or other conditions pertaining thereto.

Familiarity with Laws: OFFEROR is assumed to be familiar with Federal and Local laws, ordinances, rules
and regulations that in any manner affect the work. Ignarance on the part of OFFEROR will in no way relieve

him/her from responsibility. The preparation and submission of a proposal will be by and at the expense of
the OFFEROR.

EXPLANATION TO OFFERORS

No oral explanation in regard to the meaning of the specification will be made and no oral instructions will be
given before the award of the proposal. Discrepancies, omissions, or doubts as to the meaning of the
specifications must be communicated in writing to the named contact individual of the Guam Power Authority
requesting for interpretation. OFFERORS should act promptly and allow sufficient time for a reply to reach
them before the submission of their proposals. Interpretation, if required, shall be made in the form of an
amendment to the specifications, which will be forwarded to all prospective OFFERORS, and its receipt hy
the OFFEROR should be acknowledged on the proposal form,
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CLARIFICATION ON REQUEST FOR PROPOSAL

Each OFFEROR must carefully examine the Request for Proposal and all addenda. |f any OFFEROR (a)
finds any discrepancies, omissions or ambiguities in the RFP documents, (b) is uncertain as to the intent or
meaning of any provision of the request for Proposal, or (c) has any question regarding the Request for
Proposal, the OFFEROR must promptly notify GPA in writing no later than (4) four working days prior to the
closing date of this RFP thereof in writing at the address specified for submission of proposals. Replies to
stich notices may be made in the form of addenda, which will be issued simultaneously to all prospective
OFFERORS. GPA further reserves the right to respond to any and all inquiries to this RFP, as any
amendments issued may impact the project completion schedule.

ALTERNATE PROPOSALS

GPA reserves the right to withhold its approval of any or all alternates proposed by OFFERORS and to deny
any or all requests for such approvals.

MODIFICATION OR WITHDRAWAL OF PROPOSALS

An OFFEROR may modify or withdraw its proposal by written request, provided that the request is received
by GPA at the address indicated and prior to the time specified for the submission of proposals. Any
proposals or submittals received after the time and date set for receipt of proposals or submittals will be
considered late. No late modification or withdrawal will be considered unless received before the date of
opening. Following withdrawal of its proposal, an OFFEROR may submit a new proposal, provided the new
proposal is received by GPA prior to the time specified for the submission of proposals. There shall be no
madifications or withdrawals after the opening date.

GPA may modify any provision of the Request for Proposal at any time prior to the time specified for the
submission of proposals. Such modifications may be made in the form of addenda, which will be issued
simultaneously to all OFFERORS.

Any addenda issued will be mailed to all OFFERORS in duplicate. OFFEROR shall acknowledge receipt of
same by his signature on copy, which is to be returned to OWNER. The other copy shall accompany the
proposal or submittal. Acknowledgement may also be made in writing or by telex or telegram.

Negligence on the part of the OFFEROR in preparing the proposal confers no right for the withdrawal of the
proposal after it has been opened.

COMPLETE PROPOSALS

OFFERORS are requested to submit proposals, which are complete and unambiguous without the need for
additional explanation or information. GPA may make a final determination as to whether a proposal is
acceptable or unacceptable solely on the basis of the proposal as submitted, and proceed with proposal
evaluation without requesting further information from any OFFEROR. GPA may, in its sole discretion,
request from OFFERORS additional information clarifying or supplementing, but not basically changing any
proposal as submitted,

All Proposals shall remain the property of GPA.
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Time for Acceptance: All submittals shall be valid for 60 days from date of RFP opening.

Completion Cate: OFFEROR shall realize that satisfactory completion of this work within the period shown

on the Contract form is a critical requirement. Failure to do so may cause the imposition of liquidated
damages as specified therein.

POST-PROPOSAL MEETING

After the receipt of proposals, GPA may request additional information over the telephone or in individual
meetings with selected OFFERORS to clarify and discuss their proposals. Failure by an OFFEROR to attend
such requested meeting(s) shall be cause for disqualification.

GPA reserves the right to request clarifications from only those OFFERORS whom it deems in its best
interest.

All clarifications shall be documented by OFFERCRS as addenda to the submittals.

PROPOSAL INCONSISTENCIES

Any provisions in the proposal which are inconsistent with the provisions of this Request for Proposal, unless
expressly described as being exceptions or alternates, are deemed waived by the OFFERORS. In the svent
the proposal is awarded to OFFEROR, any claim of inconsistency between the proposal and these RFP
documents will be resolved in favor of these RFP documents unless otherwise agreed to in writing by GPA.

SUBCONTRACTOR

If the OFFEROR plans to enter into contracts with subcontractors in order to complete this project, the
identification and location of the possible subcontractors with a comprehensive description of their offering
shall be submitted with the proposal. GPA reserves the right to disapprove any subcontractor, or a

subcontractor's offering proposed by the OFFERCR. This right applies to the original submittal as well as
submittals subsequent to the original proposal.

SUBMITTAL FORMAT
All responses to this subject RFP shall be written in the ENGLISH language.

The submittal information shall be in 8-1/2 inch by 11-inch report binders with the covers identifying the
respective OFFEROR. Large sheets or drawings shall be bound in the binder so that they can be unfolded
for easy review.

SIGNATURE

The proposals shall be signed by an official authorized to contractually bind the OFFEROR. The proposal
shall also provide the following information:
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Signature on Proposal; OFFEROR must sign his proposal correctly. If the proposal is made by an individual,
his name and post office address must be shown. If made by a firm or partnership, the name and post office
address of each member of the firm or partnership must be shown. If made by a corporation, the person
signing the proposal shall show the name of the State or Territory under the laws of which the corporation
was chartered, also the names and business address of its president, secretary and treasurer.

INQUIRIES

Prospective OFFERORS should address inquiries, questions or clarifications in writing to:
John M. Benavente, P.E.

General Manager

Guam Power Authorlty

Gloria B. Nelson Public Service Building
688 Route 15

Mangilao, Guam 96913

Attn:  Jamie Lynn C. Pangelinan
Supply Management Administrator
GPA Procurement Division

15, Floor, Room 101

Telephone No: (671) 648-3054/3055
Facsimile: (671) 648-3165

Email; ipanaelinan@gpagwa.com

*Note: Cut-Off Date for Receipt of Questions shall be Thursday, May 20, 2021 at 4:00 P.M.
Inquiries received after the deadline shall not be entertained.
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2 GENERAL TERMS AND CONDITIONS i

2.

2.2

2.3

2.4

AUTHORITY

This Request for Proposals (RFP) solicitation is issued subject to all of the provisions of the Guam
Procurement Act (Public Law 16-124) and the Guam Procurement Regulations (copies are available for
inspection at the Guam Power Authority). The RFP requires all parties invalved in the preparation,
negotiation, performance, or administration of contracts to act in good faith.

GENERAL INTENTION

Unless otherwise specified, it is the declared and acknowledged intention and meaning of these General
Terms and Conditions-for the OFFEROR to provide the Guam Power Authority with specified services.

STANDARDS FOR DETERMINATION OF MOST QUALIFIED OFFEROR
In determining the most qualified OFFEROR, the Agency/Department shall be guided by the following:

The ability, capacity and skill of the OFFEROR to perform the work specified.
Whether the OFFEROR can perform promptly or within the specified time.
The quality of performance of the OFFERCR with regard to awards previously made to him.

The previous and existing compliance by the OFFEROR with laws and regulations relative to
procurement.

o om=

AWARD OR REJECTION OF PROPOSALS

The rightis reserved as the interest of the Guam Power Authority may require waiving any minor informalities
or iregularities in proposals received. The Guam Power Authorily reserves the right and shall have the
prerogative to award, amend, or reject proposals in whole or in part. It is the policy of the Guam Power
Authority to award proposals to OFFERORS duly authorized and licensed to conduct business in Guarm.

GPA reserves the right to award a Contract for the entire RFP scope or for subsets of the RFP scope to one,
none, or any OFFERORS.

Proposals will be opened privately, and GPA reserves the right to keep any or all proposals confidential.

A. Cancellation of Solicitation, Delays: GPA reserves the right to cancel or to withdraw this RFP, to delay
determination on this RFP, or to reject all submittals or any individual submittal in whole or in part at any
time prior to the final award. The reasons for the cancellation, delay or rejection shall be made a part of
the project file and shall be available for public inspection.

After opening, but prior to award, all proposals may be rejected in whole or in part when the Procurement
Authority of GPA determines in writing that such action is in the Territory's best interest for reasons
including but not imited to:
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The supplies and services being procured are no longer required:
Ambiguous or otherwise inadequate Specifications were part of the solicitation:
The solicitation did not provide consideration of all factors of significance to the Territory;

Price(s) exceed available funds and it would not be appropriate to adjust quantities to come within
available funds:

5) Inabiity of the selected OFFEROR and GPA to successfully negotiate contract terms for the scope
of services requested.

e S A
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When a solicitation is cancelled or rejected prior to final award, notice of cancellation or rejection shall

be sent to all OFFERORS. The reasons for cancellation or rejection shall be made a part of the project
file and s1all be available for public inspection.

B. Rejection of Individual Proposal or Submittal: Any individual proposal or submittal may be rejected in

whole or in part when in the best interest of the Authority. Reasons for rejecting a proposal or submittal
include bt are not limited to:

1} OFFEROR is not responsive;

2) The proposal or submittal is non-responsive as it does not conform in all respects to the RFP;

3) The construction, supply or service offered in the proposal is unacceptable by reason of its failure to
meet the requirements of the specifications or technical requirements set forth in the RFP;

4) The proposal or submittal does not meet the requirements or criteria set forth in the RFP. Upon
request, unsuccessful OFFERORS shall be advised of the reasons for rejection.

Any or all proposals or submittals will be rejected if there is reason to believe that collusion exists among
OFFERORS and no participants in such collusion will be considered in future projects for the same work.

EXECUTION OF THE ORDER

The OFFEROR to whom the Order is awarded (the "successful OFFEROR”) shall execute and deliver to
GPA the Contract prior to performing any services on GPA premises. A written notice will be issued fo the
most successful OFFEROR indicating commencement of the project.

Award of Cortract: The award of the Contract, if awarded, will be to the most responsive OFFEROR whose
qualifications indicate that award thereto will be in the best interest of OWNER, and whose proposal shall
comply with the requirements of the Contract Documents. In no case will the award be made until all
necessary investigations have been made into the responsibility of the OFFEROR, and the OWNER is
satisfied that the OFFEROR is qualified to do the work and has the necessary equipment to carry out the
provisions of the Contract to the satisfaction of OWNER within the time specified. OWNER may award
separate confracts for each project scope or for any combination of project scope.

Execution of Contract: The individual, firm or corporation to which this Confract has been awarded shall sign
the necessary agreement entering into Contract with OWNER, and return it to OWNER within ten (10) days
after date of award.

Failure to Execute Contract: Failure on the part of OFFEROR to execute the Contract as required will be just

cause for the annulment of the award. The award may then be made to the next most qualified OFFEROR
or the work re-advertised, as OWNER may elect.
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MODIFICATION / ALTERATION

After the receipt and opening of proposals, and at its option, the Guam Power Authority may conduct
discussions with the OFFEROR who has submitted a proposal reasonably susceptible of being selected for
award with the purpose of clarification to assure full understanding and responsiveness to the Proposal
requirements. OFFERORS shall be accorded fair and equal treatment with respect to any opportunity for
discussion and revision to proposals and such revisions shall be permitted after submission and prior to
award for the purpose of obtaining best and final offers. In conducting discussions, there shall be no
disclosure of any information derived from proposals submitted by competing OFFERORS.

CONTACT FOR CONTRACT ADMINISTRATION

If your firm receives a contract as a result of this Proposal, designate a person whom we may contact for
prompt admiristration, showing:

NAME: TETEE:
ADDRESS: PHONE: _

DETERMINATION OF RESPONSIBILITY OF OFFEROR

The Guam Power Authority reserves the right to secure from OFFERORS information necessary to determine
whether or not they are responsible and to determine their responsibility in accordance with Section 2.3 of
the General Terms and Conditions.

LIMITATIONS

This RFP does not commit the Guam Power Authority to award a confract, to pay any costs incurred in the
preparation of a proposal by the OFFEROR under this request, or to procure a contract for services. The
Guam Power Autherity reserves the right to reject any and all proposals received under this request, to
negotiate with all qualified sources, or to cancel the whole or any part of this RFP at any time.

ACCEPTANCE OF PROPOSAL CONTENTS

The contents of the Proposal of the successful firm will become contractual obligations if a contract ensues.
Failure of the successful firm to accept these obligations will result in a disqualification of the Proposal.

CONTROL

The successful OFFEROR will carry out this assignment under the direction and control of the Guam Power
Authority and’or his/her designee(s).
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212  REQUIRED FORMS

All OFFERORS are required to submit current affidavits, as required below. Failure to do so will mean
disqualification and rejection of the proposal.

Major Shareholders Disclosure Afficavit

Non-Collusion Affidavit

No Gratuities or Kickbacks Affidavit

Ethical Standards Affidavit

Declaration Re-Compliance with U.S. DOL Wage Determination
Restriction Against Convicted Sex Offenders

Exhibit A

HMmMoom>

213 CONTRACT TERM

GPA and the CONSULTANT agree this CONTRACT will be for a one year period (12 months) from the
date of award of the confract with an option to extend the contract for four additional one-year periods,

subject to the availability of funds, and may, by mutual written agreement, he renewed at the same terms
and conditions for additional periods subject to availability of funding.

214 JUSTIFICATION OF DELAY

The OFFERCR who is awarded the proposal guarantees that the services will be completed within the agreed
upon completion date. If, however, the OFFEROR cannot comply with the completion requirement, it is the

OFFEROR's responsibility to advise the Guam Power Authority in writing explaining the cause and reasons
for the delay.

Saction 6-101.08.1 of the Guam Procurement Regulations, “Liquidated Damages”, will be in effect if the
OFFEROR fails to meet the completion requirement.

2.15  INVOICING AND PAYMENT TERMS & CONDITIONS

All invoices shallinclude supparting documents (i.e. imesheets, shipping invoices, consumable listings, etc.).
All supporting documents must be reviewed and approved by the GPA Project Manager prior to invoice
submittals. Allinvoices will be paid net 30 days from the date the invoice is received at the GPA Accounting

Department. Payment shall be made using a method mutually agreed upon by the Guam Power Authority
and the successful OFFEROR.

216 TAXES

OFFEROR shall be liable for Guam Gross Receipt Taxes and all other applicable taxes and duties. The
Guam Power Authority shall have no tax liability under this order. Specific information on taxes may be
obtained from: the Director of Revenue and Taxation.

GPA is a government agency exempted from all government taxes as stipulated in the Guam Code
Annotated.
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2,17 LICENSING

OFFERORS are reminded that the Guam Power Authaority will not consider for award any offer submitted by
an OFFEROR who has not complied with the Guam Licensing Law by the time of contract signing. Specific
information on licenses may be obtained from the Director of Revenue and Taxation.

2.18  COVENANT AGAINST CONTINGENT FEES

The OFFERCR wamrants that he has not employed any person to solicit or secure any resultant contract upon
agreement for a commission, percentage, brokerage, or contingent fee. Breach of this warranty shall give
the Guam Power Authority the right to terminate the Contractor, or in its discretion to deduct from the contract
price or consideration the amount of such commission, percentage, brokerage, or contingent fees. This
warranty shall not apply to commission payable by contractors upon contracts or sales secured or made

through, bona fide established commercial or selling agencies maintained by the Contractor for the purpose
of securing husiness.

2.19  ASSIGNMENTS

Contractor may not assign this CONTRACT or any sum becoming due under the provisions of this
CONTRACT without the prior written consent of the Guam Power Authority.

220  EQUAL EMPLOYMENT OPPORTUNITY

Section 3.01 of the Executive Order 10935 dated March 07, 1965 requires the OFFEROR not to discriminate
against an employee or applicant for employment because of race, creed, color or national origin.  The
OFFEROR will take affirmative action to ensure that applicants are employed and that employees are treated
equally during employment without regard to race, creed, color or national origin.

2,21 AMERICAN DISABILITIES ACT

If requested, the OFFEROR must meet all ADA regulations and requirements.

2.22  PROHIBITION AGAINST GRATUITIES, KICKBACKS AND FAVORS TO THE TERRITORY

All OFFERORS are required to submit a current No Gratuities of Kickbacks Affidavit. Failure to do so will
mean disqualification and rejection of the proposal.

Pursuant to 3CA 5 section 5630 (c), this clause Is conspicuously set forth fo alert all parties in this
procurement that Guam Public Law Title 5 §5630. Gratuities and Kickbacks, prohibits against gratuities,
kickhacks, and favors fo the Territory.
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2,23 RESTRICTION AGAINST CONVICTED SEX OFFENDERS

All OFFERORS are required to submit a current Restriction against Sex Offenders Affidavit. Failure to do so
will mean disqualification and rejection of the proposal.

GCA 5 §5253(b) restricts the OFFEROR against employing convicted sex offenders from working at
Government of Guam venues. It states:

(b) All contracts for services to agencies listed herein shall include the following provisions: (1) warranties
that no person providing services on behalf of the contractor has been convicted of a sex offense under the
provisions of Chapter 25 of Title 9 GCA or an offense as defined in Article 2 of Chapter 28, Title 9 GCA, or
an offense in another jurisdiction with, at a minimum, the same elements as such offenses, or who is listed
on the Sex Offender Registry: and (2) that if any person providing services on behalf of the contractor is
convicted of a sex offense under the provisions of Chapter 25 of Title 9 GCA or an offense as defined in
Article 2 of Chapter 28, Title 9 GCA or an offense in another jurisdiction with, at a minimum, the same
elements as such offenses, or who is listed on the Sex Offender Registry, that such person will be immediately

removed from working at said agency and that the administrator of said agency be informed of such within
twenty-four (24) hours of such conviction.

2.24  MAJOR SHAREHOLDERS DISCLOSURE AND NON-COLLUSION

All OFFERORS are required to submit a current Major Shareholders Disclosure Affidavit as required below.
Failure to do so will mean disqualification and rejection of the proposal.

5 GCA §5232 (Title 5, Section 5233) states:

“Section 5233 Disclosure of Major Shareholders. As a condition of submitting a bid or offer, any partnership,
sole proprietorship or corporation doing business with the Government of Guam shall submit an affidavit
executed uncer oath that lists the name and address of any person who has held more than ten percent
(10%) of the outstanding interest or shares in said partnership, sole proprietorship or corporation at any time
during the twelve (12) month period immediately preceding submission of a bid, or, that it is a not for profit
organization that qualifies for tax exemption under the Internal Revenue Gode of the United States or the
Business Privilege Tax law of Guam, Title 12, Guam Code Annotated, Section 26203@. With the exception
of not for profit organizations, the affidavit shall contain the number of shares or the percentage of all assets
of such partnership, sole propristorship or corporation which have been held by each such person during the
twelve (12) month period. In addition, the affidavit shall contain the name and address of any person who
has received or is entitled to receive a commission, gratuity or other compensation for procuring or assisting
in obtaining business related to the bid or offer and shall also contain the amounts of any such commission,
gratuity or other compensation. The affidavit shall be open and available to the public for inspection and
copying.”

1. If the affidavit is a copy, indicate the RFP number and where it is filed.
2. Affidavits must be signed within 60 days of the date the proposals are due.
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NON-COLLUSION

All OFFERORS are required to submit a current Non-Collusion Affidavit. Failure to do so will mean
disqualification and rejection of the proposal.

ETHICAL STANDARDS

All OFFERORS are required to submit a current Ethical Standards Affidavit. Failure to do so will mean
disqualification and rejection of the proposal.

COMPLIANCE WITH U.S. DOL WAGE DETERMINATION

All OFFERORS are required to submit a Declaration Re-Compliance with U.S. DOL Wage Determination,
Failure to do so will mean disqualification and rejection of the proposal.
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'3 FORM OF CONTRACT 1

CONTRACT FOR TECHNICAL AND PROFESSIONAL SERVICES

THIS CONTRACT is made and entered into on the ___ day of 2021, by CONSULTANT NAME, hereinafler called
he CONSULTANT, anc the Guam Power Authority, hereinafter called GPA.

GPA engages the CONSULTANT to perform professional services for a praject known and described as “Professional
Printing, Mailing and Processing Services”, GPA-RFP-__-__ |, hereinafter calied the "Project”.

RECITALS

WHEREAS, the Guam Power Authority (GPA), is a public corporation of the Government of Guam authorized to conduct its own
procurement; and

WHEREAS, the GPA strategic plan contains iniiatives to create a culture based on customer services excellence at the
Authority; and

WHEREAS, GPA seeks lo enter into a contract for Professional Printing, Mailing and Processing Services with a Consultant
wherein such services can be provided 1o the Authorily for the benefit of its customers; and

WHEREAS, the services to be rendered are of a special and lamporary nature and are determined to be in the best public
interest to be performed under contract by technical personnel olther than employees in lhe services of GPA; and

NOW, THEREFORE, the Guam Power Authorily and the Consuitant for the considerations set forth, agree as follows:

SECTION | - SERVICES OF THE CONSULTANT

The CONSULTANT shall perform the following professional services in accordance with the degree of care and skill that a
registered professional in Guam would exercise under similar conditions:

A. The CONSULTANT shall provide services as described in the detailed scope of work provided in the Scope of work in
GPA-RFP-_ - .

B. The CONSULTANT has assigned as the Project Manager for this Contract. Prior
written approvel is required in the event the CONSULTANT needs o change the Project Manager. The CONSULTANT
shall submit the qualifications of the proposed substituted personnel to GPA for approval.

C. The CONSULTANT shall submit all final documents in both hard copy and electronic format.  All documents shall be

Microsoft Office compalible or in an allernale format approved by GPA. The sollware version used shall be compatible
to current GPA slandards.

SECTION |} - PERIOD OF SERVICE

GPA and the CONSULTANT agree this CONTRACT will be effeclive commeancing 2020 for a one year period (12
monthe) from the date of award of the contract with an option to extend the contract for four additional one-year periods, subject

o the availability of funds, and may, by mutual written agresment, be renewed al the same terms and conditions for additional
periods subject to availability of funding.

SECTION Il - CONSULTANT'S COMPENSATION

A. The total compensation lo Consultant for services in this CONTRACT is the lump sum of:

, plus
approvad adjustments.
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B. GPA shall pay the CONSULTANT using a method mutually agreed upon by GPA and the successful Offeror,
SECTION IV - CONSULTANT'S STATUS

Censultant agraes that there shall be no employee benefits occurring from this Agreement, such as!

Insurance coverage provided by GPA,

Parlicipation in the Government of Guam retirement system;

Accumulation of vacation or sick leave;

There shall be no wilhholding of taxes by GPA;

Thal itis expressly underslood and agreed thal, in the performance of services under this Agreement,
CONSULTANT and its employees shall at all times act as independent confractors with respect to
GPA, and not as an employee or agent of GPA, Further, it is expressly understood and agreed by
the parlies that nothing contained in this Agreement shall be construed to create a joint venture,

partnership, asseciation, or other affiliation or like relationship is and shall remain that of independent
parties lo a contraciual relalionship set forth in this Agreement.
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SECTION V - GUAM POWER AUTHORITY'S RESPONSIBILITIES

A.  GPA shall dasignate a Project Manager during the term of this CONTRACT. The Project Manager has the authority lo
administer this CONTRACT and shall moniter compliance with all terms and conditions staled herein. All requests for
information from or a decision by GPA on any aspect of the work shall be directed to the Project Manager.

B. GPA shall review submiltals by the CONSULTANT and provide prompt responses lo questions and rendering of
decisions, pertaining thereto, to minimize delays in the progress of the CONSULTANT'S work. GPA will keep the
CONSULTANT advised concerning the progress of GPA's review of the work. The CONSULTANT agrees that GPA's
inspection, review, acceptance or approval of CONSULTANT'S work shall not relieve CONSULTANT'S responsibility
for errors or omissions of the CONSULTANT orits sub-consullant(s).

SECTION VI - INVOICING AND PAYMENT TERMS & CONDITIONS

All Invoices shall include supporting documents {i.e. timesheets, shipping invoices, consumable listings). Al supporting
dozuments must be reviewed and appraved by GPA Project Manager prior to invoice submiltal for charges. All invoices will be
paid NET 30 Days from date invoice is received al the GPA Accounting Department. Payment shall be made using a method
mutually agreed upon by the Guam Power Authority and the CONSULTANT.

SECTION VIl - TERMINATION

CGPA, et its sole discreton, may terminate this CONTRACT for convenience or abandon any portion of the Project for which

services have not been performed by the CONSULTANT, upen thirty (30) days written notice delivered to CONSULTANT
personally, via email, or by cerlified mail at the address provided.

Immediately after receiving such nofice, the CONSULTANT shall discontinue advancing the services under this CONTRACT
and proceed to close seid operations under this CONTRACT. The CONSULTANT shall appraise the services it has completed

and submit an appraisal to GPA for evalualion. GPA shall have the right to inspect the CONSULTANT'S work to appraise the
services completed.

In the event of such termination or abandonment, the CONSULTANT shall be paid for services performed prior to receipt of said
notice of termination including reimbursable expenses then incurred.

GPA shall make final payment within thirty (30) days after the CONSULTANT has delivered the last of the partially completed
items and the final fes Fas been agreed upon.
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ln_ the event this CONTRACT is terminated, GPA shall have the oplion of compleling the work, or entering into a CONTRAGT
with another party for tha completion of the work according fo the provisions and agreements herein.

SECTION VIII - CHANGES

GPA may at any time, by wiillen order, make any changes or deletions in the services to be performed hereunder, If such
changes or deletions cause an increase or decrease in the cost of doing work under this Agreement, or in the lime required for

this performance, an equitable adjustment shall be made as agreed to by the parlies and the Agreement shall be modified in
wriling accordingly.

SECTION IX - ASSIGNMENT OF AGREEMENT

Consultant may not assign this Agreement, or any sum becoming due to under the provisions of this Agreement, without the
prior written consent of GRPA.

SECTION X - FORCE MAJEURE

Neither party shall be liable for any delay in meefing or failure to meet its obligations under this Agreement due to a force
majeure,

SECTION XI -TAXES

OFFEROR shall be liable for Guam Gross Receipt Taxes and all other applicable taxes and duties. Guam Power Authority shall

have no tax liahility under this contract. Specific information on taxes may be obtained from the Director of the Guam Department
of Revenue and Taxalicn,

GPA is a government agency exempted from ALL government taxes as stipulated in the Guam Code Annotated.

SECTION XIl - NOTICES

Any notice, demand or other document required or permitted to be delivered hereunder shall be in writing and may be delivered
personally (not to includz facsimile transmission) or shall be deemed lo be delivered when received postage prepaid, registered
or certilied mail, return recaipt requestad, addressed to the parties at their respective address as specified herein:

TO: Name and Address
COPY: If applicable, Name and address
FAX: Fax number
T Guam Power Authority

P.0. Box 2977

Hagatna, Guam 96832-2977
ATTN: General Manager
FAX: (G71) 648-3165

SECTION XIIl - GOVERNING LAW

The validity of this Agreement and any of its terms or provisions, as well as the rights and duties of the parlies o this Agreement,
shall be governed by the laws of Guam.

SECTION XIV - SUPPLEMENTAL CONTRACT PROVISIONS

The supplemental contract provisions to this CONTRACT are altached hereto and incorporated herein by reference as if fully
set forth,
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SECTION XV — INDEMNIFICATION

The CGNSULTANT shell indemnify and hold GPA harmless from any claim, liability or product liability, loss, damage, demand,

cause of action or suil, expense or reasonable fee of legal counsel arising out of or in connection with the goods or services the
CONSULTANT provides.

SECTION XV - DISPUTES

All conlroversies between GPA and the CONSULTANT which arise under, or are by virtue of this CONTRACT and which are

not resalved by mulual agreement shall be resolved under Guam Procurement Law and the Government Claims Act, and
pursuant to the laws of Guam.

SECTION XVl - RELEASE OF INFORMATION

The CONSULTANT shall not release any information, including the contract price; concerming this project or any part thereof in
any form, including adverlising, news releases, or professional articles, without writlen permission from GPA.

SECTION XVill - INSURANCE

The CONSULTANT shall not commence work under this CONTRACT until he has obtained reasonable insurance for Auto

Liability and Worker's Compensation and Employer's Liability up to the statutory limits, The CONSULTANT shall maintain all
insurance required during the course of the wark.

IN WITNESS WHEREOF, the parties herelc have executed this CONTRAGT this ___ day , 2021, The
CONSULTANT warrants hal the person who is signing this CONTRACT on behalf of the CONSULTANT is authorized to do so
and to execute all olher documents necessary lo carry out the terms of this CONTRACT,

Offeror

Title

Company Name

Federa 1.D. No. /Social Security No.

JOHN M. BENAVENTE P.E.
GENERAL MANAGER
GUAM POWER AUTHORITY
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4  SOLICITATION AND TECHNICAL REQUIREMENTS

Guam Power Authority
Professional Printing, Mailing and Processing Services

General:

Established in 1968, Guam Power Authority (GPA) is a public corporation and an enterprise fund of the Government

of Guam. GPA’s governing board is the Consolidated Commission on Utilities (CCU) consisting of five elected
commissioners.

GPA provides electric services to the island of Guam with 48,000 customer connections.

Our Biling section is responsible for preparing approximately 48,000 bills per manth for print and mailing. The
meter reading and billing processes are divided into 30 cycles with approximately 1,800 bills per cycle. A bill print

file is orocessed and printed based on a set schedule of the cycle. Please note that multiple cycle can be
processed in a day.

In addition, the Consolidated Commission on Utilities oversights Guam Water Authority (GWA). GWA provide water
and waste treatment to the island of Guam.

GWA has 48,000 customers. If the business relationship is successful, GPA has the right to extend the RFP to Guam
Water Works.

Current Customer Information System:

GPA recently converted our billing system to Oracle’s Customer Care and Billing (CC&B) V2.6.1. Oracle Customer

Self Service with Oracle replaced our current web based customer self-service system. This allows customers to
easily view the bills and make payments online.

Purpose:

Guam Power Authority is seeking proposals from qualified vendors who can provide dynamic bill design, processing,
print, finishing, mail, insertion, and electronic archiving of customer bills from Oracle’s Customer Care & Billing

(CC&E) solution. Guidelines with industry standards and best practice need to be considered when working with
GPA and the bill reformat.

Scope of Work:

The following is an overview of the major requirements/specifications in which Guam Power Authority (GPA) is
interested and provides explanatory information regarding items within the SOW.

A. Communication - This area covers the methods of data transfer from GPA to the vendor. You should
indicate all methods of data transfer supported and the recommended method for transferring data. If the

data must be delivered in a manual or non-electronic manner, please describe the method, delivery,
turnaround time frame, additional costs, etc.
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B. Security - This item addresses the security methods employed by the vendor to assure that transfer of
GPA customer data and data processing is secure. This should also cover the finished products and its
electronic and physical distribution. All encryption software, procedures, secured lines, etc. should be listed.

C. Bill Format Software - Guam Power Authority is looking to provide a flexible-billing format to support
multiple metered and non-metered services. It is the intent of GPA to have the vendor format the billing
statement from the provided layout, utilizing proven software.

. Electronic Archive - Guam Power Authority is interested in obtaining an electronic archive of the bill and
other documents sent to its customers to facilitate better Customer Service. This archive will need to be
available directly after the bill extract is processed and represent a true image of the bill or other document
to its Customer Service Representatives. The following will be required for the electronic archived data:

1. Electronic bill should be available via GPA Customer Website Integration or Mobile APP and
indexed by customer number and billing date/month/year via a secure webpage link.

2. Electronic bill archive data should be kept for no more than 2 years from data of bill print to
electronic conversion.

3. Bill archive data should also be available to GPA via an external secured access portal indexed by
customer number and billing date/month/year.

4, All electronic data should be stored in a secure hosted environment in the United States or related
teritories. Access to such data is to be limited to GPA and vendor.

E. Internet Email Delivery or Notification of Bill - Guam Power Authority is interested in the ability to
notify the customer that a bill is available via email. The internet accessible hill must be generated in a
format that represents the true image of the bill, as well as not require special software licensing on the
client. This true image must represent charts and graphs, logos and graphics, fonts, ete.

F. Duplicate Bill - This area addresses the ease and method of duplicate bill delivery at GPA’s or the
customer’s request.

Return/Undeiverable Bill

Describe how return or undeliverable bills are addressed and notification to GPA of such.

G. Special Handling/Pull Bill - This section deals with the ease with which the vendor can handle special

requests, particularly whether the vendor can pull a bill electronically or whether the vendor needs to rely on
manual methods.

H. Printer - This area deals with the flexibility and features of your printers. As GPA starts to offer more
services, it may be necessary to ufilize different paper sizes and paper stocks.

. Finishers/Insertion Equipment - This section addresses the features available on your finishing/insertion
equipment.

J. Mail - GPA wants the best value as well as present a host of delivery options to its customers. Please
also include if local printing and mailing will be available.

K. Paper/Envelope - GPA would like to understand your processes, procedures and pricing regarding paper
inventary and envelopes. Include your inventory plan for GPA stock.

L. Processing Window - GPA needs to understand the deadlines and turnaround times between delivery of
the bill print file, printing, and mailing to our customers.
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Delivery Receipt Timeframe

GPA would lixe to know the timeframe of mailing of bills to customers from delivery to actual receipt.

M. Disaster Recovery Plan - Answering questions within this section will allow GPA to discover your
processes ard procedures in regards to Disaster Recovery and backup processes.

N. Reporting - Describe your balancing and quality assurance processes. How do you determine that
every hill trarsmitled for processing is worked and data printed is accurate?
Service Level Response Time

Describe the process and timeframe of responding to issues and resolutions.

0. Archival and Retrieval Processing

P. Printing and Processing of Disconnection Notices

Q. Other Services - Describe any other services you may offer which may benefit GPA.

ADDITIONAL REQUESTS:

Each Proponent must complete Exhibit A.
Copies of bill samples in Exhibit B.
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A committee will convene after the deadline for receipt of submittals to evaluate the respondents’ qualifications based

on but not limited to the following criteria;

Criteria Points Weight

Experience of the firm in this type of service and utility scale. 10 25%
Quality of approach and methodology that demonstrates an 10 25%
understanding of the requirements. ]
Quality, extent and relevance of Proponent's staff / experience in 10 25%
conducting service(s) and ulility scale.

Overall presentation (Quality of submittal, professionalism, etc.) 10 15%
References 10 10%

A team composing of five (5) members will be chosen by the Authority to evaluate the proposals based on the above
criteria. Each team member will rank each OFFEROR based on points received from the total weighted criteria. A

final ranking will be determined by consolidating the team members ranking.
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MAJOR SHAREHOLDERS DISCLOSURE AFFIDAVIT

TERRITORY OF GUAM )
\ss

HAGATNA, GUAM )
|, the undersigned, . ) , being first

(partner or officer of the company of efc.)
duly sworn, depase anc say:
i. That the persons who have held more than ten percent (10%) of the company's shares during the past twelve

months are as follows:
; Percentage of
Mame Address Bhares Hald
Total Number of Shares:

2 Persons who have received or are entitled to receive a commission, graluity or other compensation for procuring or

assisting in ablaining business related to the bidffp for which this Affidavit is submitted are as follows:

TI— Address Amount of Commission Gratuity
= s or Other Compensation

Further, affiant sayeth naught.

Date:
Signature of individual if bidder/offeror is a scle proprietorship;
Partner, if the bidder is a partnership; Officer, if the bidder is a
corporation.
Subscribed and sworn lo before me this day of , 20

Notary Public
In and for the Territory of Guam

My Commission expires:
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APPENDIX B NON-COLLUSION AFFIDAVIT ]




Page 29 of 59
NON-COLLUSION AFFIDAVIT

TERRTORY OF GUAM )
)s5.
HAGATNA, GUAM )

Vo firstbeing duly sworn, depose and say:
(Name of Declarant)

1. That ! am the of the

(Title) (Name of Bidding/RFP Company)
That in making the foregoing proposal or bid, that such proposal or bid is genuine and not collusive or sham,
that said bidder/offeror has not colluded, conspired or agreed, directly or indirectly, with any bidder or person,
to put in a sham or to refrain from bidding or submitting a proposal and has not in any manner, directly or
indirectly, sought by agreement or collusion, or communication or conference, with any person, to fix the bid
price of affiant or any other bidder, or to secure any overhead, project or cost element of said bid price, or of

that of any bidder, or to secure any advantage against the GUAM POWER AUTHORITY or any person
interested in the proposed contract; and

That all statements in said proposal or bid are true.
4. This affidavit is made in compliance with 2 Guam Administrative Rules and Regulations §3126(b).

N

w

(Declarant)

Subscribed end swom to before me this _ dayof , 20

Notary Public _
In and for the Territory of Guam

My commission expires:
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APPENDIX C NO GRATUITIES OR KICKBACKS AFFIDAVIT
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NO GRATUITIES OR KICKBACKS AFFIDAVIT

AFFIDAVIT

(Offeror)

TERRITORY OF GUAM )
)ss:

HAGATNA, GUAM )

, being first duly sworn, deposes and says:
As the duly authorized representative of the Offeror, that neither | nor of the Offeror's officers, representatives,
agents, subcontractors, or employees has or have offered, given or agreed to give any government of Guam

employee or former employee, any payment, gift, kickback, gratuity or offer of employment in connection with

Offero”’s proposal.

Signature of Individual if Cfferor is a Sole Proprietorship;
Partner, if the Offeror is a Partnership;

Officer, if the Offeror is a Corporation

SUBCRIBED AND SWORN to before me this day of , 20

Notary Public
In and for the Territory of Guam

My commission expires:
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' APPENDIX D ETHICAL STANDARDS AFFIDAVIT J
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ETHICAL STANDARDS AFFIDAVIT

AFFIDAVIT

(Offerar)

TERRITORY OF GUAM )
)ss:

HAGATNA, GUAM )

, being first duly sworn, deposes and says:

That1 am (the Sole Proprietor, a Partner or Officer of the Offeror)

That Offeror making the foregoing Proposal, that neither he or nor of the Offeror’s officers, representatives, agents,
subcontractors, or employees of the Offeror have knowingly influenced any government of Guam employee to
breach any of the ethical standards set forth in 5 GCA Chapter 5 Article 11, and promises that neither he nor any

officer, representative, agent, subcontractor, or employee of Offeror will knowingly influence any government of

Guam employee to breach any ethical standard set for in 5 GCA Chapter 5 Article 11.

Signature of Individual if Offeror is a Sole Proprietorship;
Partner, if the Offeror is a Partnership;

Officer, if the Offeror is a Corporation

SUBCRIBED AND SWORN fo hefare me this day of . 20

Notary Public
In and for the Territory of Guam

My commission expires:
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APPENDIX E DECLARATION RE-COMPLIANCE WITH U.S. DOL WAGE
DETERMINATION
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DECLARATION RE-COMPLIANCE WITH U.S. DOL WAGE DETERMINATION

Procurement No.: o

Name of Offeror Compariy: e e hereby certifies under
penally of perjury:

(N Thatlam ___ {theofferor, a partner of the offeror, an officer of the offerar) making the bid or
proposal in the foregoing identified procurement;

(2) That! have read and understand the provisions of & GCA § 5801 and § 5802 which read:

§ 5801. Wage Determination Established,

In such cases where the government of Guam enters into contractual arrangements with a sole proprietorship,
a partnership or a corporation ('contractar’) for the provision of a service to the government of Guam, and in such
cases where the contractor employs a person(s) whose purpose, in whole or in part, is the direct delivery of service
contracted by the government of Guam, then the contractor shall pay such employeel(s) in accordance with the Wage
Determination for Guam and the Northern Mariana Islands issued and promulgated by the U.S. Department of Labor
for such labor as is employed in the direct delivery of contract deliverables to the government of Guam.

The Wege Determination most recently issued by the U.S. Department of Labor at the lime a contract is
awarded to a contractor by the government of Guam shall be used to determine wages, which shall be paid to
employees pursuant to this Article. Should any contract contain a renewal clause, then at the time of renewal
adjustments, there shall be made stipulations contained in that contract for applying the Wage Determination, as

required by this Article, so thal the Wage Determination promulgated by the U.S. Department of Labor on a date
most recent to the renewal date shall apply.

& 5802. Benefits.

In additon to the Wage Determinalion detailed in this Article, any contract to which this Article applies shall
also contain provisions mandating health and similar benefits for employees covered by this Article, such benefits
having a minimum value as detailed in the Wage Determinalion issued and promulgated by the U.S. Department of
Labor, and shall contain provisions guaranteeing a minimum of ten {(10) paid holidays per annum per employee.

(3) That the offeror is in full compliance with 5 GCA § 5801 and § 5802, as may be applicable to the procurement referenced
herein;

(4) That | have attached the most recent wage determination applicable ta Guam issued by the U.S. Department of Lahor,

Signature of Individual if Proposer is a Sole Proprietorship;
Partner, if the Proposer is a Partnership;
Officer, if the Proposer is a Corporation

SUBCRIBED AND SWORN to before me this _ dayof

Notary Public
In and for the Territory of Guam
My Commission Expires:
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GUAM POWER AUTHORITY

ATURIDAT ILEKTRESEDAT GUAHAN
P.O.BOX 2977 - HAGATNA, GUAM U.S A, 96932-2977

SPECIAL PROVISIONS

Restriction Against Sex Offenders Employed by Service Providers to
Government of Guam from Working on Government of Guam Property

GCA 5 §5253(b) resticts the OFFEROR against employing convicted sex offenders from working at Government of
Guam venues. [t states:

{b) All contracts for services to agencies listed herein shall include the following provisions: (1) warranties that no
person providing services on behalf of the contractor has been convicted of a sex offense under the provisions of
Chapter 25 of Title 9 GCA or an offense as defined in Article 2 of Chapter 28, Title @ GCA, or an offense in another
jurisdiction with, at a minimum, the same elements as such offenses, or who is listed on the Sex Offender Registry;
and (2) that if any person providing services on behalf of the contractor is convicted of a sex offense under the
provisions of Chapter 25 of Title 9 GCA or an offense as defined in Article 2 of Chapter 28, Title 9 GCA or an
offense in another jurisdiction with, at a minimum, the same elements as such offenses, or who is listed on the Sex
Offender Registry, that such person will be immediately removed from working at said agency and that the
administrator of said agency be informed of such within twenty-four (24) hours of such conviction.

Signature of Bidder Date
Proposer, if an individual;
Partner, if a partnership;
Officer, if a corporation.

SUBCRIBED AND SWORN to before me lhis day of

Notary Public
In and for the Territory of Guam

My commission expires:
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"EXHIBIT A - 2020 BILLING CYCLE




MONTH YEAR
JANUARY 2020
DATE CYCLES
lanuary 1, 2020 Newr Yeor's Day
January 2, 2020 P23 PM24 PM25 P26, BIMZ2Y PIM2E

January 3, 2020

Janwuary 4, 2020

Yanuary 5, 2020

January 6, 2020

January 7, 2020

January 8, 2020

January 9, 2020

January 10, 2020
lanuary 11, 2020
January 12, 2020
January 13, 2020
January 14, 2020
January 15, 2020
January 16, 2020
January 17, 2020
January 18, 2020
fanuary 19, 2020
January 20, 2020
January 21, 2020
January 22, 2020
January 23, 2020
January 24, 2020
lanuary 25, 2020
January 26, 2020
January 27, 2020
January 28, 2020
January 29, 2020
January 30, 2020
January 31, 2020

PMO/ PRMOB,PIVIOD

PRATe, PMLL

Martin Luther King Jr Day

PMLS
PRZO

P23
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NIONTH

FEBRUARY

DATE

February 1, 2020
February 2, 2020
February 3, 2020
February 4, 2020
February 5, 2020
February 6, 2020
February 7, 2020
February 8, 2020
February 9, 2020
February 10, 2020
February 11, 2020
February 12, 2020
February 13, 2020
February 14, 2020
Febiruary 15, 2020
February 16, 2020
February 17, 2020
February 18, 2020
February 19, 2020
February 20, 2020
Febroary 21, 2020
February 22, 2020
February 23, 2020
February 24, 2020
February 25, 2020
February 26, 2020
February 27, 2020
February 28, 2020
Feliruary 29, 2020

2YCLES
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MONTH [ ~ YEAR
MARCH 2020
DATE CYCLES

March 1, 2020

March 2, 2020

March 3, 2020

March 4, 2020

March 5, 2020

March 6, 2020

March 7, 2020

March &, 2020

March 9, 2020

March 10, 2020
March 11, 2020
March 12, 2020
March 13, 2020
farch 14, 2020
March 15, 2020
March 16, 2020
March 17, 2020
March 18, 2020
March 19, 2020
March 20, 2020
March 271, 2020
March 22, 2020
March 23, 2020
March 24, 2020
March 25, 2020
March 26, 2020
March 27, 2020
March 28, 2020
March 29, 2020
March 30, 2020
March 31, 2020

Guam Discovery and Charmorro Heritage Day

¢
it
¢
i

FRALD
P
PRALZ
PR3 PNELA

PRMILE

PRLE
PR

PRATO, |

7l his

V20, P2

I DRAD
die 8wl U4 i B
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MONTH

YEAR

APRIL

2020

DATE
April 1, 2020
April 2, 2020
April 3, 2020
Aprit 4, 2020
Aprit5, 2020
April 6, 2020
April 7, 2020
April 8, 2020
April 9, 2020
April 10, 2020
April 11, 2020
April 12, 2020
April 13, 2020
April 14, 2020
April 15, 2020
April 16, 2020
April 17, 2020
Aprit 18, 2020
April 19, 2020
April 20, 2020
April 21, 2020
April 22, 2020
April 23, 2020
April 24, 2020
April 25, 2020
April 26, 2020
April 27, 2020
April 28, 2020
April 29, 2020
April 20, 2018

CYCLES

E');'.", ;j :: - ; tha 't-“"-f :;: ;i"x‘;’l'{;. H : { ;%-,(J['}J .; ) ij: H'l f ’, !

A28, PM29,PIIZ0

PO, PIAOZ, PGS

EMOA, B

SRR

P

PRALE, PMAE,PMILL, PMLG

Pridl7 Pivils

PO, P20, PIWIZ]
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MGNTH

YEAR

MAY

2020

DATE

May 1, 2020
May 2, 2020
2020
May 4, 2020
May 5, 2020
May 6, 2020
May 7, 2020
May &, 2020
fay 9, 2020
May 1D, 2020
May 11, 2020
May 12, 2020
May 13, 2020
May 14, 2020
May 15, 2020
Way 14, 2020
May 17, 2020
May 18, 2020
May 19, 2020
May 20, 2020
May 21, 2020

oA -
Miay o

CYCLES

PIAZ2, P23, PM24, PMZE, PIMZE,PMIT, PRAZE,P

PR PMO2 BMOS, P04, PMOS

PO7 P08

PR, PG

May 22, 2020 PM1IZP

viay 23, 2020
¢ 24, 2020
May 25, 2020
May 26, 2020
May 27,2020
May 28, 2020
May 29, 2020
May 30, 2020
May 31, 2020

Memaoriad Day

PRMLS PM20,PM2L

ViZ8, P30
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MONTH YEAR
JUNE . 2020
DATE CYCLES
June 1, 2020

June 2, 2020

June 3, 2020

lune 4, 2020

June 5, 2020

lune 6, 2020

une 7, 2020

June 8, 2020

June 9, 2020

June 10, 2020
June 11, 2020
June 12,2020
June 13, 2020
June 14, 2020
Juine 15, 2020
June 186, 2020
June 17,2020
June 18, 2020
lune 19, 2020
hine 20, 2020
june 271, 2020
June 22, 2020
June 23,2020
June 24,2020
June 25, 2020
lune 26, 2020
June 27, 2020
lune 28, 2020
June 29, 2020
June 30,2020

PM22,PRZE PM24, PIMIZES, PM2E, P27 PMZE PM2E, PME0

PRAOE,L P02, PMO3
P
P

i 0b

PMO7, PRi0S

PRIOS

PRATELPRLL

P12, P20, Pz
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MONTH = |

YEAR

JULY

2020

DATE

July 1, 2020
July 2, 2020
July 3, 2020
luly 4, 2020
July b, 2020
July 6, 2020
luly 7, 2020
July 8, 2020
July 9, 2020
July 10, 2020
July 12, 2020
July 12, 2020
July 13,2020
July 14, 2020
July 15, 2020
July 16, 2020
July 17,2020
July 18, 2020
July 19, 2020
July 20, 2020
July 21, 2020
July 22,2020
July 23,2020
July 24, 2020
July 25,2020
July 26, 2020
July 27,2020
July 28, 2020
July 29, 2020
July 30, 2020

CYCLES

PRZ2,PEAZE PM24, PIZES P26, PVIZT P28, P28, PM30

Ohserved Independence Day

independence Day

PRAGL PR OZ,PMOZ, PO, PMOS

PIMIGE

PG 06, P [_‘;"—;/ PRATD

Phell

PhLZ
Guoim Liberation Day

PR3, PMLA PMIL, PRLG

PMIL7,PMILE

PWIEPM
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MONTH

YEAR

AUGUST

2020

DATE

£ 1, 2020
August 2, 2020
Augusz 3, 2020
Augusz 4, 2020
Augusz 5, 2020
Augus? 6, 2020
August 7, 2020
August 8, 2020
Augusi 9, 2020
Augusi 10, 2020
August 11, 2020
August 12, 2020
August 13, 2020
August 14, 2020
August 15, 2020

;‘\1 'l
Augl

August 17, 2020
August 18, 2020
August 19, 2020
August 20, 2020
August 21, 2020
August 22, 2020
August 23, 2020
August 24, 2020
August 25, 2020
August 26, 2020
August 27,2020
August 28, 2020
August 29, 2020
August 30, 2020

MO, EMOZ, PMOZ, PMI04E

PMOY,.PMOE

PML7Z, PMILE

BMLY9, P20, P2

MZ2,PM23,PM24, PVIZS, PIVIZE, P2 7, PM2E,PM2
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YEAR

SEPTEMBER

2020

DATE

September 1, 2020
September 2, 2020
September 3, 2020
September 4, 2020
September 5, 2020
Septeraber 6, 2020
Septermber 7, 2020
September 8, 2020
September 9, 2020
September 10, 2020
September 11, 2020
Sentember 12, 2020
September 13, 2020
September 14, 2020
September 15, 2020
September 16, 2020
September 17, 2020
Septermber 18, 2020
Septamber 19, 2020
Septeriber 20, 2020
September 21, 2020
September 22, 2020
September 23, 2020
Septernber 24, 2020
September 25, 2020
September 26, 2020
September 27, 2020
Septernber 28, 2020
Septernber 29, 2020
September 30, 2020

CYCLES

TikR 33

PRAZZ PIVERS, P24, PM25, PM2G,PIMZT PMZE PM29,PM

PRA19,PM2Q,

Labor Day

18, PRAGY, PMIOPMLL

P2

30
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OCTOBER

YEAR

2020

DATE

October 1, 2020
October 2, 2020
October 3, 2020
Octobar 4, 2020
QOctobar 5, 2020
Octobear 6, 2020
October 7, 2020
Octobzr 8, 2020
Octobzr 9, 2020
Cctobear 10, 2020
Qctober 11, 2020
October 12, 2020
Qctober 13, 2020
October 14, 2020
October 15, 2020
October 16, 2020
October 17, 2020
Qetobar 18, 2020
October 19, 2020
October 20, 2020
October 21, 2020
October 22, 2020
October 23, 2020
Cctober 24, 2020
Oclober 25, 2020
October 26, 2020
October 27, 2020
October 28, 2020
October 29, 2020
October 30, 2020
Oetoper 31, 2020

CYCLES

SRS DRATE BRASA BRATE DRADE BRADT DRI BRADG REATO
PRAZZ PMZE PM24, P25, P26, BM2 7 PMZ2E,PRIZY PMID

PRAGT, PMOG, PMOS

PMI19,PRAZO,PMIT
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YEAR

MOVEMBER

2020

DATE

Novermber 1, 2020
Movermber 2, 2020
November 3, 2020
Novernher 4, 2020
November 5, 2020
MNovember 6, 2020
Movermnber 7, 2020
BMovember 8, 2020
Movernber 9, 2020
Movernber 10, 2020
Movemnber 11, 2020
November 12, 2020
November 13, 2020
Novernmber 14, 2020
Movembaer 15, 2020
November 16, 2020
November 17, 2020
November 18, 2020
November 19, 2020
November 20, 2020
Movember 21, 2020
Movember 22, 2020
November 23, 2020
November 24, 2020
Novermber 25, 2020
November 26, 2020
November 27, 2020
Movember 28, 2020

November 30, 2020

CYCLES

Al Soul's Day

PRA22, P22, PINIZA, PM2E, PIVIEG, FIAZ T, PZS,

PRAOLPMOD, PMOS

Veterans Doy

BRAOA, PNMIOT, PMOE, PMOS

P

117, PMILS
PRALS, EMRO,PIM2T

Thanksgiving Dy
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YEAR

DECEMBER

2020

DATE

Decermnber 1, 2020
December 2, 2020
December 3, 2020
December 4, 2020
Dacember 5, 2020
December 6, 2020
December 7, 2020
Dacermber 8, 2020
December 9, 2020
December 10, 2020
Decerber 11, 2020
December 12, 2020
Deceraber 13, 2020
December 14, 2020
Decerber 15, 2020
December 16, 2020
Decemnber 17, 2020
December 18, 2020
Decernber 19, 2020
Dacernber 20, 2020
Decemnber 21, 2020
December 22, 2020
December 23, 2020
Decernber 24, 2020
December 25, 2020
December 26, 2020
Daecermnber 27, 2020
December 28, 2020
December 29, 2020
December 30, 2020
December 31, 2020

CYCLES

PM22,PM23,PM24,PM25,PM26,PM27,PM28,PM29,PM30

PRACLENMOZ, PMOR
Our Lady of Camarin Day

PRAGS, PMUS, PMOG

A7 PRMDS

PRITS, PMILE

HRATY

Christinae iday
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~ EXHIBIT B - BILL SAMPLES
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Guam Power Authority
Aturidat lHektresediat Guahan

MY ENERGY STATEMENT

PO BOX 7597
TAMUNING, GU 96931-7597

$321.47

Service Location | 183 CHALAN TAN MARGARITA MACHANAO, DEDEDG L= y Bringing encrgy solutions to vou!

i 02172017 [
e —— L Switch off TVs. stereos and other

= slela] i s .

Eiib tiosies i ) | electrical equipment rather than

L leaving them on standby.

Prinary Name

Register your residential account at myenergyguam.com
to view your energy usage. For GPA EZ-Pay by Phone,
please contact 647-5787/8/9.

¥ 4 . At . x s
Des Mov Oct Sep Aug  Jul Jun May Apr Mar Feb  Jan

MONTHLY ENERGY HISTORY

...... b Nb i1t : : 4 Unit
02/14/2017 02005953 71367.685 69838.48 1 1,519.37 KWH 28 54,26
Billing Peviod Statement ltem Quantity x Rate Amount
014182017 - 02114/2017 Electric Residential Rate - Schedule R -
Monthly Customer Char%e & 15.00
Energy Charge (First 500 k\Wh) 500.00 » $0.06955 34.78
Ener% Charge (Over 500 kW) 1,019.37 x 20.08587 g 88.55
Fuel Recove harge 1.519.37 x $0.105051 b 158.61
Emergency Water-wellWasterwater Charge (Qver 500 kKWh) 1,019.37 % $0.00279 & 2.84
Current Period Statement Amount $ 30078

* Fuel Recavery Charge reflects the new !__evelized,Energ% Adjustment Clause (LEAC) rate approved by the PUC effective February 1, 2017,
- Account overdue, subject to immediate disconnection without further notice.

* Payment in full required. Please disregard if payment has been made.

Account Number:

Due Date; Total Amount Due:

Amount Enclosed:

2755400000  Upon Receipt $622.25 5 :

AR

: ; 485 275542473878

Guam Power Authority
Aturiciat llekiresedat Guahan
e D R e e e e A .
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IVIPORTANT CUSTOMER INFORMATION
Visit our Website at www.guampowerauthority.com
GPWA Customer Service Location and Business Hours

Offices are open Monday thru Friday, Saturday at GPWA Upper Tumon office, closed on Holidays. Business hours subject to change
without notice, Payments can be made at various financial institutions, Guam Waterworks Authority and the Treasurer of Guam.

Gloria B, Nelson Public Service Bldg, Hagatfia Satellite Office GPWA Upper Tumon Office
6885 Route 15, Fadian Mangilao 103 Julale Shopping Center 578 M. Marine Corps Dr, Tamuning
7:00 am - 5:00 om 8:00 am - 5:00 pm 7:30 am - G:00 pm | 9:00 am - 1:00 pm

By Phone: GPA EZ-Pay by Plone Contact (671) 847 -5787/0/9 7AbA - GPM; Automated Pay by Phone (VR) 12
Simply search for the following key words - Pay GPWA, Guam Pawe

977-2002 24 hours; Mobile App: Pay GPWA.

sple App store or in the Google Play Store.

caver for the Resi ial Customers, Commercial Accounts
STRY7B79 or emnil us ot customersfirst@gpagwa.com.

EMERGENCY 24-HOUR SERVICE Dispatcher: (671) 475-1472/3/4
Non-receipt of energy statement does not prevent your account from hecoming due or payvable.
All Energy Statements are pasi due if unpaid 15 days after the"Statement Dale”

s, Guam Waley, and Gunm Utilities in the
H5A, MasterCard and U
are restricted 1o MasterCand anly, Contact us for all inguities at Customer Service Call Canter {671 647

Past due halance must be paid at a GPA Customer Service Office to ensure timely receipt of your payment and to avoid service
interruptions. Restorztion of service may take up to 4% howrs once full payment has heen made.

Your servica may be disconnucted if payment is received after the stated due date. 1if your service is disconnacted, you may be required
to pay your energy statement in full plus a reconnection fee, a se
restored,

ce establishment charge and a cash deposit before your service is

Late Payment. Whenaver a payment of a regular Energy Statement for electric service is received after 5:00 pm of the date specified
in the original energy statement as (e date such paymentis due, an additional charge of .75% of the amount of said statement shali
be assessed as your late payment charge.

Whan usage on your statement is Estimated. We try to read your meter each month, bul if for some reason we cannot, your energy
statement will ba based on an estimate of recent average use. You are responsible for ensuring thal your meter is unobstructed and
accessible.

Moving or Starting Mew Service. Please visit our office at least two busine
- Life Support or Emergency Equipment, Please contact Custome
or emergency equipinent. However, because unplanned outag
inake alternative plans should the power go out at their homes.

55 clays bafore moving or starting new service.
srvice if anyone Hiving in your home is dependent on life support
25 can and do occur, itis important for customers on life support to

For other informatiar regarding your service, account charges and rate schedules, please visit our website at
] ¢ 2] |
wwwguampowerauthority.com or call Customer Service.

To report illagal hookups/connections or suspected wrong doing at GPA call the Internal Audit Office.
Hotline Number: 671-648-3199 or email to la-rps@gpagwa.com. All reports are held in strict confidence.

Update My Information

Please alfow -2 energy statement cycies far changes (o tuke effect.

Your Aczount Number: |

. ACCOUNT Holder's Email: .

Change my mailing address to street address/PO Box: .

City:

- State/Territory

Horne Fhone No.:

i WO PRONE MO i CRITPHONE NOL i

Mame of Account Holder:

siereninmimnimssinmsene. OECOUNT HOlder's Authorization SIgNature .o
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oo Guam Power Authority
“TE Aturidét llektresedat Guahan

m“{’.

74
, GU 96831-8474

$5244.60

RVIC: DRMVATION S

Account Number

m
r4
m
AJ
G
=<

Primary Name

: W 3 Brllnglng energy solutions to youl

Service Location 381 CHALAN BONGBONG LN, DEDEDO

Bill Date: 0201702017 e
e p— | Switch off TVs, stereos and other
BB Daite: = E electrical equipment rather than
{ leaving them on standby,.
1600 P asaaiiie SRl S e

Register your residential account at myenergyguam.com

to view your energy usage. For GPA EZ-Pay by Phone,
please contact 647-5787/8/9.

E - : i B i
Dez Mov Cal Sep Adg Jul Jun May  Apr Mar Feb Jan

MONTHLY ENERGY HISTORY

.Days'  AveDly

44402.94  4m0124

1,201.70 KWH 28 42,92

Billing Period Statement ltem Quantity x Rate Amount
011812017 - 0201442017 Electric Residential Rate - Schedula 1 - )

Monthly Customer Charge $ 15.00

Energy Charge (First 50 lWwWih) 500.00 % $0.06955 ! 34.78

Ener%/ Charge (Over 500 kwii) 701.70 x $0.08687 | G60.96

Fuel Recovery Charge 1,201.70 x $0.105051 126.24

Emergency Water-wellWaslerwater Charqe (Qver 500 kWh) 701.70 x $0.00279 1.96

Current Period Statement Amount $  238.94

** Fuel Recovery Charge reflects the new Levelized Energy Adjustment Clause (LEAC) rate approved by the PUC effective February 1, 2017,

Account Number: Due Date:

Total Amount Due: Amount Enclosed:

3728000000 03/07/2017  $238.94 3

TR

il 485 372809037898
PO BOX 8474

GP022017

Guam Power Authority
TAMUNING, GU 96831-8474 Aturidat llektresedat Guahan
T e et o hosguag e F-0. Box 21868 Baigada, Guam

969211868
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IMPORTANT CUSTOMER INFORMATION
Visit cur Website at www.guampowerauthority.com
GPWA Customer Service Location and Business Hours

Offices are open Monday thra Friday, Saturday at GPWA Upper Tumon office, closed on Holidays, Business hours subject to change
without netice, Payments can be made at various financial institutions, Guam Waterworks Authority and the Treasurer of Guarn,

Gloria B. Nelson Public Service Bldg, Hagatha Satellite Office GPWA Upper Tumon Office
688 Foute 15, Fadian Mangilao 103 Julale Shopping Center

578 1. Marine Corps Dr, Tamuning
7:00 arn - 5:00 pm 8:00 am -

GO pm 7:30 am - 6:00 pr | 9:00 am - 1:00 pm

By Phone: GPA EZ-Pay by Phone Contact (671) 647-5787/8/9 7AM - oPM; Automated Pay by Phone (IVR] 1-855-977-2007 24 hours; Mobile App: Pay GPWA.
Sirriply search for the following key veords - Pay GPWA, Guam Power, Guam Waler, and Guam Utilities in the Apple App store orin the Google Play Store.
Via Online: GPA enline payment PayGPA ab httpsi/www.paygpa.com/. We accent VISA, MasterCard and Discover for the Residentisl Customers, Commercial Accounts
are restrected 10 MasterCard only. Contact us for all inquities at Customer Service Call Center (671) 847-5787/8/9 or email us at customersfirst@gpagwa.com.

EMERGENCY 24-HOUR SERVICE Dispatcher: (671) 475-1472/3/4

Non-receipt of energy statement does not prevent your account from becorning due or payable.

All Energy Statements are past due if unpaid 15 days after the "Statement Dale”

Past due balance must b paid at a GPA Customer Service Office to ensure timely receipt of your payment and to avoid service
interruptions. Restoralion of service may take up to 48 hours once full payment has been made.

- Your service may be disconnected if payment is receiv

ad after the stated due date. If yvour service is disconnectad, you may be required
to pay your energy statement in full plus a reconnection fee, a service astablishment charge and a cash daposit before your servie
restorad,

15

Late Payment. Whenever a payment of a regular Energy Statement for electric service is received atter 5:00 pm of the date specified
in the original energy staternent as the date such payment is due, an additional charge of .75% of the amount of said statement shali
b assessad as your late povment charge.

Whan usage on your statement is Estimated. We try Lo read your meter each month, but il for some reason we cannot, your enerqgy
statemant will be based on an estimate of recent average use, You are responsible Tor ensuring thal your meter is unohstructed and
accassible.

- Moving or Starting Mew Service, Please visit our office at least two business days before moving or starting new service,

Life Support or Emergency Equipment. Please contact Customer Service if anyone living in your home is dependent on life support
or emergency equipment, However, because unplanned outages can and do occur, it is important for customers on life support to
make alternative plans should the power go out at their homes.

For other information regarding your service, account chargas aad rate schedules, please visit our website at
wvew.guampowaerauthority.com or call Customer Servica,

Ta report illagal hookups/connections or suspectad wrong doing at GPA call the Internal Audit Office.
Hotline Mumber: 671-648-3199 or email to la-rps@gpagwa.corm. All reports are held in strict confidence.

Update My Information

Please affow 1-2 energy statement cyclzs for changes fo take effect.

Your Account Number: |

e BCCOUNt Holder's Email:

Change my mailing address to street address/PO Box:

City:

. i SAELTRITIONY, e

Home Fhone Now e e s WK PRame NOY seeesisssasssncsssy GOl Phome Mog e

Mame of Account Holder: .

e Bzount Helded's Authovization Signature



Guam Power Authority
Aturidat Hlektresedat Guahan

MY ENERGY STATEMENT

PO
HAGATNA,

BOX 523

Page 56 of 59

Gl 96932-8660

Primary Name

MR

Bringlng encrgy s

Switch off TVs, stereos anc otl

olutions to you!

ner

Service Location 130 GARDENIA ST, DEDEDO

Bill Date: 02117/2017 [

Due Date: Upon Receipt |
1

electrical equipment rather than
 leaving theim on standby.

Register your residential account at myenergyguam.com
to view your energy usage. For GPA EZ-Pay by Phone,
please contact 647-5787/8/9.

Dex o

34709.29

021412017 02008620 ©35420.76

KWH 28
Biiting Period Statement ltem Quantity x Rate Amount
0101812017 - 02/14/2017 Electric Residential Rate - Schedule R -
Monthly Customer Charge 5 156.00
Energy Charge {First 500 kWh) 500.00 x $0.06955 3478
Ener%{ Charge (Over 500 kWh) 211.47 x 50.08687 4 18.37
Fuel Recovery Gharge 711.47 x 50.105051 4 74.74
Emergency Water-wellWasterwater Charae (Over 500 kKWh) 211.47 x §0.00279 0.59
Current Period Statement Amount 5 143.48

" Fuel Recovery Charge refiects the new Levelized Energy Adjustment Clause
" Account overdue, subject to immediate disconnection without further notice.
“ Paymentin full required. Pleese disregard if payment has been made.

(LEAC) rale approved by the PUC effective February 1, 2017,

Account Number:

8177300000

Due Date; Total Amount Due:

Amount Enclosed:

5

A

485 B17737247765

Upon Receipt $298.51

GP022017 R3 C3********SINGLE-PIECE 96913

PO BOX 5230
HAGATNA, GU 96932-8660

hlm|:]tnl”p1[“”;”"1!”.||i|l|liI[]H.;];]nupilplln

Guam Power Authority

Aturidél llektresedat Guahan

R.O. Box 21868 Barrigada, Guam
96921-1888
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IVIPORTANT CUSTOMER INFORMATION
Visit our Website at www.guampowerauthority.com
GPWA Customer Service Location and Business Hours

Offices are open Monday thru Friday, Saturday at GPWA Upper Tumaon office, closed on Holidays, Business hours subject to change
without notice. Payments can be made at various inancial instilutions, Guam Waterworks Authority and the Treasurer of Guam.

Gloria B. Nelson Public Service Bldg. Hagatna Satellite Office GPWA Upper Turmon Office
688 Foute 15, Fadian Mangilao 103 Jutale Shopping Center 578 1. Marine Corps Dr, Tarmuning

7:00 arn - 5:00 om 8:00 am - 5:00 pm 7:30 am - 6:00 prn | 9:00 am ~ 1:00 pm

By Phona: GPA EZ-Pay by Prone Contac
Simply search for the following key
Via Online: GPA online payment |

(6710 647-5787/8/9 TAM - GPM; Automated Pay by Phone (IVR) 1-255-977-2002 24 hours; Mobile App: Pay GPWA.

ords - Pay GPWA, Guam Powear, Guarn Water, and Guarn Utilities in the Apple App stoe orin the Google Play Store.

SPA al httpsiiwww.paygpa.com/, We accept VISA, MasterCard and Discover for the Residential Customers, Commercial Accounts
strcted 1o MasterCard only, Contact us for all inquiries at Customer Service Coll Center (671) 647-5787/6/9 or enniil us at customersfirstadgpagwa.com.

o

EMERGENCY 24-HOUR SERVICE Dispatcher: (671) 475-1472/3/4

Norereceipt of energy statement does not prevent your account from becaming due or payable.

All Energy Statements are past due if unpaid 15 days after the “Statement Date”

Past due balance must b paid at a GPA Customer Service Office to ensure timely receipt of your payvment and to avoid service
intarruptions. Restarztion of service may take up to 48 hiours once full payment has been made.

Your service may ba disconnected if payment is received after the stated due date. If your service is disconnacted, you may be required
to pay your energy statement in full plus a reconnection fee, a sery
rastoved,

- Lata Payment. Whenaver a payment of a regular Energy Statemaent for electric servi
in the original energy staterment as the date such paymentis due
be assessed as your late payiment charge.

e establishment charge and a cash deposit before your sevvice is

eived after 5:00 pm of the date specified
L an additional charge of .75% of the amount of said stalement shall

Whan usage on your statement is Estimatad. We try Lo read your meter each month, but if for soma reasen we cannot, your enerqy
statement will be based on an estimate of recent average use. You are responsible for ensuring that vour meter is unobstructed and
accassible.

Moving or Starting New Service. Please visit our office at least twao business days before moving or starting new service.

Life Support or Emergency Equipment. Please contact Customer Service if anyone living in your horme is dependent on life support
or emergency equipment, However, because unplanned outages can and do occur, it is important for customers on life support to
make alternativa plans should the power go out at their homes.

For other informatior regarding your service, accaunt charges and rate schedules, please visit our website at
wwwsguampowerauthority.com or call Customer Service,

Tao report Hlegal hookups/connections or suspectad wrong doing at GPA cali the Internat Audit Office.

Hotline Number: 671-648-3199 ar email to la-rps@gpagwa.com. All reports are held in strict confidence.

Update My Information

Mease allow 1-2 energy statement cycles for changes to fake effect.

Your Account Number: ... .. e BCEOUNE Holdar's Email _

Change my mailing address to street address/PO Box: ..

City: s

. - State/Territory: .

Home Fhone No.:

RS Waork PhoneNos e i Call Phone Mow .

MName of Account Holder:

e ACCOUNt Holder's Authorization Signature
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| EXHIBIT C - SAMPLE OUTGOING ENVELOPE




PRESORTED 2
GUAM POWER AUTHORITY FRTGDANIL. |
ATURIDAT ILEKTRESEDAT GUAHAN | HAGATHA, GUAM |
P.O. Box 21868 Barrigada, Guam 96321-1868 | PERMIT NO. 47
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From: Melvyn K. Kwek <mkwek@apagwa.com>

Sent: Friday, April 16, 2021 2:13 PM

To: GRAPHIC CENTER INC <chris@gciguam,.com>

Cc: 'Jessie Rosario' <jessie@gciguam.com=>: John J.E. Kim <jjekim@upagwa.com:>;
Tamra M Muna <tmuna@gpagwa.com>
Subject: RE: GPA - 6 Month Extension Price

Chris,
Good day. As per our conversation, we are preparing to bring the additional & month
extension proposal dated April 14, 2021 before the next CCU session next week for
their approval. As mentioned, the additional amendment to the total Purchase Order

amount requires CCU approval before we can move forward on amending the current
FO. Hope this ciarifies and any questions let me know.,

Regards,
Melvyn Kwek

information Technology Division
Guam Power Authority

Phone: 1-671-648-3137

Fax: 1-671-648-3168

E-mail: mkwek@qgpagwa.com

From: Chris Biolchino [mailto:Chris@gciguam.com]
Sent: Wednesday, April 14, 2021 2:41 PM

To: Melvyn K. Kwek <mkwek@gpagwa.com>

Cc: 'Jessie Rosario' <jessie@gciguam.coms=
Subject: GPA - 6 Month Extension Price

Dear Melvyn,

Please see attached proposal. There are a few things I'd like to explain while you are
reviewing our proposal. The price for the statement printing increased 8%. The rate of
inflation 2018 — current reflects an approximate 5% increase and the additional 3% is
due to paper costs which is attributed to be the lower volume as compared to a longer
term contract. The newsletter went up 10% as a result of inflationary conditions and the
reduction of volume . The paper that is used for the newsletter has a much more volatile
price which is why the increase is more than that of the statemen paper. | was able to
negotiate a freeze on the pricing with our PDF hosting partner now that the term is
longer and with the expectation that we are in the position to rebid on the project. There
could be an increase in the hosting costs in the near future but we will cross that bridge
when we get there.



We anticipate that if the contract is renewed the final pricing will most likely be the
original negotiated contracted price with an increase based on the rate of inflation
barring any unforeseen circumstances. We anticipate that any new contracted rate will
be iess than the 6 month rate that is included in this proposal.

Please contact me if you have any questions or concerns.

Yhis omail was scanncd by Bitdelender Disclaimer Notice: The information contained in this
communication is intended solely tor the use of the individual or entity to whom it is addressed
and others authorized to receive it. It may contain contidential or legally privileged information.
If you are not the intended recipient you are hereby notified that any disclosure, copying,
distribution or taking any action in reliance on the contents of this information is strictly
prohibited and may be unlawful. If you have received this communication in error, please notify
us immediately by responding to this email and then delete it from your system. Guam Power
Authority is neither liable for the proper and complete transmission ot the information contained
in this communication nor for any delay in its receipt,

This email was scanned by Bildefender
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GUAM POWER AUTHORITY

ATURIDAT ILEKTRESEDAT GUAHAN
P.0O.BOX 2977 - HAGATNA, GUAM U.8.A. 96932-2977

May 27, 2021

AMENDMENT NO.: |
TO
REQUEST FOR PROPOSAL NO.: RE-SOLICITATION GPA-RFP-21-002
FOR

PROFESSIONAL PRINTING, MAILING, AND PROCESSING SERVICES RELATING TO UTILITY
CUSTOMER BILLING

Interested Fi-ms/Individuals are hereby notified of the following inclusions and response to inquiries
received from Proponent No.: 1 dated May 25, 2021:

INCLUSIONS:

Under Exhibit A - 2020 Billing Cycle, include Pages 50(a) and 50(b) of 59 (see attached).

QUESTION:

1. Form of Contract - this is just an idea of what it will look like? | don't have to include this to our
proposal?

ANSWER:

The Form of Confract is a draft contract which will be executed upon award. Therefore, it
is nat required upon submission of the Technical Proposal.

QUESTION: .
2. Required forms - it states that exhibit A is required in our proposal but when looking at exhibit
A in the bid packet its only a list of your billing cycles and dates. Note sure what to do here?

ANSWER;
Kindly refer to INCLUSIONS above.

All other Terms and Conditions in the RFP package shall remain unchanged and in full force.

|

for JOHN M. BENAVENTE, P.E.
-2-General Manager



AMENDMENT NO.: |
Page 50(a) of 59

| Partial Explanation/Comments

A. Communication

How ¢o you r.

iz the bill extiact or letler file from us?

What file fremats can yau accepr?

8. Securivy

Does your system have data trans:

type?

ecurity? It so_what

Does you

tem Bava pracess secunty? If so, what type?

C. Bill Farmat Sofware

c1 [_L’E you supgort flexible bill farn
n !

Landiord Bl {Exhinit 51

5 43 follows -

n

[Do2s veur system provid

print appesrance?

Conn e prosshiee: exiblie, dynasmic bills?
U prestuce suininary bills

hills with dynarme markating messages?

Can you produce bills with dynsmic log

Can you produce Dills with o
{Fuiture opion)

charty

Can yau: produce bills with bar rofes?

oduc

bills in my

Can you

tiple languages? (Future option,

oL produg
holtom

bills with the remitisnce ceapon on the wp,
pithin #

Can you format tlexible markenng letrer, notices, an:d

Can yin: print the SCAM LINE on e bid using Yhe tont OCR-B?

tbar of calors able 1o usa?

]

Can yau

systes print 2 sided thack-ra-bagk) 11 bills?

Can your systes supports ' Ljix 14) formats

Can you syst suppors 8y 11 fermal

The systeas: provides an out i of
printer and mailer

lling data for outseurces

The systes supparts graphic im2ges, shading, bolding and

The syste will sliow conining chi

fis by type or the bill,

AL min) the Lill gae preseat the lolloy

discrete dity

1l Fate

Bill

Provious and
Rate Schedule
Hate Descriphian

Consumption heiy, b

0. Electranic Archive

1D you have ele:

ive capabi

57 1f 50, what iyae?

What methed s used a2 retrieval of 1he aich

G you inteprate bifl vieve with the Gilling system? i so,

how?

Can you repsdst 2n exact capy of the bill from archi
including scar: line, bar cade, ton:s, graphs? Ity
printer enguages ¢u you supiport lor the reprint?

(=]

What types of viewears da

vihd Suppon?

What ace yaur stoage capabidines o prirted

What T8 yaur prnge process of ¢

stored daza?

digw their al bifls on our wensite? i

50, inwhat a2

Cannyou inlegrsbe Ditl with Uoe CCED systems o w0, how?

. Internet Email Delivery or Notification of Bill

bl natificztions 1o cusiomers? If 30, what is
of customers 1o view thai Bill irom within the
ehectronic aotil:cation?

3¢t bk representation, al the bitls

lectrunic autficotion?

accessee from tl

F. Duphcate Bill

Exhinn A

exolain your imetsod,

18 perservdie

Mezer numberis) par service

Arrount Mame

Acc

1 Address

QUCTATION GPA -RFP-21 €02



AMENDMENT NO.: |
Page 50(b) of 59

Requirement Yes No Partial Explanation/Comments
®  Surcharges, feos, senalies and taces with deseriptions
®  Pasi Due Baisnce
Nrevious Balance
= Current Amount Dun
= Hill Cue Dal
¢ Hest meler ceiding date
= Consumption Histary Graph by sennice
@ Subtlalil by wevice
v
. an Line (Moc 0]
. 2. Openirg ik, closing biil,
L dulinoed dity
o1 Can you pult a b during sraducton 2 1f needed, coold the bid
bie printed then retumed 1o GUC?
2 2aplabin your method tor the follaviang pull
N X . G. sulliag bill with a returned oented statersent, polt
G. Special Handling/Pull ill a bill vty arcitive only, and g 1o il 19 not process
|6-2 . couldd you pil o bi | electonicalky?
ot <pecial hantng of cerain arenunic? Such
G. 3 anly without a not’t rehive ang natify;
archive, print and notily archive znd print
He 1|00 you support duglex printi
Wz |!lowsmany cifterent paper stocks can vou co-mingle biko ar
H. Printer chwalope?
H.3 What are the ciFferant et glocks your prislars are canable
B 2f using?
Can you ot chock MITRE v, e yoocnaart The
H. 4 .
refung
1.1 |00 you have inteligent inserticn stations? I so, how mary?
» . 12 How many pdpes can you send v a 118 enveloae, tri
I, Finishers/Insertior Equipment ) folddid
L3 [Mewmany pages canyou serd v it enveloy
Inld? fulure aptor)
14 Can yau sead hillz in a flat envelope? (Futurs option)
11 [ Mhat steps do you take @ issre lovest cost of pusts
1.2 D you de addsess varificatian and pestal sarzing 2 1 sn, what T
1o Mall software?
1.3 | Do vou suppert indicia malling.?
id it type al mailing claseas doyou use? ledicate wiich

caniers yin usz for the classes,

rod paper?
opesl?

K. Paper/Envelope i Fusure optina)

contol?

I there an additional cos, ior iwenlery control?
I¢ there an additional cost for delivery?

Do you oifer same -day praces of the billing slatements?
L11 {whit i the cutoff for sane-doy jrucessing?

La you have enough tapacit hanide
increases during a daily cycle

L. Pracessing Window

rge valume

M.1 Do yau bave 3 disaster Recovery Plan esizblished?

M. Disaster Recovery Plan

M1 1 Details should inhinde tesling waue and freguenty a5 well ag

M. 1.2|notifid of an unpiznned incident relevant to completion of a

N. 1 [Describe control handling ta-

hal Conrals
| Curctbaa e aracedurss
Howy eo you valieats that teancomtials sent by € Power
M. Reporting N.2 |sutharity are complete and ericr Iree. How s 2he recelps of
such file s ackaaw ladged? )

View you cerunuaicale o mailing s6s been completes

Can you provide u celaile

i ine heydaficn
N, A | starbing ar receipt of the Gle to romplste pracsssing ard

miaiing,

0. Other Int < Services
oLl R 5 0.1 | Describie any oflier fervices o may ofier. i

sar syslem provide Lhe ability te arint otker
P. Other Miscellaneous Accaunts zustomized bills e.g Landlord (LL) 2ills? (Pleasa see Fxhidi
int 2 sided {tack-to-back) LL bills?

P.2  |Canyour system

P.3  |Canyousend Li

P4 |what are the mailing aptions fer LL alls?

i 2 —_—_
Exhint A 2of2 £-SOLIC

HOK GPA -RI
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GRAPHIC CENTER

August 30, 2021

John Benavente

Guam Power Autharity

Gloria B. Nelson Public Service Building
688 Route 15

Mangilaa, Guam 96913

Re: GPA-RFP-21-002 Printing, Mailing, Archival and Retrieval processing for GPA Statements

Dear Mr. Benavente,

Graphic Center, Inc. is formally protesting the selection of InfoSend, Inc as the best qualified offeror for
the Professional Printing, Mailing and Processing Services Relating to Utility Custamer Billing.

Seztion 2.3, subsection A of the RFQ (Standards For Determination of Most Qualified Offer) states that
the most qualified offeror has the ability, capacity and skill to perform the work specified. Section 2.3,
suasection B whether the offeror can perform promptly or within the specified time. Based on
InfoSend’s proposal, it will not be possible for the company to provide the proper level of service since
all of the developmenrt work and fulfillment will be performed in California.

We dispute the evaluation scores given to both offerars, Graphic Center and Infasend, Inc.

Section J of the Scope of Work indicates asks if on island printing and mailing will be available. InfoSend
wi | not be able to produce the statements on Guam and yet 2 evaluators rated Infosend 10/10 in all
categories.

Infosend states that the delivery time from their DMU (Detached Mail Unit) is 5 days, however due to
the ongoing pancemic and processing bottlenecks, the average time to receive first class mail on Guam
is 7 days. This also does not account for worsening pandemic conditions or peak mail velume which
could delay inbound mail from the Mainland US to up to 10 days or more.

Graphic Center was rated a 7 by 1 evaluator for references even though we are currently generating all
the public utility statements on Guam. We also service all of the largest corporations in our region.

Graphic Center was rated lower than InfoSend in the categories of quality of appreach and

understanding of the requirements and in quality of extent relevance of proponent’s staff / experience
in conducting service(s) and utility scale. Graphic center built the bill print system from the ground up

472-3072 167 Serenu Avenue, Tamuning, Guam 96913 www.gciguam.com



and has been successfully servicing GPA for over 5 years under Guam’s unicue business and logistical
environment.

System development was not a consideration in this RFP when it is a major issue. The current system
Graphic Center is using no longer requires any major development efforts and there is no additional cost
to GPA. InfoSend’s stated that their system would bhe ready in 12 weeks but given the time zone
differences and GPA’s general lack of documentation for the billing statement, it will take significantly

lorger than 12 weeks to implement. Graphic Center has 5 years of changes requested by GPA that is tied
into the logic of our software,

The weight in the evaluation sheet was not consistent across the board for both companies.

Infosend did not submit a sealed pricing proposal by the deadline of August 18, 2021.

We loak forward to working with GPA to resolve this matter in an expedient manner.

V/R
Chris Biolchino

Vice President
Graphic Center, Inc.

472-3072 167 Serenu Avenue, Tamuning, Guam 96513 Www.gciguam.com






GUAM POWER AUTHORITY

ATURIDAT ILEKTRESEDAT GUAHAN
P.OBOX 2977 » AGANA, GUAM U.S A, 96932-2977

Tel (671) 648-3225; Fax: 648-3290

DENIAL OF PROCUREMENT PROTEST

October 7, 2021

Mr. Chris Biolchino
Vice President

Graphic Center, Inc.

167 Serenu Avenuc
Tamuning, Guam 96913

RE:  Guam Power Authority’s Response to Graphic Center, Inc.’s Protest dated August 30,
2021, for GPA-RFP-21-002, Printing, Mailing, Archival and Retrieval Processing for
GPA Statements

Dear Mr. Biolchino:

[ have reviewed your protest letter dated August 30, 2021, protesting the Guam Power
Authority’s (GPA) proposed award to Infosend, Inc. Your Protest is hereby denied for the
following reasons:

1. You indicated in your letter that you believe that Infosend, Inc.’s bid should not be
reted higher than Graphic Center, Inc. as you allege that the Infosend, Inc. cannot provide the
p-oper level of service as the development work and fulfillment will be performed in California,
There is no requirement in the RFP that development work and fulfillment be done in Guam.
Additionally, you dispute the scores given to Graphic Center, Inc. compared to Infosend, Inc.,
specifically, regarding Section J, which you state “asks if island printing and mailing will be
available.” SectionJ, Mail provides that “GPA wants the best value as well as present a host of

dzlivery options to its customers. Please also include if local printing and mailing will be



available.,” GPA was looking at delivery options that are available and local printing and mailing
was not a requirement. GPA also noted that Graphic Center, Inc. did not address Section M,
Disaster Recovery Plan, in its RFP submission to GPA. GPA wanted information regarding the
proponent’s processes and procedures regarding Disaster Recovery and backup processes. The
RFP submissions were reviewed by GPA, and GPA provided a notice of selection of the best
qualified offeror to provide the required services. 2 GAR, Div. 4, §3114()).

2. GPA has determined that Infosend, Inc. is the best qualified offeror for RFP-21-
002, Printing, Mailing, Archival and Retrieval Processing for GPA Statements, as they were
deemed to be the best qualified offeror pursuant to 2 GAR, Div. 4, §3114(j). The Infosend, Inc.
submission was responsive to the RFP and complied with the specifications set forth in the RFP.
Therefore, GPA hereby finds that there is no merit to the Graphic Center, Inc.’s claim that they
should be ranked the best qualified offeror.

Graphic Center, Inc. is hereby ON NOTICE that this is the Guam Power Authority’s final
decision concerning Graphic Center, Inc.’s August 30, 2021, protest for the above described
RFP. You are hereby advised that Graphic Center, Inc. has the right to seek judicial review.

Sincerely,

N OHWY BE NAVEN[E P.E.
Genera¥ Manager
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Independent Service Auditors’ Report

KUBRA Data Transfer, Ltd.
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B $E 0]

We have examined the description of the system of KUBRA Data Transfer, Ltd. (the “Service Organization” or
"KUBRA") related tc iDoxs™ system used for the production and presentation of documents, Document Web
("DocWeb”) system used for the production, printing and mailing of documents, and the related general

computer controls throughout the peried January 1, 2018 to December 31, 2018 (the “Description”) and the
suitability of the design and operating effectiveness of controls included in the Description to achieve the related
control objectives a so included in the Description based on the criteria identified in Section 11 (the “"Assertion”).
The controls and control objectives included in the Description are those that management of

KUBRA believes are likely to be relevant to user entities’ internal control cver financial reporting and the Description

does not include those aspects of the system of KUBRA that are not likely to be relevant to user entities’ internal
contral over financial reporting.

The information in Section V, “Other Information Provided by KUBRA” that describes the Service

Organization’s Management's Responses to Exceptions noted in Section IV is presented by management of the
Servize Organization to provide additional infarmation and is not a part of the Service Organization’s
Description of its system made available to user entities during the period January 1, 2018 to December 31,
2018 Information about the Service Organization’s Management's Responses to Exceptions noted in Section
IV has not been subjected to the procedures applied in the examination of the Description of the system and of
the s.itability of the design and operating effectiveness of controls te achieve the related control objectives
stated in the Descristion of the system and, accordingly, we express no opinion on it.

The Service Organization uses CenturyLink Technology Solutions to provide infrastructure hosting services in
support of its computer processing (“subservice organization"). The Description in Section 111 includes only the
controls and relatec control objectives of the Service Organization and excludes the control objectives and related
contrals of the subservice organizations. The description also indicates that cartain control objectives specified by
KUBFRA can be achieved only if complementary subservice organization controls assumed in the design of the
Service Organizatio’s controls are suitably designed and operating effectively, along with the related controls at
KUBRA. Our examination did not extend to controls of the subservice organizations or their functions, and we

have not evaluated the suitability of the design or operating effectiveness of such complementary subservice
organization controls.

The Description indicates that certain control objectives specified in the Description can be achieved only if
comglementary user entity controls conternplated in the design of the Service Organization’s controls are
suitably designed and operating effectivaly, along with related controls at the Sepvice Organization. Our
examination did not extand to such complementary user entity controls and we have not evaluated the suitability
of the design or operating effectiveness of such complementary user entity controls.

sy ve Organivation’s responsiilitias

In Section I, the Service Organization has provided an assertion about the fairness of the presentation of the
description and the suitability of the design and operating effectiveness of the controls to achieve the related
contral objectives stated in the Description, The Service Organization is responsible for preparing the
Description and its assertion, including the completeness, accuracy, and method of presentation of the
Description and the assertion, providing the services covered by the Description, specifying the control
objectives and stating them in the Description, identifying the risks that threaten the achievement of the
control objectives, selecting the criteria stated in the assertion, and designing, implementing, and documenting



controls that are suitably designed and operating effectively to achieve the related control objectives stated in
the Dzscription.

reine Alditor:

OLJE IESDDHSIinIty is to FXDICSS an opmwn on the fairness of the presentation of the Description and on the
suitability of the design and operating effectiveness of the controls to achieve the related control cbjectives
stated in the Description, based on our examination. Qur examination was conducted in accordance with
attestation standards established by the American Institute of Certified Public Accountants (AICPA) and
International Standard on Assurance Engagements 3402, Assurance Reports on Controls at a Service
Organization, issued by the International Auditing and Assurance Standards Board. Those standards require that
we plan and perform the examination to obtain reasonable assurance about whether, in all material respects,
basec on the criteria in management’s assertion, the Description is fairly presented and the controls were
suitably designed and operating effectively to achieve the related control objectives stated in the Description
throughout the period January 1, 2018 to December 31, 2018. We believe that the evidence we obtained is
sufficient and appropriate to provide a reasonable basic for our opinion.

An examination of a description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves:

Performing procedures to obtain evidence about the fairness of the presentation of the Description and the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the deccription, based on the criteria in management’s assertion.

Assessing the risks that the description is not fairly presented and that the controls were not suitably
designed or operating effectively to achieve the related control objectives stated in the Description.

Testing the operating effectiveness of those controls that management considers necessary to provide
reasonable assurance that the related control objectives stated in the Description were achieved.

Evaluating the overall presentation of the Description, suitability of the control objectives stated therein,
and suitability of the criteria specified by the seyvice organization in its assertion.

suditors’ ingap

nee and Quality Doplro
We have complsed with the mdependenc«. and other ethncal requirements of the Code of Professional Conduct

astablished by the AICPA. We applied the statements on quality control standards established by the AICPA and
accordingly maintain a comprehensive system of quality control.

inharent Hmitations

The Cescription is preparad to meet the common needs of a broad range of user entities and their auditors,
who audit and report on user entities’ financial staterments and may not, therefore, include every aspect of the
system that each individual user entity may consider important in its own particular environmeant, Because of
their nature, controls at a service organization may not prevent, or detect and correct, all errors or omissions
in precessing or reporting transactions. Also, the projection to the future of any evaluation of the fairnass of
the presentation of the Description, or conclusions about the suitability of the design or operating effectiveness
of the controls to achieve the related control objectives is subject to the risk that controls at a service
orgarization may beconie ineffective.

The s:)ecmc COﬂttOlS te%ted and the nature, timing, and results of those tests are listed in Section 1V of the report.

In our opinion, in all material respects, based on the criteria described in the Service Organization’s assertion in
Section 11 of the report:

a. The description fairly presents the iDoxs™ system used for the production and presentation of documents,
the DocWeb system used for the production, printing and mailing of documents, and the related general

computer controls that was designed and implemented throughout the period January 1, 2018 to
December 31, 2018,



b. The contrals related to the control objectives stated in the Description were suitably designed to provide
reasonable assurance that the contral abjectives would be achieved if the controls operated effectively
throughout the period January 1, 2018 to December 31, 2018, and subservice organizations and user
antities applied the complementary user entity controls assumed in the design of the Service

Organization’s controls throughout the period January 1, 2018 to December 31, 2018,

The controls operated effectively to provide reasonable assurance that the control objectives stated in the
Description were achieved, throughout the period January 1, 2018 to December 21, 2018 if
complementary subservice organization controls and complementary user entity controls assumed in the

design of Service Organization’s controls operated effactively throughout the period January 1, 2018 to
December 31, 2018,

ren usa

This report, including the description of tests of controls and resuits thereof in Section 1V is intended solely for the
information and use of management of the Service Organization, user entities of the Service

Organization’s iDoxs™ systermn used for the production and presentation of documents, DocWeb system used

for tre production, arinting and mailing of docurnients, and the related general computer contrels during some

or all of the period January 1, 2018 to December 31, 2018, and their auditors who audit and report on such

user 2ntities’ financial statements or internal control over financial reporting and have a sufficient

unde-standing to consider it, along with other information including information abeout contrels implemented by
user 2ntities themselves, when assessing the risks of material misstatements of user entities’ financial

statements, This report is not intended to be and should not be used by anyone other than these specified
parties.
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Management's Assertion

February 11, 2019

We have prepared the description of the system of KUBRA Data Transfer, Lid, ("KUBRA"} related
to iDoxs™ systermn used for the production and presentation of documents, Document Web
("DocWeb") system used for the production, printing and mailing of documents, and the related
general computer controls (description) for user entities during some or all of the period January
1, 2018 to December 31, 2018, and their user auditors who have a sufficient understanding to
consider it, along with other information, including information about controls implemented by
user entities of the system themselves, when assessing the risks of material misstatements of
user entities’ financial statements.

KUBRA uses CenturyLink Technology Solutions to provide infrastructure hosting services in
support of its computer processing. The description includes anly the control objectives and
related controls of KUBRA and excludes the control objectives and related controls of the
subservice organization. The description also indicates that certain control objectives specified by
KUBRA can be achieved only if complementary subservice organization controls assumed in the
design of KUBRA's controls are suitably designed and operating effectively, along with the related
controls at KUBRA. The description does not extend to controls of the subservice arganization.

The description indicates that certain control objectives specified in the description can be
achieved only if complementary user entity controls assumed in the design of KUBRA’s controls
are suitably designed and operating effectively, along with related controls at the service
organization. The description does not extend to controls of the user entities.

Description Criteria

We confirm, to the best of our knowledge and belief, that;

1. The description fairly presents the iDoxs™ system used for the production and presentation of
documents, DocWeb system used for the production, printing and mailing of documents, and
the related general computer controls made available to user entities of the system during
some or all of the period January 1, 2018 to December 31, 2018. The criteria we used in
making this assertion were that the description:

a. Presents how the system made available to user entities was designed and implemented
to process relevant transactions, including, if applicable:

i.  The types of services provided including, as appropriate, the classes of transactions
processed.

ii. The procedures, within both automated and manual systems, by which those services
are provided, including, as appropriate, procedures by which transactions are

initiated, authorized, recorded, processed, corrected as necessary, and transferred to
the



reports and other information prepared for user entities of the system.

iii. The information used in the performance of procedures, including, if applicable,
related accounting records, whether electronic or manual, and supporting information
involved in initiating, authorizing, recording, processing, and reporting transactions;
this includes the correction of incorrect information and how information is transferred
to the reports and other information prepared for user entities,

iv. How the system captures and addresses significant events and conditions.

v. The process used to prepare reports or other information provided to user entities of
the system,.

vi. Services performed by a subservice organization, if any, including whether the
carveout method ar the inclusive method has been used in relation to them.

vii. The specified control abjectives and contrals designed to achieve those abjectives,

including, as applicable, complementary user entity controls assumed in the design of
the service organization’s controls.

vii

. Other aspects of our control environment, risk assessment process, information and
communications (including the related business processes), control activities, and
monitoring activities that are relevant to the services provided.

b. The description includes relevant details of changes to KUBRA's system during the period
covered by the description when the description covers a period of time.

c. The description does not omit or distort information relevant to the service organization’s
system, while acknowledging that the description is prepared to meet the common needs
of a broad range of user entities of the system and their user auditors and may not,
therefore, include every aspect of the system that each individual user entity of the
system and its auditor may consider important in its own particular environment.

2. The controls related to the control objectives stated in the description were suitably designed
and operated effectively throughout the period January 1, 2018 to December 31, 2018 to
achieve those control objectives provided that subservice organizations and user entities
applied the controls contemplated in the design of the service organization’s controls. The
criteria we used in making this assertion were that:

a. The risks that threaten the achievement of the control objectives stated in the description
have been identified by KUBRA,

b. Controls identified in our description would, If operating as described, provide reasonable
assurance that those risks would not prevent the control objectives stated in our
description from being achieved.

c. The controls were consistently applied as designed, including whether manual controls
were applied by individuals wha have the appropriate competence and authority,









Description of the System

eserintion Criterisg

KUBEA Data Transfer, Ltd. (KUBRA) is a Canadian corparation that maintains multiple business units across

North America, with facilities in Dallas, Texas; Gardena, California; Piscataway, New Jersay and Mississauga,
Onta-io.

KUBRA develops and markets Client Communication Management solutions via a portfolio of business process
outsourcing, information software, and professional services.

KUBFRA's integrated solutions enable companies to compose, deliver, manage, and process complex,
highvolume, personalized information assets for maximizing the client relationship management potential of
each and every client contact. KUBRA has over 600 user entities including some of the largest Communication,
Utilitv, Insurance, Financial Services, Media, and Manufacturing/Distribution organizations.

KUBFA's outsourced decument production, print and mail solution is referred to as KUBRA iMail™. The KUBRA
iMail™ solution portfolic includes an integrated suite of advancad services for capturing, composing,
personalizing, producing, and distributing bills, statements and invoices via the mail stream. The iDoxs™ suite
provides an e-billing platform for distributing bills, electronic statements and invoices electronically via the

Internet. The Document Web (DocWeb) application is required to support the use of iDexs™ in the capture,
comiosition, personalization and production of documents,

srview of Baciiah

KUBFEA's Document Web (DocWeb) application is a key component of KUBRA iMail™. The DocWeb core system
consists of three main components:

Front end, which contains web application servers
Mid-tier, which provides business logic and rendering
c. Back end, which provides online data storage.

The application provides a web-based client portal for user entities and access to interactive tools used in the
management and consolidated visibility of the entire offline document production, print and mail process. It

also provides a ticketing system used by user entities and employees to create and manage all KUBRA iMail™
suppart cases.

vigw of i

KUBFRA's iDoxs™ suite facilitates the capturing, personalizing, composing, and distributing of electronic bills,
electronic statements, electronic invoices, and correspondence via KUBRA's iDoxs™ Direct Product,
Additionally, KUBRA has a process monitoring preduct, Customer Online Portal!, which provides user entities
with zomplete monitoring, control and access to their critical data.

The iDoxs™ suite is an e-hilling and self-service platform that is delivered as an active server page-based
solut on. The iDoxs™ suite provides the following services:

a, Electronic billing

! petails related Lo Lhe systemn is included for informational purposes. The system is not in the scope of this report.



D. Non-Enrolled one-time payments

c. Inbound Electronic payment consolidation
d. Electronic Document (bill) archival and retrieval

KUBRA'S iDoxs™ suite is composed of the following modules:

a

Call Center Consale - represents the core and foundation of the {Doxs™ suite which facilitates the
transformation of Kubra client’s legacy transactional data into interactive and intuitive online bills,
invoices and statements.

b iDoxs™ Virtual Biller Site (VBS) - provides KUBRA client’s subscribers with online account
management capabilities, invoice/bills presentment and settlement.

c. Portal - foundation to iDoxs™' online account management and electronic presentment by providing
subscribers with dynamic access to their bills, invoices, statements and supporting decuments online.

d. Payment Module - provides complete payment enroliment with real-time and batch connections to
Automated Clearing House (ACH) oviginators, credit card processors and ATM networks,

e, Marketing - supports KUBRA client’s personalization, campaign and content management applications,
which promotes personalized marketing and customer service messages throughout the entire online
account management experience,

f.  Consolidator - supports the enroliment, document compaosition, delivery, processing and tracking of all
client data.

a. Mobile - This holds pre-configured Mabile apps that provide links to the client’s online billing systems
and

h.

Alerts - This is used as a mobile messaging system to notify users of account billing information, and
market advertisements.

prian of the Cus

Conurn

Risk Assosement, Monitoring Ackivities, Information &

KUBRA's internal control framewaork was patterned after the Internal Control Framework (COSO 2013) issued

by the Committee of Sponsoring Organizations of the Treadway Commission (COS0O). The framework consists
of five interrelated components:

a. Control environment

b, Risk assessment

c.  Monitoring Activities
Information and communication
e, Control activities

o

This sub-section provides a more detailed description of the five components of KUBRA control framework.

KUBRA's control environment reflects the mindset by management and the overall attitude, awareness and
actions of the Executive team and other stakehoelders concerning the importance of internal control. Key

elements of the control environment include the company’s organizational structure and human resource
polices and procedures.

Organizational structure

KUBRA's CEO and President provide oversight to management regarding strategic and operational issues,
organizational objectives and reviews and maonitors management's performance. KUBRA's organization
objectives and strategic planning are presented to KUBRA's Board of Directors.

10



Management is centralized in the Mississauga location providing oversight and tone at the top. However, the

operational organizational hierarchy is distributed across the multiple locations providing adequate day-to-day
decision-making ability for each location.

Human Resource policies and procedures

KUBRA documents & code of conduct in its security policy document. The policy is readily available to
employees on the Intranet repository, and is communicated te employees.

KUBRA has standards and procedures for hiring, training, motivating, evaluating, promoting, compensating,
transferring, or terminating personnel.

1T personnel have the competence and training needed to deal with the nature and complexity of the KUBRA

businzss. Regular training is coordinated by a training consultant, who works closely with department heads to
identify training needs and schedule training.

KUBRA also has a whistleblower protection policy documented in its policies and procedures document. The
Privacy Manager and Chief Privacy Officer respond to all complaints in order to remediate any issues raised,

BSSInens

KUBRA management and supervisory personnel monitor key business objectives on a routine basis, To assist
in this meonitoring, Mmanagement and team members conduct regular meetings to discuss financial and

operztion performance measures. In addition, a formal budgeting process is in place to monitor organizational
perfo-mance.

A Security and Privecy Risk Advisory committee consisting of IT management meets on a monthly basis to

discuss status of ongoing and upcoming projects. The committee also discusses the current and emerging risk
trends, and formulate KUBRA's risk management approach.

HOTHEG

ring Activi

The CEO takes ownership of KUBRA's hudgeting process, and periodic actual-to-budget variances are
inveszigated in order to monitor the achievement of KUBRA's arganizational goals.

Quality controls are also in place as part of KUBRA's daily activity. This covers various aspects of operation,
inciuding the review of quality and timely completion of production and presentation jobs.

KUBRA uses CenturylLink Technology Solutions (Centurylink) to provide infrastructure hosting services in
support of its computer processing. As such, CenturylLink is only responsible for physical security as it pertains
to the iDoxs™ and DocwWeb services, Physical security controls at Centurylink are regularly monitored by
KUBRA IT personne during regular data center visits to support their hardware infrastructure.

KUBRA also actively monitors compliance with the Payment Card Industry Data Security Standard (PCI DSS)z,
which provides an acticnable framework for developing a payment card data security process including

prevention, detecticn and appropriate reaction to IT security incidents and response to events of
noncompliance.

“ Details related to PCI D5S are included for informational purposes. PCI DSS is not in the stope of this report.
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Monitoring Program: Internal Audit

KIUBFRA is a subsidiery of Hearst Corporation, The Hearst Corporation Board of Directors has established an
Audit Committee that oversees risk assessment and monitoring activities for all Hearst Corporation companies

including KUBRA. Ongoing risk assessments and feedback from management are used to determine specific
internal and external audit activities needed.

Hearst Corporation Internal Audit performs internal audits of KUBRA in accordance with the Hearst
Corporation Internal Audit Plan. Internal audits may include, but are not limited to, gaining an understanading
of and evaluating the effectiveness of risk managament and control activities and may include the following:

< Qrganizationa! structure and responsibilities

«  General information technelogy controls and operations

« Eelevant business processes that affect quality and performance
«  Continuous improvement activities

»  Compliance with laws and regulations

An audit report of findings and management’s corrective action is issued to applicable management at the
completion of each audit. Fallow up is performed by Internal Audit to ensure satisfactory implementation of
managament’s corrective actions. The results of these completed audits are reported to the Hearst
Corporation Audit Committee on a periodic basis. In cases of non-conformance, corrective actions are required
and the Audit or Compliance teams follow up to ensure they have been implemented.

FLION ards

KUBRA maintains job descriptions and reference manuals that describe personnel duties and responsibilities.
Thersa are various means of communication media utilized by KUBRA, in communicating in a timely manner,
significant events to its employees and stakeholders; these include electronic mail messages, new employee
oriertation and KUBRA's Intranet site. KUBRA management updates stakeholders on significant operaticns
objectives and achizvements and is receptive to comments and suggestions from both employees and
stakeholder on ways to enhance productivity and quality.

rebivities

Control activities are the policies and procedures that help define the management directives to be carried out,
They define the necessary actions to be taken ta address risks Lo the achievement of KUBRA's objectives.

Cont-ol activities, whether automated or manual, have various objectives and are applied at various
organizational levels.

KUBRA business units are required to implement control activities that assist with the achievement of business
objectives associated with:

The reliability of financial reporting
The effectiveness and efficiency of operations
Compliance with applicable laws and regulations

Ll P e

Thesa control activities are designed to address the specific risks associated with the operations and are
reviewed annually as part of the risk assessment process. KUBRA has developed policies and procedures
cove-ing various firancial and operational matters to accomplish the performance of these control activities.
Spedfic cantrol activities are provided within Section 111 of this report.

12
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KUBFA utilizes subservice organizations to support complete, accurate and timely processing of client
transactions which are identified in table 1 below. KUBRA management assesses the risks associated with
these subservice organizations and has implemented various management oversight and monitoring processes
to confirm that the subservice organizations continue to provide services in a controlled manner, These
include, but are not limited to, the review of third-party service auditor reports, holding discussions with

subservice organization management, and performing periodic assessments of subservice organizations’
facilities, processes, and controls.

Table 1: Subservice Organizations and CS0OCs

KUBFRA's controls related to the iDoxs™ and DocWeb processes cover only a portion of overall internal control
for each user entity of KUBRA, It is not feasible for the control objectives related to iDoxs™ and DocWeb to be
achieved solely by KUBRA. Therefore, each user entity’s internal control over financial reparting must be
evaluated in conjunction with KUBRA's controls and the related tests and results described in section IV of this
report, taking into account the related complementary subservice organization controls expected to be
implemented at the subservice organization as described below,

Name of Subservice ' pescription of Related Control | CSOCs
Organization Service(s) Objectives
Provided
”(Egcl':“r:tfugg:gnikolutions iﬂlnof;aitgructm & ghﬁy;(ég;cg(lgiﬁ 5 Centyl‘yLink iE.V respon;ibte for maintai]'wing
physical security over its data center in
which the servers used to host the ilDoxs™
and DocWeb applications are housed,

Additionally, KUBRA utilizes certain vendors in performing controls related to its services. Organizations that

provide services to a service organization that are not considered subservice organizaticns are referred to as
vendors. For the scope of this report, no vendors are used.

Description of Controls

KUBRA's control objectives and related controls are included in below in the section - Description of Control
Objectives, Controls, Test and Results of Tests. This is to eliminate the redundancy that would result from
listing them in this section and repeating them below, Although the control objectives and related controls are

presented in aforementioned section, they are, nevertheless, an integral part of KUBRA's description of
controls.



Control Cbhjective 1: Controls provide reasonable assurance that authonzed new clients, and changes to

exist ng clients, are received, recorded and processed completely, accurately, and timely in accordance with
the dient service agreement.

Clien: Integration refers to the process of adding new client, or making changes to the solutions of existing
user entities, into Docweb, This process is performed primarily in the Mississauga location and follows
KUBRA's standard implementation methodology.

Client Integration involves 5 phases:

e, Initiate and Plan
£. Analyze and Design
c. Build d. Test

e. Implementation and Post-implementation

Initiate and Plan

When a new client subscribes, or an existing client changes its subscription, a Client Relationship Manager
(CRM) is assigned to serve as a liaison with the client to enable the coordinated flow of information. Key client
information and business requirements are obtained and documented by the CRM.

A DozWeb client profile is set up for tracking and billing purposes, as well as a File Transfer Protocol (FTP)
directory for the receipt of any test data from the client.

A kic<-off meeting is then held between the user organization, the CRM and the appropriate implementation
and product team leaders. The detailed business requirements are documented, and a user organization
contract is approved. A project lead is assigned to manage the implementation.

Analyze and Design

Once the kick-off imeeting has been conducted and requirements have been gathered, the service delivery
tea proceeds to create a project plan outlining the project work steps. A solutions development meeting is
held by the project team, and a sclution is designed and documented in the Application Starter Kit (ASK)/
Internal test booklets. A finalized agreement is presented to the client for review, and a change request is

created to initiate the build process. The agreement presented could be one of the following three forms -
Statement of Work (SoW), contract and / or contract amendment,

Build

Programmers leverage the ASK to develop the solution in the development environment. Programmers and

the Froject Lead will then review and test the solutions before submitting the solution for system integration
and user acceptance testing review,

Test

Programmers then proceed to perform system integration testing in the test environment and Quality
Assurance (QA) reviews the testing to ensure it meets KUBRA's testing standards. Once QA has completed its
procedures, the solution will be promoted to the pre-production environment for client to review the solution

and test its functionality. Once satisfied, a client will sign off a client acceptance form and the solution will be
promoted to the production environment.



Impiementation and Post-implementation

After the solution has been promoted to the production environment, the first day of production is reviewed
for accuracy and completeness, Any issues identified are addressed using KUBRA's incident and problem
management process. The case is then closed in the DocWeb tracking systam.

LAERE TRCSIRT

Cont-ol Objective 2: Controls provide reasonable assurance that data authorized and initiated by the client is
received and recorded completely, accurately, and timely in accordance with the client service agreement.

User entities send data via a secured connection to an FTP directory set up by the Network Support Group
(NSG). Each client 1as its own directory, and access is restricted to the dient. The data is decrypted using

FileSync or DocWeb Sync as pre-specified by the client. Once decryption is complete, the client data is stored
in thz Docweb Inbox to be picked up by the Transmission Manager.

The Transmission Manager, which is scheduled to run every 5 minutes, analyzes the contents of the files and

validates the data file is unique, file naming is appropriate, and the file was received in the expected time
window as defined in the Service Leval Agreement (SLA) between KUBRA and the client.

System alerts such as Arrived, Unexpected, Late and Transmission Error are sent to the KUBRA client via
Docweb's client po-tal which provides network visibility of the entire document production process. The client
is responsible for reviewing system alerts for errors, and responding to KUBRA within 4 hours in order for files
with errors to be corrected. Depending on the alert, the client could either cancel a job or request for
processing to continue. Also, if errors are noted, cases are created within Docweb's ticketing system for

Incicent Resolution. Once data receipt is complete, a job is created in the DocWeb SQL Database for further
processing and composition.

composttion

Control Objective 3: Controls provide reasonable assurance that data authorized and initiated by the client is
procassed completely, accurately, and timely in accordance with the client service agreement.

Once pre-processed files have been placed into the Docweb SQLU database and a job is created, Task Dispatch
within DocWeb schadules and distributes the execution of jobs to the processing nodes. During the processing
of jobs, the nodes caollect related data (i.e., data configuration files, filters) from the SQL database. DocwWeb
procassing nodes sutomatically map biliing data to the pre-specified billing template. The Report Filter within
DocWeb analyzes the job to validate the business logic to be executed. Business logic executed includes: a.
Document decomposition

b. Preparation of various output files (email, fax, print and return)

The filtering process performs a validation check to determine whether the file received is in the

predatermined format specified by the client and adheres to the expected business rules for the client. If the
validation process fails a system alert is sent to the DocWweb client portal to notify the client.

The 2eport Filter segments all files into various output file formats and creates destination files for print,
iDoxs™, email, fax, billing and e-Reports. Print jobs are automatically scheduled according to their required
completion time and the most appropriate printing location based on job priority as outlined in the client SLA,

When segmentation is completed, DocWeb automatically transfers data into iDoxs™ for loading into customer
specific databases,

The ob status is updated and a job log containing information such as name of the file received, number of
records in the file, number of jobs processed by type (e.g. emailed, returned, sent to print), and any
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additional client-requested tracking measures is created and made available to clients to review on the
DocWeb and iDoxs™ client portal at the completion of data composition.

For Lser entities utilizing the preview and release attribute in DocWeb or release manager functionality in
iDoxs™, the systems provide clients with the functionality to review sample processed files online and release
the files for printing and online distribution. User entities can release the job for printing and online

distr bution once they are satisfied or can cancel the job and follow up any issues with KUBRA. A job is not
processed unless gven the approval by the client online.

Cont-ol Qbjective 4: Controls provide reascnable assurance that jobs authorized and initiated by the client, are
presented completely, accurately, and timely in accordance with the client service agreament.

Once DocWeb has formatted and transfarred the data into iDoxs™, data is autormatically presented on client
specfic e-billing websites, unless the release manager functionality is being utilized as previously discussed

whicn provides clients the opportunity for a final review and manual release to the client specific e-billing
websites.

When data is being loaded into client specific databases, data validation checks are performed and the system
automatically creates incident tickets in the KUBRA's Tracking System if errors are encountered, The tickets

are then resolved & timely manner following the overall Incident Manacement process detailed in Control
Objective 10 below.

A DocWeb setting also allows client to obtain a feedback file that provides detailed information to determine
whether their jobs submitted have been completed, and to validate the number of recoerds processed.

Control Objective 5: Controls provide reasonable assurance that jobs authorized and initiated by the client, are
printed completely, accurately, and timely in accordance with the client service agreement.

Docweb billing jobs that nead to be printed are automatically received in the print queue, and urgent jobs that
require same day completion are highlighted for the print operators. Print operators print jobs according to
priority in the DocWeb production schedule in order to maintain an efficient workflow. Standardized
documentation sucn as the File Control Page (FCP), outlining first and last inveoices, number of pages, number
and -ypes of inserts, number and types of mailings, as well as any special handling requirements, and a
Quality of Service (QoS) check sheet are attached to each print job in order to enable operators to process the
jobs accurately and peiform quality checks.

Print operators set up the printers with consumables listed in the FCP and print the jobs by sending the job
files to a designated printer. Large jobs can be split and sent to multiple printers, and a split report is printed
for each split allowing the recompilation of the print job.

Throuaghout the printing precess, quality checks are performed, including a review of random invoices printed.
Quality check results are recorded on the FCP. In the event a print job is over 1000 pages, a QoS check sheet
is also used for additional review. On average, one per 1000 pages printed is reviewed. At the completion of a
print job, the printed billing documents are checked for completeness by viewing the first and last invoice
(account numbers) listed on the FCP, as well as the first and last page number, to validate the correct
numoers of pages were printed, In addition, on the FCP, the consumable item numbers are indicated as

verif ed by checking off the check box next to the letterhead item. Each section of the print job is separated

with accompanying standard documentation for further processing by the insertion and manual insertion
depertments.
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Upon completion of the print job, print operators sign off on the FCP and scan the job in KUBRA's Tracking
System (KTS), module within Docweb, to change the printing status to complete,

Control Objective 6: Controls provide reasonable assurance that jobs authorized and initiated by the client, are

finished and sent for mailing completely, accurately, and timely in accordance with the client service
agreement.

Once jobs have been printed, each of the finishing departments (Insertion, Manual Insertion) collect their
respective portions of the print job from their designated area for further finishing. DocWeb billing jobs are
automatically received in the insertion queue, and urgent jobs that require same day completion are
highlighted for the insert operators. Insert operators finish and mail jobs according to priority in the DocWeb

production schedule, DocWeb status tracker tracks the progress of each bill in a billing job to ensure
completion of the entire job.

Insertion

Insertsion mailings are automatically inserted using KUBRA's insertars. Jobs are scanned in order to load their
respective DocWeb profiles, and Inserter Operators load the various inserts noted in the FCP to each insertion
staticn. Inserter operators set up the type of fold and set up the Inserter vision cameras to detect the
appropriate address identifier (Customer Address, USPS barcode, or Package Sequence).

Operators continuously perform quality and spot-checks, and perform a quality inspecticn of randam
envelopes. Quality inspections are noted in the FCP, and a quick reconciliation of inserts used is performed by
comparing insert counters to the FCP as well. Similar to the printing process, in the event of a print job over
1000 pages, a QoS check sheet is used for additional review, on average one per 1000 pages, At the
completion of the job, a completeness check is performed by comparing total inserts used and pieces

processed to totals on the File Contral Page. Once the insertion process is complete the job is scanned out of
the CocWeb job tracker.

The inserted envelopes are then placed in mailing trays depending upon the mailing specifications and
incentives, Operators sign-off on the FCP once jobs have been finished, transferred to the mailing area, and
mailing documentation is complete. The completed jobs are then scanned into DocWeb to indicate completion.
All US mail is processed through the USPS incentive mailing software and statements of mailing are

automatically prepared. Canadian mail is processed for incentive rates via pre-sort software, and statements
of mailing are prepared manually at the end of each shift.

For ir:centive pieces, mail is usually pre-sorted and unloaded in a specific order using ink marks made by the
Inserter denoting the first and last envelopes to be placed in a single tray. Separate tray tags and statements
of mailings are attached. For non-incentive pieces, envelopes are commingled and placed in one skid and a
statement of mailing is attached. Incentive pieces are kept in presort order and are trayed in this order,

Manuai insertion

Oversized jobs and group mailings are processed by the Manual Insertion department by hand, Manual
inserzion operators review the FCP for the necessary consumables and insert the bills and related inserts into

enveiopes and the envelopes are mailed. Standard quality checks are performed and documented in the File
Control Page, and the jab is closed out of the KTS once complete.

Returns

Files -hat require printing only and do not have machining specifications are shipped by courier or mailed to
the cient. No further processing is done, and the job is closed out in KTS.
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avment processing

Cont-ol Objective 7: Controls provide reasonable assurance that payments are processed completely,
accu-ately, and timely in accordance with the client service agreament.

Scheduled, pre-authorized, and ad-hoc payments are authorized in real time and consolidated daily into EFT
batch files. EFT batch files are created and processed daily with each of KUBRA's various payment processors.

Response files from banks of payments processed are logged for confirmation and uploaded into iDoxs™.

Individual payment status reports are available for review within the iDoxs™ client portal by clients. On a
customer by customer basis, clients can review whether payments are scheduled, processed, or declined by
reviewing the comment fields for each customer account.

Every morning, a remittance file is generated automatically and sent to the client for reconciliation of bank
depacsits,
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Description of KUBRA Information Technology Environment

KUBRA's Technology Department is composed of 6 groups, located in Canada (Mississauga) and the United
States (Dailas). The organization skructure is as follows:

i coribrol

Cant-al Objective 8: Controls provide reasonable assurance that changes to iDoxs™, DocWeb and supporting
infrastructure components are authorized, tested and approved in accordance with KUBRA's policies.

KUBRA’'s change management process controls changes over iDoxs™, DocWeb and supporting infrastructure
components that are managed by the Technology Department, such as databases, servers, network
components and their associated documentation and manuals. The process also allows for handling changes
that need to be expedited due to their impact level, such as emergency changes.

The change management process validates that all changes are authorized, tested and approved by the
Technology Department prior to implementation to the production environment.

Charges are initiated as cases and then logged and tracked in KUBRA's tracking system. These include:

a. iDoxs™ and DocWeb infrastructure upgrade/modification requests (server upgrades, firewall changes,

network drive installations, etc.)
b, iDoxs™ and DocWeb application upgrade/modification requests

Charge requests are then escalated within KUBRA's tracking system to appropriate teams based on their
natu-e and type

a. iDoxs™ and DocWeb infrastructure upgrade/modification requests are escalated to the Network

Support Group (NSG) for change authorization, development and testing

iDoxs™ and DocWeb application upgrade/modification requests are also escalated to respective
application teams for change authorization, development and testing

b,

Charges are developed and tested in the development and test environments which are segregated from the
prodaction environment, to prevent any adverse impacts changes may have to Client's production data.
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Quality Assurance (QA) Team also executes additional testing on changes that directly impact KUBRA's client.
Prior zo implementation, changes are reviewed and approved by Technology Departiment management.
Implementation of changes to the production environment is cantralized within the Technology Department
with awnership accorded to the NSG team. Individuals performing change management controls do not have
conflicting duties. Different individuals within the organization perform the following duties: request/approve
the davelopment of a change, program the change, and move the change into production,

Additionally, periodic monitoring is performed over updates made within the iDoxs™ and DocWeb production
environments te ascertain that updates are accounted for and authorized. A monitoring utility is in place to
monitor key production servers and flag updates in a report. On a daily basis IT personnel review the report
and validate that flagged updates were autharized and appropriate.

Control Objective 9: Controls provide reasonable assurance that logical access to iDoxs™, DocWeb and

supporting infrastructure and physical access to computer equipment are restricted to properly authorized
individuals in accordance with KUBRA's policies.

KUBRA manages a framework of information security policies, which detail standards and guidelines to be
executed for the use and maintenance of KUBRA's iDoxs™ Suite, DocWeb application and supporting
infrastructure components, The Chief Security Officer has responsibility over the management and
administration of compliance with security policies.

The Technology Departrent and its associated groups have ownership over the design, implementation and
daily management of technologies and processes that ascertain that security over iDoxs™, DocWeb and

supporting infrastructure environment (Operating System, Network and Database Environment) is delivered
and Mmonitored on a consistent basis.

Access to privilege functions within iDoxs™ Suite, Docweb application system and supporting infrastructure
components is restricted to authorized and appropriate groups within the Technology Department.

Guidelines and procedures govern the granting and removal of accesses to KUBRA facilities and information
processing assets which includes iDoxs™and DocWeb, KUBRA’s new and current employees’ access and
removal requests are reviewed by the Human Resource (HR) Department and then approved by KUBRA's
departmental management. The Technology Dapartment is responsible for granting and removing accesses to
processing facilities and iDoxs™ suite, DocWeb and supporting infrastructure components.

iDoxs™ and DocWeb access and removal requests by user entities are communicated to KUBRA's Client

Servizes team (CST) and escalated to the respective application teams to accordingly execute the granting
and rzmoving of accesses,

User 2ntities access to DocWeb is restricted Lo:

The client portal, which provides a consolidated view of the entire offline document production, print
and mail process; and,

Client directories within DocWeb's FTP server which temporarily hold data transferred via FTP from
client proprietary systems and transferred to DocWeb for processing.

User =ntities access to iDoxs™ is restricted to:

a. iDoxs™ Online Administrator and Client Services Representative portals which provides access to

subscriber account managemeant capabilities; and

Client folders within iDoxs™' FTP server which tempararily holds data transferred via FTP from client
proprietary systems and transferred to iDoxs™ for processing.

b.



In addition, KUBRA Persennel, KUBRA Client and their raspective subscriber accounts are controlled though

the use of user accounts and passwords, for which standards have been established governing password
complexities and lifetimes.

Network security is provided by a multi-layered firewall system that enforces secure access to and from
KUBFA's internal network and internet. Firewalls are placed at all entry and exit points within KUBRA's
networlk environment, Administrative rights to firewalls are restricted to authorized KUBRA IT personnel.

Physical Access

Access to KUBRA facilities is restricted to authorized KUBRA employees pending a successful criminal and
background check. The Security Department is responsible for the management of physical access requests to
KUBFRA's processing facilities. KUBRA facilities, which include all processing areas, are securely locked with
access permissible only by an assigned key card with pre- configured access restrictions. As a result, physical
access is confined to areas within the facility that is appropriate and based on employee’s job responsibilities.

Timely removals of access cards are also enforced for terminated KUBRA employees to prevent unauthorized
access to facilities. In addition, surveillance systems are implemented within KUBRA facilities to monitor all
activities within KUBRA's processing locations. Visitors or non-KUBRA employees are required to log entry in a
Visiter log and be escorted by an authorized KUBRA employee prior to being granted access to a facility.

Control Objective 10: Controls provide reasonable assurance that IT operations incidents are analyzed,
reviewed, and resolved in a timely manner in accordance with KUBRA's policies.

Incidzants identified by KUBRA and its client are put through an Incident Management Process. The process
ascertains that all incidents identified are documented within DocWweb'’s ticketing system, prioritized, reviewed,
assigned to the appropriate teams and resolved in a timely manner.

iDoxs™ and DocWeb related incidents identified at KUBRA are assigned to appropriate groups within KUBRA's
Technology Department and assigned mandatory cormpletion times for prompt resolution. Incident Reports
summarizing the details of incidents are also communicated to user entities to inform them of level of impact
incident has on their services and the steps being executed to resclve the incident.

KUBFA's CST is the first point of contact for client incident cases, These reported incidents are initially
analyzed and resolved by the CST and escalated to the appropriate Technology Department group if resolution
is noz possible at their level, Completion timelines defined in the SLA and communicated to KUBRA client are
enforced for all incident resolutions and any deviations are communicated to the impacting client for

appropriate authoerization. Change requests resulting from incident resolutions are put through KUBRA's
chanje management process,

Control Objective 11: Controls provide reasonable assurance that production program, data, and system files
are backed up and restored in accordanca with KUBRA's policies.

Standards and procedures govern the processes involved in backing up KUBRA's processing data unto tapes,
storing of tapes offsite and the restoration of tapes, Litespeed and Symantec application tools® are scheduled
to automate the backup and restore processes. Backups are performed according to an established schedule

? Detdls related to the system is included for informational purposes. The system is not in the scope of this report,
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and frequency, from database to hard disk, and from hard disk to tapes for the iDoxs™ and DocWeb
applications, and supporting infrastructure components.

IT personnel monitor backup logs daily to validate that backups were created successfully. Backup failures are
reviewed and resolved by NSG for timely resolution.

The NSG also performs random restoration tests Lo ascertain the capability to restore production data in the
event of a data loss.



Description of Complementary User Entity Controls

In designing its system, KUBRA has contemplated that certain complementary controls would be implemented
by user organizations ta achieve certain control objectives included in this report. In certain situations, the

applization of specified controls at the user entity is necessary to achieve certain control objectives included in
this report.

This section describes some of the controls that should be in operation at user entities to complement internal
controls at KUBRA. Each user entity must evaluate its own internal controls to determine if the following
controls are in place. This list does not purport to be and is not a complete listing of the controls that provide

a basis for the assertions underlying the financial statements of user entities. The complementary user entity
controls are listed below.

Control Objective 1 - Client integration

User entities are responsible for ensuring the complete, accurate and timely submission of project
requests ard priorities prior to the issuing of the Statement of Work

User entities are responsible for ensuring timely review of and response to DocWeb system alerts, in
order to remediate arrors.

User entities are responsible for authorizing, approving, and monitoring of the DocWeb/ iDoxs™
administrative accounts provided by KUBRA.

User entities are responsible for authorizing, approving, and monitoring of the DocWeb/ iDoxs™ user
accounts created by the user entities’ owned DocWeb/ iDoxs™ administrative account,

Control Objective 2 - Data receipt

User entities are responsible for ensuring the complete, accurate and timely submission of client data
in the format pre-specified in the client agreement.

User entities are respaonsible for ensuring timely review of and response to DocWeb system alerts, in
order to remediate errors,

Control Objective 3 - Data composition

User entities are responsible for ensuring the complete, accurate and timely submission of client data
in the format pre-specified in the client agreement.

User entities are responsible for ensuring timely review of and response to DocWeb/ iDoxs™ system
alerts, in order to remediate errors.

User entities utilizing the release manager functionality are responsible for ensuring timely review of

their processed files online and providing approval for the files to be released for distribution to
custamers.

User entities who specify the preview and release attribute, are responsible for ensuring timely review
of their prozessed files and providing approval for the files to be released for printing.

Control Objective 7 - Payment processing

- User entities are responsible for ensuring timely review of payments processed on their behalf by KUBRA,

Control Objective @ - Access control

User entities are responsible for communicating iDoxs™ and Docweb access and removal requests
timely to KUBRA's Client Service Team (CST).
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Information Provided by Independent
Service Auditor Except for Control

Objectives and Control Activities

Introduction

This report on the description of the system is intended to provide user entities and their auditors with
information for their evaluation of the effect of a service organization on a user entity’s internal
control

rzlating to KUBRA Data Transfer, Ltd.’s ("KUBRA") controls over iDoxs™ system used for the
production and presentation of documents, Document Web (*DocWeb”) system used for the
production, printing and mailing of documents, and the related genaral computer controls throughout
the period January 1, 2018 to December 21, 2018,

This section presents the following information provided by KUBRA:
+  The control objectives specified by the management of KUBRA,
*  The controls established and specified by KUBRA to achieve the specified control objectives,

Also included i this section is the following information provided by Deloitte & Touche LLP:
<« Adescription of the tests performed by Deloitte & Touche LLP to determine whether KUBRA's
controls were operating with sufficient effectiveness to achieve specified control objectives,
Deloitte & Touche LLP determined the nature, timing, and extent of the testing performed.
+  The results of Deloitte & Touche LLP's tests of controls.

Our examination was conducted in accordance with the Statement on Standards for Attestation
Engagements Mo. 18 (SSAE 18), “Attestation Standards: Clarification and Recodification” established
by the American Institute of Certified Public Accountants (AICPA) and International Standard on
Assurance Engagements 3402, Assurance Reports on Controls at a Service

Organization, issued by the International Auditing and Assurance Standards Board. Our testing of
KUBRA's contrels was restricted to the control ebjectives and related control activities listed in this

Section IV and was not extended to controls described in Section I11 but not included in Section 1V, or
to controls that may be in effect at user organizations,

It is each user’s responsibility to evaluate the information included in this report in relation to internal
control in place at individual user entities to obtain an understanding and to assess control risk at the
user entities, T1e controls at user entities and KUBRA's controls should be evaluated togather, If

effective user entity controls are not in place, KUBRA’s controls may not compensate for such
weaknesses.
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The control environment sets the tone of an organization, influencing the control consciousness of its
people. Tt is the foundation for ather components of internal control, providing discipline and
structure, 1In addition to the tests of design, implementation, and operating effectiveness of controls

identified by KUBRA, our procedures included tests of the following relevant elements of KUBRA's
control environment:

a. Control environment
b. Risk assessment



c. Monitoring
d. Information and comimunication
e. Control activities

Such tests included inquiry of the appropriate management, supervisory, and staff persannel;
chservation of KUBRA's activities and operations, inspection of KUBRA's documents and records, and
rz-performance of the application of KUBRA's controls, The results of these tests were considered in

glanning the nature, timing, and extent of our testing of the control activities described in this
section.

Gur tests of the controls were designed to cover a representative number of transactions throughout
tie period from January 1, 2018 to December 31, 2018, In determining the nature, timing and extent
cf tests we considered, (a) the nature and frequency of the controls being tested, (b) the types of
available evidential matter, (c) the nature of the control objectives to be achieved, (d) the assessed

level of control risk, (&) the expected effectiveness of the test, and (f) the results of our tests of the
control environment.
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Delmtte & Touche LLP perfmmed a variety of tests relating to the controls listed in this section
troughout the period from January 1, 2018 to Decamber 31, 2018, Our tests of controls were
rerformed on controls as they existed during the period of January 1, 2018 to December 31, 2018,
end were applied to those controls relating to control objectives specified by KUBRA.

11 addition to the tests listed below, ascertained through multiple inquiries with management and the

control owner that each control activity listed below operated as described throughout the period.
Tests performed are described below:

Corroborative Inquiry Conducted detailed interviews with relevant personnel to obtain evidance

that the control was in operation during the report period and is
accompanied by other procedures noted below that are necessary to
corroborate the information derived from the inquiry.

Observation Obsarved the performance of the control multiple times throughout the

report period to evidence application of the specific control activity.

Examination of If the performance of the control is documented, inspected documents

documentation/Inspection and reports indicating performance of the contral.

Reperformance of
monitoring activities or
manual controls

Obtained documents used in the monitoring activity or manual control
activity and independently reperformed the procedures. Compared any

axception items identified with those identified by the responsible control
owner,

Reperformance of

Input test data, manually calculated expected results, and compared
programmed processing

actual resuits of processing to expectations.

1ha il .s“ O IO

WE performed procedures Lo evaluare Whether the mfoi manon plowded by the Service Qrganization,
which includes (a) information provided by the Service Organization to the service auditor in response
to ad hoc requests from the service auditor (e.q., population lists); (b) information used in the
execution of a control (e.g., exception reports or transacticn reconciliations); and (¢) information
prepared for user entities (e.g., user access lists), was sufficiently reliable for our purposes by
cbtaining evidence about the accuracy and completeness of such information and evaluating whether
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te information was sufficiently precise and detailed for our purposes. Information we utilized as
evidence may have included, but was not limited to:

Standard “out of the box” reports as configured within the system

Parameter-driven reports generated by KUBRA's systems

Custom-developed reports that are not standard to the application such as scripts, report
writers and queries

Spreadsheets that include relevant information utilized for the performance or testing of a
control

KUBRA prepared analyses, schedules, or other evidence manually prepared and utilized by the
KUBRA

Our procedures to evaluate whether this infoermation was sufficiently reliable included obtaining
evidence regarding the accuracy and completeness of the information and performing procedures te
address (a) the accuracy and completeness of source data and (b) the creation and modification of
applicable report logic and parameters. While these procedures were not specifically called out in the
test procedures listed in this section, they were completed as a component of our testing teo support

the evaluation of whether or not the information is sufficiently precise and detailed for purposes of
fully testing the controls identified by the Service Organization.

W Testing

teriality is not applied when reporting the results of tests of controls for which
deviations have been identified because Deloitte & Touche LLP does not have the ability to ascertain

that a deviation will be relevant to a particular user entity. Consequently, Deloitte & Touche LLP
reports all deviations.
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Information Provided by Independent Service Auditor Except

for Control Objectives and Control Activities

Objective - 1. Client Integration:

Controls provide reasonable assurance that authorized new clients, and changes to existing clients, are

received, recorded and processed completely, accurately, and timely in accordance with the client service agreement.

An agreement is creatad for all
projects related to the integration
of authorized new clients or
changes to existing clients and
submitted to the client for
approval,

Far a sample of new clients and changes to the existing
clients during the period under examination, inspected

project agreement to ascertain that an agreemeant was
created and approved by the client.

No exceptions noted.

—

()

Network Support Group (NSG)
persannei create an FTP directory
and provide appropriate access to
a new client based on the receipt
of an approved setup request,

For a sample of new clients and changes te the existing
clients during the period under examination, inspected
client FTP Settings to ascertain that an FTP directory was
created and appropriate access was provided based on the
receipt of an approved setup request.

No exceptions noted.

fy

DocWeh Product Support
personnel create a client profile
within DocWeb, including the
assignment of @ Unique ID to
gach client, based on the receipt
of an approved setup request.

For z sample of new clients and changss to the axisting
clients during the period under examination, inspected
client profile to ascertain that DocWeb Product Suppart
personnel created a client profile within DocWeb, including
the assignment of a Unigue ID to each client, based on the
receipt of an approved setup request.

No exceptions noted.




bt
.4

Internal test booklets guide the For a sample of new clients and changes to the existing No exceptions noted.
process for implemanting new or  clients during the period under examination, inspacted

changed client jobs. Davelopers Internal test booklets to ascertain that new or changed
and supervisors subject test files  glient jobs were subjected to QA pracedures to verify
and sample statements to QA programming accuracy prior to production.

procedures to verify
programming accuracy prior to
production.

1.5

For a sample of new clients and changes to the existing  No exceptions noted.

QA personnel obtain client
authorization prior to production cliznts during the period under examination, inspected and refease
management team authorized service level agreement and client DocWeb implement developed solutions profile
to ascertain that QA personnel obtained client into production in a timely authorization prior to production and
release management
manner. team implemented developed solutions into production in a timely manner.

1.6 Only authorized SLA for each For a sample of new clients and changes to the existing No exceptions notad.

clients during the period under examination, inspected
authorized SLA and client DocWeb profile to ascertain that
only authorized SLA was set up in DocWeb.

client is set up in DocWeb.




Objective - 2. Data Receipt:
completely, accurately, a

Controls provide reasonable assurance that data authorized and initiated by the client is received and recorded
nd timely in accordance with the client service agreemeant.

2.1 Client data is received through a
secure connection to KUBRA's FTP

Server.

For a sample of clients during the period under
examination, inspectad client account settings to ascertain
that client data is received through a secure connection to
KUBRA's FTP server.

NG exceptions noted.

Client access is restricted to 2
specific FTP directory to provide
data as set up initially during
Client Integration.

For a sample of new clients and changes to the existing
clients during the period under examination, inspected
client account settings to ascertain that client access is
restricted to a specific FTP directory to provide data as set
up initially during Client Integration.

The DocWeb Transmission
Manager will validate that the: -
agata file received is unigue and
not the same as previous files
received from the client; - file
name specifications are
appropriate;

- date and time data file is
received is within the predefrned
time window in the file i

schedule.

¥}
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Observed validation checks in the DocWeb Transmission
Manager system during the period under examination, to
ascertain that the system validated data received and
gesnerated an error when a:

= data file was not unique,

- file name was inappropriate, or

@ data file received was outside the predefined time

window in the file receipt schedule.

No exceptions noted.

]

System alerts (Arrived,
Unexpected, Late, and
Transmission Error) are sent to
user entities via DocWeb's client
portal to provide visibility to the
client. Once identified, a ticket is
created and errors are resolved
appropriately in a timely manner.

Inspected a sample of errors during the period under

examination, to ascertain that system alerts (Arrived,
Unexpected, Late, and Transmission Error) were sent to

KUBRAS clients via DocWeb’s client portal to provade

isibility to the ¢

resoived appropri aLeJy ina L[mﬂiy manner.

No exceptions noted.




Objective - 3. Data Composition:

compietely, accurately, and timely in accordance with the client service agreement.

Controls provide reasonable assurance that data authorized and initiated by the client is processed
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validates that

i |
is in the format specified by the

agresment.

Observed processing filter validation for a client during the
period under examination, to ascertain that a DocWeb
processing filter validated that the data file received was in
the format speacified by the client in the client service
agreement.

Mo exceptions noted.

DocWeb processing nodes
automaticaily map billing data to
the pre-specifiead billing template
accurately.

[nspacted a sample electronic bill and reiated ciient data
file during the period under examination, to ascertain that
DocWeb processing nodas automatically mapped billing
data to the pre-specified billing template accurately.

No exceptions noted.

Ly
W

DocWeb automatically transfers
data into iDoxs™ specific
customer databases, completely
and accurately. Data validation
checks are automatically
performed and incident tickets are
automatically generated if errors
are encountered.

For a2 sample job during the period under examination,
inspectad DocWeb Job Log and iDoxs™ user consale to
ascertain that data was transferred completely and
accurately from DocWeb into iDoxs™ specific customer
database.

Inspected DocWeb Job log to ascertain that data validation
checks were automatically performed, and incident tickets
were automatically generated if errors were encountered.

Mo exceptions noted.

3.4

Print jobs are automatically
scheduied by Docweb based on
job priority as outlined in the
client SLA.

Observed printing process at the printing sites during the
period under examination, to ascertain that jabs are

automatically scheduled by DocWeb based on job priority
as outlined in the Service Level Agreement with the client.

No exceptions noted.




For clients utilizing the release
manager functionality, iDoxs™
provides clients with the
functionality to review sample
processed files online and release
the files for distribution to their
customers. A job will not be
released unless given the
approval by the client online.

For a client utilizing the release manager functionality,
inspected the iDoxs™ user console and client release
screen to ascertzin that iDoxs™ provides clients with the
functionality to review sampie processed files online and
release the files for distribution to their customers.
Observed that a job would not be processed unless givan

the approval by the client anlina.

MNa exceptions noted.

Ll

nts that specify the
preview and release attribute,
DocWeb provides clients with the
functionality to review sample
processed files online and release
the files for printing. A job will not
be processed unless given the
approval by the client online.

For a sample client that specify the preview and release
attribute during the period under examination, inspected
the DocWeb user consele and client release screen to
ascertain that DocWeb provides clients with the
functionality to review sample processed files online and
release the files for printing. Observed that a job would not
be processed unless given the aperoval by the client online,

No exceptions noted.

L

~J

A Job Log containing information
such as name of the file recaivad,
number of records in the filg,
number of jobs processed by type
(e.g. emailed, returned, sent to
print), and any additional
clientrequested tracking measures
is created and made available to
clients to review on the DocWeb
client portal at the compietion of
processing.

Inspected a sample processed billing data file during the
pericd under examination, to ascertain that a Job Log
containing information such as name of the file received,
number of records in the file, number of jobs processed by
type (e.g. emailed, returned, sent to print) was created and
made available to the client on the DocWeb client portal at
the completion of processing.

No exceptions noted.

3]

Network Support Group (NSG)
personnel create an FTP directory
and provide approgriate access Lo
a new client based on the receipt
of an approved setup reguest.

For a sample of new clients and changes to the existing
clients during the period under examination, inspected
client FTP Settings to ascertain that an F1P directory was
created and appropriare Access was pravided hased on the
receipt of an approved setup request.

No exceptions noted.
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Systemn alerts identified by
monitoring systems are sent to
Kubra IT personnel and the
related errors are resaarched and
resolved in a timely manner.

For a sample of system alerts during the period under
examination, inspected the incident management tickets to
ascertain that the system alerts identified by meonitaring
systems were sent to Kubra IT personnel and the related
errars were researched and resolved in a timely manner.

No exceptions noted.

Objective - 4. Presentation:

completely, accurately, and timely in accordance with the client service agreement.

Controls provide reasonable assurance that jobs authorized and initiated by the client, are presented

data into iDoxs™, data is
automatically presented on client

spes e-biliing websites
completely, accurately and timely
in accordance with the client
service agresmsant.

inspected DocWeb Job Log, biiling data in iDoxs™ and data
presented on the client specific e-billing website to
ascertain that ence DocWeb had transferred the data into
iDoxs™, the data was autamatically presented on the
client specific e-billing website completely, accurately, and
timeiy in accordance with the client service agreement.

No exceptions noted.

DocWeb autamatically transfers
datz into iDoxs™ specific
customer databases, completely
and accurately. Data validation
checks are automatically
performed and incident tickets are
automatically generated if errors
are encountered,

Far a sample job during the period under examination,
inspected DocWeb Job Log and iDoxs™ user console to
ascertain that data was transferred completely and
accurately from DocWeb into iDoxs™ specific customer
database.

Inspected DocWeb Jab Log to ascertain that data
validation checks were automatically performed and
incident tickets were automatically genarated if errors
were encountered.

No exceptions notad.




For a sample client during the period under examination, No exceptions noted.

4.3 A DocWeb setting allows clients
to cbtain a feedback file that inspected DocWeb user console to ascertain that a DocWeb
details information such as the setting allows client to abtain a feedback file that details
number of jobs processed for the information such as the number of jobs processed for
client. them.
4.4 For & sampie of systemn alerts during the pericd under No exceptions noted.

manitoring systems are sent to
Kubra IT personnsal and the
related errors are researched and

ot

resoived In & timely manner,
Y

examination, inspected the incident management tickets to
ascertain that the system alerts identified by monitoring
systems were sent to Kubra IT personnel and the related

errors were researched and resclved in a timely manner,

Objective - 5, Printing: Controls provide reasonable assurance that jo

e that j authorized and initiated by the client, are printed compigtely,

b
d

uwi
o

accurately, and timely in accordance with the client service agreement.

Print Cperators print jobs
according to priority in the
DocWeb preduction schedule.

Observed a sample of print jobs during the pericd under ho exceptions noted.

examination, to ascertain that the jobs were printed
accerding to priority in the DocWeb producticn schedule.

5.2

Print Operators inspect the print
quality and alignment of print
jobs, take corrective action in the
case of print errors, and
document the results of their
guality and alignment checks on
the File Contral Page. Additional
quality inspections are also
performed at least once for pages
over 1000 and results
documented on the QoS check
sheet. Upon completion of the
print iob, Print Opsarators sign off
on the File Control Paga and scan

the job in KTS to change the printing status to complete.

Observed a sample of print jobs during the period under MNo exceptions noted.
examination, to ascertain the following:

- Print Operators inspected the print quality and
alignment of print jobs, took corrective actions in the case of
print errors, and documented the results of their quality and
alignment checks on the File Control Page.

- A quality inspection was performed at least once for
print jobs over 3 1000 pages and the results were

imented on the QoS check shast




For a sample of print jobs during the period inspection,
inspected File Control Pages, QoS check sheets, and
DocWeb job log, to ascertain that a File Control Page was
completed and signed off by the Print Operator, and the
printing job status was complete in DocWeb. For print jobs
over 1000 pages, ascertained that quality inspections were
performead at least once after every 1000 pages and results
were documented in the QoS check sheet.

- Upon completion of the
print job, Print Operators
signed off on the File Contraol
Page and scanned the job in
KTS to change the printing
status to camplete.

5.3 Print Operators reconcile first Observed a sample of print jobs during the period under Mo excentions noted.
and last invoices and pages examination, to ascertain that Print Operators reconciled  first and
printed to the File Control Page last invoices and pages printed to the File Contral Page to ensure

to ensure that the job has been that the job has been printed completaly.

printed completaly.
For a sample of print jobs during the period under
examination, inspected job documentation packages, to
ascertain that Print Operators recanciled first and last

invoices and pages printaed to the File Control Page to ensu
that the job has been printed completealy.

Objective - 6. Finishing and Mailing: Controls provide reasonable assurance that jobs authorized and initiated by the client, are finished and
sent for mailing completely, accurately, and timely in accordance with the client service agreement.

ts of

ing

nsert Operators insert jobs Observed a sample of insert jobs during the period under No exceptions noted. accor
to priority in the examination, to ascertain that the jobs were inserted DocWeb production schedule
according to priority in the DocWeb production schedule,

5.2 An inserter vision camera is used Observed a sample of insertion jobs during the period No exceptions noted.
to ensure that the customer under examination, to ascertain that an Inserter Vision address is visible through the
Camera was usad to ensure that the customer addrass transparent Qutgoing Mail was visible through the
ent Cutgasing Mail En {OME) window. &ny (OME) window. Observed that any customer
customer qdaress that cannot be address that could not be detected by the camera’s optical detected by the
camera's optical character recognition rasulted in the off-sorting of those character recognition results in
envelopes to an inspection bin, from which the Insert the off-sorting of these envelopes Operator reviewed the

off-sorted envelopes manually.
to an inspection bin, from which
the Insert Operator reviews the
off-sorted envelopes manuaily.
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Tast Proc:

6.3

Quality assurance procedures are
in place for processing both
machine inserted and manually
insarted jobs. Insert Operators
perform quality checks on
address visibility, placement of
inserts, fold, postal indicia, and
seal and record the resuits on the
File Control Page. For print jobs
over 1000 pages, quality
inspections are also performed at
least once for pages aver 1000
and results documented in the
QoS chack sheet. At the
completion of the job, a
completeness check is performed
by comparing total inserts used
and pieces processed to totals on
the File Contrel Page, and also by
verifying the total number of each
type of mailing item that is sent
to their respective staging areas
in preparation for mailing. Upon
comptetion of thes insertion,
operators sign off on the File
Control Page and scan the job in
KTS to change the insertion
status to complete.

Observed a sample of insertion jobs during the period
under examinaticn, to ascertain the following:

Insert Operators performed guality checks on
address visibility, placement of inserts, fold, postal indicia,
and seal and recorded the results on the File Control Page.

- Quality inspection was parformed at least ence for
pages over 1000 and results were documented in the QoS
check sheet.

- A completeness check was performed by the Print
Operators by comparing total inserts used and pieces
pracessed to totals on the File Control Page, and also by
verifying the total number of each type of mailing item that

was sent to their respective staging areas in preparation for

mailing.

= Upon completion of the insertion, Insert Cperators
signed off on the File Control Page and scanned the job in
KTS to change the insertion status to complete.

For & sample of insertion jobs during the period inspection,
inspected File Control Pages, QoS check sheets, and
DocWeb job log, to ascertain that a File Control Page was
completed and signed off by the Insert Operator, and the
insartion job status was complete in DocWeb., For print
jobs over 1000 pages, ascertainad that quality inspections
were performed at least once after every 1000 pages and

results were documented in the QoS check sheet.

No exceptions noted.

6.4

DocWeb status tracker tracks the
progress of each bill in 2 billing
job to ensure compietion of the
entire job.

Observed a sample of billing jobs during the period under
examination, to ascertain that the status of each job was
tracked up untit completion of the entire job.

No exceptions notad,

(=]



6.5

After an Insertion job is
completed, the mails for that job
are sent to a postal service
agency.

Observed a sample of insartion jobs during the period
under examinaticn, to ascertain that the mails for that job
were sent to a postal service agency after the insertion job
was completed.

No exceptions noted.

Objective -

7. Payment Processing:

in accordance with the client service agreement.

Controls provide reasonable assu

rance that payments are processed completely, accurately, and timely
Y i ]

-

EFT batch files for scheduled, pre-
authorized, and ad-hoc payments
are automaticaliy created and
processed daily.

For a sample of days during the period under examination,
inspected the batch log and payment status reports to
ascertain that the EFT batch files were automatically
created and processad daily.

No exceptions noted.

Response files from financial
institutions for payments
processed are automa'tfcairy
uploaded into iDeoxs™ and s
alerts are sent in the event
payment processing error.

o
Ll
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For a sample day during the period under examination,
inspected the payment sync logs and payment import logs
to ascertzin that response files from financial institutions
for payments processad were automatically uploadsed into
iDoxs™ and system alerts were sent in the event of a
payment processing error,

No exceptions noted.

Paymant status reports are
available for review within the
iDoxs™ client portal.

For a sample client during the period under examination,
inspected the iDoxs™ client portal to ascertain that the
payment status reports were available for review within the
iDoxs™ client portal.

No exceptions noted.

7.4

Remittance files are automatically
generated and sent to the client
for reconciliation of bank deposits

B

on a daily basis.

For a sample client during the period under examination,
inspected remittance logs and payment reports to ascertain
that remltfanca files were automatically generated and

o the dient for reconciliation of bank deposits on a

da:ly basis.

No exceptions noted.
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System alerts identifiad by
monitoring systems are sent to
Kubra IT personnel and the
related errors are researched and
resolved in a timely manner.

7.5

For a sample of system alerts during the period under No exceptions notad.
examination, inspacted the incident management tickets to

ascertain that the system alerts identified by monitoring

systems were sent ta Kubra IT personnel and the related

arrors were researched and resolved in a timely manner.

CObjective - 8. Change Control:

Controls provide reasonable assurance that changes to iDoxs™, DocWeb and supporting infrastructure

components are authorized, testad and approved in accordance with KUBRA's policies.

TR

Inspected the change control policies during the period No exceptions noted.

under examination, to ascertain that they were
documeanted, kept up-to-date and made availa
personnel that require them.

l2 to

For a sample of system No exceptions noted.

changes during the period under

change documentation to
ascertain that the proposed changes were documented and
authorized by the appropriate system owners,

ascertain that [T personnel tasted the changss and

reviewed and approved by authorized managemeant personnel pricr to management personnel prior to implementation.

For a sample of system changes during the period under No exceptions noted.

examination, inspected the change documentation to Test results are
approved by authorized resulis were

e
test

8.1 Change control policies are
documented, kept up-to-date and
made available to personne! that
require them.

8.2 Proposed changses are
dacumanted and authorized by
the appropriate system owners.

8.3 IT personnel test all significant
changes to iDoxs™ and DocWeb.
reviewed and
implementation.

8.4 IT personnel prepare and prasent

the implementation plan to
KUBRA's managemeant. Changes
are implemented oniy upon
receipt of approval from the
managemant.

For a sample of system changes during the period under No exceptions noted.

examination, inspected the change documentation to
ascertain that IT personne! prepared and presentsd the
impiementation plan to KUBRA's management and changes
were implemented only upon receipt of approval from the
managemeant.

)
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A monitoring utility is in place to Far a sample of days during the period under examination,  No exceptions noted.

monitar key production servers inspected daily monitoring reports to ascertain that a

and flag updates in a report. On a  monitoring utility is in place to monitor the key production
daily basis IT personnel review servers and flag updates in a report, and that on a daily
the report and validate that basis IT personnel reviewad the report and validated that

flagged updgtes were authorized flagged updates were authorized and appropriate.
and appropriate. -

Inspected system generated listing of usaers with access to No exceptions noted.

implement changes into the production environment
during thea period under examination to ascertain that
accass to implement changss into the production
environment is restricted to authorized personnel and
developers do not have access to the production

environment.

Access to implement changes into
the production environment is
restricted and segregated from
rs.

davealo




Cbjective - 9. Access Control:

Controls provide reasonable assurance that logical access to iDoxs™, DocWeb and supporting infrastructure

components and physical access to computer equipment are restricted to properly authorized individuals in accordance with KUBRA's policies.

Control Activity

inspected the access centrol policies during the period
under examination, to ascertain that they were
documented, kept up-to-date and made availatle to
personnel that require them.

No exceptions noted.

9.1 Access control policies are
documented, kept up-to-date and
made available to personnel that
require them.

G2 User authentication is achieved

through the use of unigue user
IDs and password parameters
that meet company policy {e.g.,
password minimum length,
complexity, history, account
lockout, and expiration).

use of unigue user 1Ds and passwerd pars
v
L

meet company policy.

Password settings for iDoxs™ and DocWeb applications,
Windows Server and Active Directory were in compliance
with the KUBRA Infarmation Security Palicy.

Na exceptions noted.

= Minimum Password Length
= Password Complexity

e Password History

s Account Lockout

Exceptions noted.

See Section V for
Management Response.

Inspected listings of privileged access to iDoxs™ and
DocWeb systems during the period under examination, to

izad

y that access was restricted to authorized

aSCeria

personnel.

No exceptions noted.

9.3 Access tao privileged accounts is
restricted to authorized
personneal,

9.4 Business process or system

owners authorize the granting of
access to critical production

systems fo
access privileges.

riew logical user

For a sample of new access reguests during the period

under examination, inspected access authorization request

form to ascertain that business process or system owner
zutinorized the granting of access.

No exceptions noted.

DocWeb and the related infrastructure components
during the pericd under examinaticn, to ascertain
that user authentication was achieved through the

Following password settings for the local SQL accounts
within the selected databases were not in compliance
with the KUBRA Information Security Policy:
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Requesting access, approving
access and setting up access are
perfarmed by differant

For a sample of new access requests during the period
under examination, inspacted access authorization request
form to ascertain that access requestor, approver and
grantor were different individuais.

NG exceptions noted.

9.6

individuals,

Access for terminated users
and/or transferrsd users is
disabled, removed or modified in

a timely manner.

r a sample of terminations and transfers during the
p riod under examination, inspected new access reguast
and exit review forms to ascartain that a request was
submitted to remove or modify their access.

'r’l

Further, compared the sample of terminated and
transferred users to system generated access listings to
-~ \ d -

ertain that access was

a timely manner.

8.7

Physical access to data center
facilities is restricted to

usa

to authorized individuals by the

Obsarved during the period under examination, that

e use of & card key system. of a card key system.
Inspected the listing of users with access to data center

No exceptions noted.

chysical access to the data center facilities was restricted authorized individuals by the

facilities during the period under examination to ascertain that

access was restricted to authorized personnel.

S
[#3]

IT personnel execute removal of
physical access to KUBRA facility
employees on a
basis,

facilities listing to ascertain that physical access was

For a sample of terminations during the period under
examination, inspected exit review form and data center
timely basis.

No exceptions noted.
for terminated
removed on a timely




Objective - 10. Incident Management: Controls provide reasonable assurance that IT operations incidents are analyzed, reviewed, and

resolved in a timely manner in accordance with KUBRA's policies.

10.1 Incident management policies are  Inspected the incident managemeant policies during the MNo exceptions noted.
documented, kept up-to- date and period under examination, to ascertain that they were
made available to personnel that documented, kept up-ta-date and made availablz to
require them, personnel that require them.
10.2 Incidents are analyzed, reviewed For a sample of incidents during the period under No exceptions notad.
and resolved in 2 timely manner. examination, inspected the incident management tickets to
ascertain that incidents were analyzed, reviewed and
resolved in a timely manner.
10.3 System alerts identified by For a sample of system alerts during the period under No exceptions noted.

examination, inspected the incident management tickets to
ascertain that the system alerts identified by monitoring
systems were sent to Kubra IT personnel and the reiated
errors were researched and resolved in a timely manner.

monitoring systems are sent to
Kubra IT personnel anc the
related errors are researched and
resolved in a timely manner.

Objective - 11. Backup and Recovery: Controls provide reasonable assurance that production program, data, and system files are backed up

and restored in accordance with KUBRA's policies.

1.9
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Backup and recovery policies are
documented, kept up- to-date and
made available to personne! that
require them.

Inspected the backup and recovery policies during the No exceptions noted.

period under examination, to ascertain that they were
documented, kept up-to-date and made avaiizble to
personnel that require them.

Backups are performed from
database to hard disk for iDoxs™,
DocWeb and related infrastructure
components. Incremeantai backups
are performed every 30 minutes
during weekdays and full backups
are performed every Saturday.

Inspected backup job configuration for iDoxs™, DacWeb No exceptions noted.
and related infrastructure compaonants during the period

under examination, to ascertain that incremental backups

from databass to hard disk ware schaduled to perform

every 30 minutes during weekdays and full backups were

schedule to perform every Saturday.

Backups are performed from hard
disk to tape for iDoxs™, DocWeb
and related infrastructurs
components. Incrementai backups
are performed Wednesday
through Friday and full backups
are performed every Tuesday.

Inspacted backup job configuration for iDoxs™, DocWeb No exceptions noted.

and related infrastructure components during the period
under examination, to ascertain that incremental backups
from hard disk to tape were scheduled to perform every
Wednesday through Friday and full backups were
scheduled to perform every Tuesday.




IT personnel monitor backup logs
daily to validate that backups
were created successfully.
Backup failures are identified,
analyzed, reviewed, and

resofved in a timely manner.

11.4

Data is restored from
backups periodicaliy in
accordance with company

policies.

For a sample pf data restorations during the peripd

For a sample of days during the period under examination,

inspected backup logs to ascertain that IT personnel

reviewed backup logs daily to validate that backups were
created successfully, and backup failures (if any) were

No exceptions noted.

identified, analyzed, reviewad, and resolved in a timaly manner.

under No exceptions noted.
examination, inspected data restoration
documentation to ascertain that

data was restored from backups in

accordance with caomaany nelicisg

R E
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Other Information Provided by KUBRA

The information included in Section V is presented by KUBRA to provide additional information te user entities and is
not a part of the description of the system. The information in Section V has not been subjected to the procedures
applied in the examination of the aforementioned description of KUBRA and, accordingly, Deloitte & Touche LLP
expresses no opinion on the information contained here within Section V.

MANAGEMENT S

achieved through the
use of unique user
IDs and password
parameaters

that meet company
policy (e.g.,
password minimum
length, complexity,
history, account
lockout, and
expiration).

o5 Vlatad

ST

Password settings for iDoxs™

and DocWeb applicaticns,
Windows Server and Active
Directory were in compliance
with the KUBRA Information
Security Policy.

No exceptions noted.

Following password settings
for the local SQL accounts
within the selected databases
were not in compliance with
the KUBRA Information
Security Policy:

. Minimum Password
l.ength

. Password Complexity
. Password History

. Account Lockout

Exceptions noted.

Local SQL accounts were not integrated w th

Windows autheantication. Hence, local acccunts
on SOL database/s do net adhere to all
passward controls as specified in the
Information Security policy. However, the ZGQL
Datapase/s are located in the production
envirecnment accessible only by privileged users
by first logging into a intermediary Windows
based systems (Jump very which serves as
gateway and regulates accass to the production
systems including the SQL servers.,

Connaction to the Jump servers is controliad by
the Firewall and active directory group
membership. Authentication to the jump servers
is by a multi factor mecharism. This ensures
only those whose users and systems that nave
been white-listed and have been added to the
appropriate Active Directory group can inceed
access the Jump-servers and consequently
attempt to reach the SOL server.

KUBRA possesses these compensating corlrols
that allows to offset this pzssword policy
exception on the SQL databases.
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Lower Postal Service Standards Take Effect
October 1

Nevs service standards for First-Class Mail and Periodicals will be implemented on
October1,2021.
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WASHINGTON, DC — The new service stancdlards for First-Class Mail and
Periadicals will be implemented on October 1, 2021,

The USPS says most First-Class Mail (61 percent) and Periodicals (93 percent) will
be unaffected by the changes. Standards for single-piece First-Class Mail traveling
within a local area will continue to be two days.

The Postal Service will increase time-in-transit standards by ane or two days for
certain mail that is traveling longer distances. "By daing so, the organization can
entrustits ground network to deliver more First-Class Mail, which will lead to
greater consistency, reliability and efficiency to benefit customers,” the USPS said
inits announcement.

The USPS said the changes “will help the organization achieve its goal of

consistently meeting 95 percent service performance.”
From the Federal Register Notice:

The Postal Service is changing some of the service standards applicable to certain
First-Class Mail with respect to both of the two components of the standards.

First, the Pastal Service is promulgating modifications to the delivery day ranges
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within which mail in a given product is expected to be delivered, Second, the
Poszal Service is promulgating madifications to the business rules, changing the
mazimum number of hours of drive time that corresponds to the specific number
of delivery days after acceptance of a mail piece by which a customer can expect

that piece to be delivered (within a product’s applicable delivery day range).

In particular, the changes to service standards include the delivery-day range for
cermin First-Class Mail. Currently, a one-day (overnight) service standard is
applied ta intra-SCF Presort First-Class Mail pieces properly accepted al the SCF
before the day-zero CET. A two-day service standard is applied o intra-SCF single-
piece First-Class Mail properly accepted before the day-zero CET, as well as to

inter-SCF domestic First-Class Mail pieces properly accepted before the day-zero

CET if the drive time between the origin P&DC/F and destination SCF is 6 hours or )

less. Athree-day service standard is applied ta inter-SCF domestic First-Class Mail
pieces properly accepted before the day-zero CET if the drive time hetween the
origin P&DC/F and destination SCF is more than 6 hours and the origin and the
destination are within the contiguous 48 states,

Uncerthe new service standards, the delivery day range for First-Class Mail within
the contiguous United States will expand from the current 1-3 days, to 1-5 days.
The avernight service standard does not change. Amang the changes detailed
belaw, a two-day service standard will apply to intra-SCF First-Class Mail where
the SCFis also the origin P&DC/F, and to intra-SCF and inter-SCF domestic First-
Class Mail where the combined drive time between the arigin P&DC/F, destination
ADC, and destination SCFis 3 hours or less; a three-day service standard for inter-
SCF First-Class Mail would apply where the combined drive time between the
origin P&DC/F, destination ADC, and destination SCF is 20 hours or less (but over 3
hours) within the contiguous United States, and the same three-day standard
would also apply for intra-SCF single-piece First-Class Mail if the combinead drive
time exceeds 3 hours and the SCF is not the origin P&DC/F; a four-day service
stardard for inter-5CF First-Class Mail would apply where the combined drive
time between the origin P&DC/F, destination ADC, and destination SCFis 41 hours
or less (but over 20 hours) within the contiguous United States; and combined
drive times between the origin P&DC/F, destination ADC, and destination SCFin

excess of 41 hours would result in a service standard of five days.
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Lower Postal Service Standards Take Effect
October 1

New service standards for First-Class Mail and Periodicals will be implemented on
October 1, 2021.
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WASHINGTON, DC — The new service standards for First-Class Mail and Periodicals
will be implemented on October 1, 2021.

The USPS says most First-Class Mail (61 percent) and Periodicals (93 percent) will
be unaffected oy the changes. Standards for single-piece First-Class Mail traveling
within a local area will continue to be two days.

The Postal Service will increase time-in-transit standards by one or two days for
certain mail that is traveling longer distances. “By doing so, the organization can
entrust its ground network to deliver more First-Class Mail, which will lead to

greater consistency, reliability and efficiency to benefit customers,” the USPS said
inits announcement.

The USPS said the changes “will help the organization achieve its goal of
corsistently meeting 95 percent service performance.”

From the Federal Register Notice:

The Postal Service is changing some of the service standards applicable to certain
First-Class Mail with respect to both of the two components of the standards. First,
the Postal Service is promulgating modifications to the delivery day ranges within
which mail in a given product is expected to be delivered. Second, the Postal
Service is promulgating modifications to the business rules, changing the
maximum number of hours of drive time that corresponds to the specific number
of celivery days after acceptance of a mail piece by which a customer can expect
that piece to be delivered (within a product’s applicable delivery day range).

In particular, the changes to service standards include the delivery-day range for
certain First-Class Mail. Currently, a one-day (overnight) service standard is applied



to intra-SCF Presort First-Class Mail pieces properly accepted at the SCF before the
day-zero CET. A two-day service standard is applied to intra-SCF single-piece First-
Class Mail properly accepted before the day-zero CET, as well as to inter-SCF
dornestic First-Class Mail pieces properly accepted before the day-zero CET if the
drive time between the origin P&DC/F and destination SCF is 6 hours or less. A
three-day service standard is applied to inter-SCF domestic First-Class Mail pieces
properly accepted before the day-zero CET if the drive time between the origin
P&DC/F and destination SCF is more than 6 hours and the origin and the
destination are within the contiguous 48 states.

Under the new service standards, the delivery day range for First-Class Mail within
the contiguous United States will expand from the current 1-3 days, to 1-5 days.
The overnight service standard does not change. Among the changes detailed
below, a two-day service standard will apply to intra-SCF First-Class Mail where the
SCF is also the origin P&DC/F, and to intra-SCF and inter-SCF domestic First-Class
Mail where the combined drive time between the origin P&DC/F, destination ADC,
and destination SCFis 3 hours or less; a three-day service standard for inter-SCF
First-Class Mail would apply where the combined drive time between the origin
P&DC/F, destination ADC, and destination SCF is 20 hours or less (but over 3 hours)
within the contiguous United States, and the same three-day standard would also
apply for intra-SCF single-piece First-Class Mail if the combined drive time exceeds
3 hours and the SCF is not the origin P&DC/F; a four-day service standard for inter-
SCF First-Class Mail would apply where the combined drive time between the
origin P&DC/F, destination ADC, and destination SCF is 41 hours or less (but over 20
hours) within the contiguous United States; and combined drive times between the
origin P&DC/F, destination ADC, and destination SCF in excess of 41 hours would
result in a service standard of five days.



