
LAIV OFFICE. OF  JAMES  M.  MAHE.R

238,Archbisliop  Flores  Street,  Ste. 300

I-Iagatna,  Guan'i  96910

Tel:  671-477-7892
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N Tl-[E  OFFICE  OF PtlBL]C  ACCOt)NT  AB[LlTY

PART  1.

kn the Appeal  olo DOCKET  NO.  OPA-PA-

GRAJ'HIC  CENTER,  INC. NOTICE  OF  APPEAL

Appellant.

l APPELLANT  INFORMATION

Appellant's  Name: Grapliic  Cei'iter,  Inc.

Appellant's  Mailing  Atldress. Grapliic  Centei',  li'ic.

167 Serenu  Avenrie

Tainuning,  Guam  969]3

Appellant's  Business  Address: Gi'aphic  Centei-,  lnc.

167 Sei'eiui  Avenue

Tai'i'iuning,  Gcian'i  96913

A):ipellant Repi-esentative's Dii-ect Ei'nai1 Addi'ess cliria(ipgcjgi4,4ii3<..pn'i

Appellant  is i'epresented by legal coruisel in tl"iis appeal. For pbirlioses  of tliis alipeal,

please direct coi-respondence  to Gi'aphic  Centei-,lnc.'s  ("Gi'aphic")  cohmsel,  James  M. Ma1ier  of

tlie  Law  Office  of  James  M.  I'vfal"iei-, PC.

Courisel's  Mailing  Address: 238  Archbishop  Flores  Street,  Sle. 300

}iagatna,  Guain  96910

Cohuisel's  Telepl'ione. 671  -477 -78 €)2

C)ounsel's Direct Einail Address: .i33i)'ip(:iJ7ji"7:,;+rnailc.<+m
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II: APPF,AL  INFORMATION

A. Purchasing  Agency  : Guam  Power  Authority

B. Solicitation  Nu'mber:  GPA-RFD-21-002  (printing,  inailing,  archival  and retrieval

processing  for  GPA  statements)("invitation").

C. The Decisioi'i  being  appealed was provided  to tlie Appellant  oi'i October  11, 2021. Tlie

Decision  was made by the Head of  the Pui'cliasing  Agei'icy,  Mi'.  Jol'in M. Benavente,  P.E.

D. The  rtame  of  the  only  competing  offeror  kllOWTl  to Appellant  is: INFOSEND,  INC.

III:  STATEI[!+4ENT  OF  GROUNDS  FOR  APPEAL

A. THE  GROUINDS  FOR  API)F,AL

1.  Relevaxit  Procedural  and  Fsictual  History

The  Gaain  Power  Authoi'ity  ("GPA")  issued  Bid  Invitation  GPA-RFP-21-002  in

Februai-y of  2021. GPA  failed  inform  Graliliic  of  the Bid  Invitation.  Tlie  Bid  Iiwitation  was

cancelled.  Grapl'ii:  was  informed  tliat  GPA  had disqualified  tlie  sole  but  unlaiown  bidder.  The

Cniam  Power  Aut:iority  reissued  its  Bid  Invitation  GPA-RFP-21  -002,  a copy  of  which  is

appended  and  marked  as exhibit  "l".  Grapliic  was  infoi-med  of  tlie  re-issued  RFP  Oil  May  18,

2021.  In April  of  2021,  GPA  and  Graphic  began  negotiating  wit)i  Gi-aphic  for  a six-montl'i

extension  of  tl'ie GPA-RFP-2  1-002,  a copy  of  GPA'  s and  Grapliic'  s comrmmications  regarding

the extension  ai'e appended  and  marked  as exhibit  "2".  On May  28, 2021,  appi-oximately  three

(3)  wording  days  before  the  re-isscied  Bid  Invitation  submission  deadline,  GPA  informed

Gt-apliic  aborit  an amendment  to the  RFP  containing  two  pages  of  questions  to Graphic  wliich  it

answered  and included  in its  bid  packet.  Infosend  bid  packet  contained  neitliei'  t)ie  amendment

nor  answer  to tlie  qriestions  in it, "inclusion"  or ainendment  to the RFP,  a copy  of  which  is

appended  and  marked  as exhibit  "3".  On Acigust  18, 2021,  Grapliic  i.vas informed  tl'iat  an award

was  recommended  for  Infoseiqd.  Gi'aphic  lodged  its protest  on August  30, 2021,  alleging  that
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Infosend's  was a non-responsive  and  xion-responsible  bidder,  as set foitli  in Grapliic's  protest

letter,  a copy  of  wl"iicl'i  is appended  and marked  as exliibit  "4".  GPA  denied  the  pi-olest  on

October  7, 2021,  a copy  of  tl'ie denial  is appended  and marked  as exliibit  "5"'.  GPA  inforn'ied

Graphic  of  its denial  of  the  protest  on October  11, 2021.

Grapliic  identified  six (6) deficiencies  witli  Infosend's  bid  and with  GPA's  uncritical

evaluation  of  those  deficiencies:  1) Infosend's  ability,  skill  and capacity  to meet  tlie  reqriirements

of  section  2.3 of  tlie  RF1;  (2) Infosend's  ability  to meet  the  requirements  of  section  2.3,

subsection  B of  tlie  RFI);  (3)  a hig)iei-  evaluation  score  accorded  !nfosend  t)ian accorded  Graphic

in categories  of  quality  and understanding  of  services  and utility  scale,  despite  Grapl'iic's  5-year

i-ecord  of  product  sei-vice  to GPA  and Gi-aphic's  creation  of  a print  system  to accommodate

GP  A'  s unique  needs,  and the  absence  of  Infosend'  s proven  service  record  and its untested,

unknown  print  systein;  (4)  system  development,  a i'najor  component  and a condition  precedent  to

service  under  the  RFP  was  not  given  due weiglit  and consideration  in evaluating  the

responsive/responsible  natui'e  of  the  offerors'proposals;  (5) in light  of  GPA  subscriber  adoption

rate  and changes  in postal  services  periods,  Infosend's  inability  to timely  supply  professional

printing  and processing  services  sliall  liave  a significant  and negative  impact  GPA's  operating

budget  and casli  flow;  and  six (6) Infosend  did  not  submit  a sealed  pricing  proposal  by the

submission  deadline.  Thosefailures  were  identified  to GPA  in Grapliic'  s correspondence  of

August  30, 2020.  On October  11, 2021,  Grapliic  received  correspondence  from GPA Denying  its

Protest.  This  Notice  of Appeal  tothe  OPA  followed.

2. Infosend  Stibmitted  AII  Incomplete  Packet

As noted  about,  GPA  informed  Grapliic  of  an cunendtnent  to the RFI)  which  contained

In 2(')18, GPA i'cqucslcd a disaslci' i'ccovcry lilari. Grapliic p'iovidcd a disastcr rccosicry plan. Scc
Kubra, Sci'viccs Organiy.alion Conli'ols  RCI)Oil ;ippcndcd :md marl<cd as cxhibil =6".
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two pages of questions which  is referred  in tlie  bid  packet  as Exliibit  A. Grapl'iic  answered  tl'ie

questions  and included  the amendment  and its answers  to the questions  in its bid  packet.

Infosend' s bid 1*acket  contains  neitlier  the amendinent  to tlie  RFP  nor  answers  to the questions

posed in GPA's amendment. lnfosend's packet is incomplete and tlierefore  Infosend  shorild  be

disqualified. The bicl packet clearly states that if  Exhibit  A is not  included  in an offeror's  packet

t)iat  the offero.i-is  disqrialified  its bid  re,jected.  See page lzl of  GPA  bid  packet.

3. GPA's  Protest  Decision failed to substantivcly  address  the  merits  of  Grstpliic's

protes(.

GPA's  October  7, 2021 denial  of  Graphic's  protest  did not  substantively  address  the

allegations  that  Tnfosend  was non-i'esponsive  to tlie  RFP,  tliat  tl-ie evaluators  abused  their

discretion in the scores assigned to tlie offerors in that  tlie  scores  bore  no rational  and factual

relationship  to the recoi-d  before  the evaluators.  The  evaluators  eitlier  minin'iized  or ovei'looked

the significant  def'-iciencies  in Infosend's  proposal.  When  addressing  obvious  deficiencies,  GPA

stated only  that  they  were  not  RPF's  reqhiirements.  In evaluating  the proposals,  GPA  ignored

system  developtnent,  a major  component  of  the  RFP,  failing  to note  that  Infosend's  development

system  is rmtested  and  rmidentified.  Grapliic  lias a proven  development  system  in  place,

functioning  and tested.  Ratlier  than  conductinga  disinterested  and thorough  inqhiiry  into  tlie

allegatioi'is  raised,  GPA  provided  a generic,  non-i'esponsive  explanation  in disinissiiig  Graphic's

protest  and tliei-eliy  ayoided  addressing  tlie  cuiderlying  merits  of  tlie  protest.

4. Despite  Grapliic's  Demonstrated  Record  of  Service  to GPA  for  Five  Years,

GPA's  Denial  Assumes  Infosend  development  System  Is Extaxit  Even  Jn Absence

Of  Tt

GPA's  scoring  of  tnfosend's  development  systein  to sei'vice  GPA's  subscribers,  in the

absence  of  a demonstrated  record  and existence  of  sucli  a system,  is curious.Tlie  evaluators

accorded  Graphic  a lower  score  than  Infosend  in the categories  of  qriality  approach,
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understanding  of requirements,  staffing  and experience  despite  Graphic's  five  (5)  years  of

service. Conyei-sely,  GPA  failed  to explaii'i  it  high  score  and rating  of  Infosend  despite  the

absence  of  any  previoris  work  i-elationsliip  with  Infosend,  tlie  absence  of  an identifiable,  tested

development  sysiem and despite a large geograpliic  distance  tliat  separates  Infosend's  operations

and GPA's  subscriber  base wliicli  sliall,  as noted above, adversely  impact  GPA's  cash 'flow.  Tlie

logistics  of  billing  customers  over  great  geograpliic  distances  coi'npohmds  tlie  difficulty  of

proyiding  adequate  notice  to customers  to ensure  GPA'  s timely  receipt  of  customer  payments.

Presently,  GPA,  operating  on a 15-day  billing  cycle,  provides  a customer  billing  file  to Graphic

who,  in  turn,  generates  a billing  wl"iicli  it n'iails  to t}ie  GPA  customer  t)iat  same  day.  Tlie  customer

receives  it  the  following  day.  As  sricli,  a chirrent  custoiner  lias  fourteen  days  to pay.  Customer

billing,  GPA's  receipt  of  payment,  its  resulting  casli  flow  and customer  satisfaction  under  an

lnFosend  scenario  is Fraught  with  probleins.  First,  the  geographic  distance  froin  the  u.s.

mainland  to Guam  is significant.  Commut"iications  over  different  time-zones  and  work-weekend

overlap  complicate  and delay  communications  necessai'y  to proinpt  and accurate  customer

billing.  An  additional  issue  tliat  guarantees  delay  is a recent  change  in U.S.P.S.'s  set-vice

standards,  specifically  its deliver-day  ranges,  effective  Octobei-  1, 2021.  Tl'iis  service  change

sliall ensure a time delay in delivery  service  between tlie mainland  and Guam, a COI):)/ of

U.S.P.S.'s  Lower  Postal  Sei'vice  Standards  Take  Effect  Octobei-  1 is appended  and  marked  as

exliibit  7. Under  tlie  new  U  s.p.s.  service  standards,  a mainland  delivety  sliall  reqhiire  eiglit  (8)

to i-eacli  GPA  customers  01Th Ghiam.  Under  an optii"i"ial  delivery  scenai'io,  a GPA  customer  shall

tlierefore  have  approximately  six  (6)  days  to pay  tlie  bill  assuming  Ii"ifosend,  like  Graphic,

receives  the  billirig  file  fi'om  GPA  on the  fii'st  day of  the  billing  cycle,  generates  a customer

billing  and  mails  it out  the same  day.  One  can  envision  an endless  ai'ray  of  unexpected  events
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that  could  intervene  to further  dela)i  the  arrival  of  mail  on Cruam  fron'i  a mainland  site,  all  of

which  shall  din'iinisli  customer  satisfaction,  result  in late  ):iayment  and advei'sely  impact  GPA's

finances.

Infosend's  rather  optimistic  estimate  in ci'eating  a viable  set-vice  system  overlooks  the  in-

time  communicatioii  necessary  to customize  it to GPA's  needs  and its subscribers  as well  as

GPA's  ability  to replicate  and  cross-reference  data  necessaiy  to creating  a system.  A more

realistic  projection  is a miniimiin  of  nine  (9)  montlis.  A  proven  development  systen"i  is a

coiaidition  precedent  to detei'mining  an offeror's  responsibility.  This  essential  component  of  the

RFP  GPA  severely  minimized  in its evaluation  and took  Ii'ifosend's  uninformed  representation  at

face  valuein  evalitatii'ig  the  proposals.  GPA's  failure  to address  tliose  ISSUES in its Protest

decision  violatespi-ocurement  law,  wliich  constitutes  fLutlier  grounds  for  appeal.

IV.  RUL'[NG  REQUESTED

Graphic  respectfully  requests  that  tlie  Office  of  Public  Accountability  Order  tlie

follawing:

(1) Tliat  GPA  disqrialify  lnfosend  froin  eligibility  for  ai-i awai'd  under  this  RFP,  as

Tnfosend's  pi-oposal  was  non-responsive;

(2) That  GPA  deterinine  Infosend  to be a non-responsible  offei-or  given  tl'ie inability  of  its

pro)xised  solhitions  to the  RFP  to safely  and  efficiently  perForm  as specified  by GPA;

and

(3)  Tliat  GPA  award  GPA-RFD-21-002  to Gra)i)iic  as the  next  lowest  price  responsive

bidder  to tlie  RFP
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4, SUPPORTING  EXH{B?T,  EVIDENCE  OR  DOCUMENTS

Submitted  with  this  appeal  are  tlie  following  supporting  exliibits,  evidence,  and

documents:

(1)  GPA  RFP  No.:  Re-Solicitation  GPA-RFP-21-002  as

Exhibit  1

(2)  E-mail  correspondence  from  Cliris  Biolchino  to  Melvyn  K.  Kwek  dated  April  14,

2021  and  April  16,  2021  as

Exl'iibit  2

(3)  GPA  Amendment  No.  : I to Request  for  Proposal  No.  : Re-Solicitation  GPA-21-002  as

Exliibit  3

(4)  Grapliic  Ceriter  letter  to GPA  dated  August  30,  2021  as

Exhibit  4

(5)  Denial  of  Procui'ement  Protest  dated  October  7, 2021  as

Exhibit  5

(6)  Kubra,  Services  Organization  Controls  Repoit  as

Exhibit  6

(7)  Lower  Postal  Service  Standards  Take  Effect  October  1 as

Ex}iibit  7

Graphic  anticipates  providing  fui'tlier  dociii'nentation,  includii'ig  testimony,  to substantiate

its claims  as GPA  submits  the  full  contracting  procuretnent  record  to  the  OPA,  and  allows

Gi'aphic  to review  the  prochireinent  recoi-d  in in full.

PART  V:  DECLARATION  RE  COURT  ACTION

Pursuant  to 5 GCA  Chapter  5, unless  the  cohirt  requests,  expects,  or  othei'wise  express

interest  in  a decision  by  tlie  Public  Auditor,  the  Office  of  Public  Accountability  will  riot  take

action  011 any  appeal  where  action  concerning  the  pi'otest  or  appeal  lias  commenced  in any  court.

The  undersigned  paity  does  kiereby  coiifirm  that  To the  best  of  his  knowledge,  no  case  or  action

coi'icernirig  the  subject  of  this  Appeal  has  been  commenced  in court.  The  undei-signed  part  agrees
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to notify  the  Office  of  Public  Accobuitability  witliin  24 hours  if  couit  action  commences

i-egarding  tliis  Appeal  or the  underlying  pr  uren'ient  action.

Respectfully  submitted  this  day  of  October,  2021

By:

LAW  OFFICE  OF  JAMES  . MAH)ER

l'l

JAbS  m
oi'ney  for  Grapliic  Center,  Inc.
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GUAM  POWER  AUTHORITY
ATURIDAT  ILEKTRESEDAT  GUAHAN

F).o.E3ox 2977  - hpaArNq,  GUAM  U.S.A.  gagsz-zgzz

To All Interested Parties:

I hereby acknowledge  the following GLOBAL  NOTICE:  COVID-19  PANDEMIC
REQUIREMENTS:

To ensure the safety and well-being of personnel and prospective  bidders,
please be advised or the following:

1. Six (6) Feet of Social Distancing shall be practiced.
2. Mandatory  face mask required for each individual.
3. Temperature  checks shall be conducted upon entrance  of the Gloria B.

Nelson Public Service Building.
4. One (1 ) Personnel  per Prospective  Bidder to submit  and attend public

opening.

5. One (1 ) Personnel  per Prospective  Offeror to submit  an RFP proposal.

COMPANY  NAME: NAME OF INDIVIDUAL:

Print/Sign Date

BID NO.:

RFPNO.:  RE-SQL!CITATIONGPA.RFP.21-002
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JOEY T. DUENAS
CCU Chairman

ccountability  '-

GUAM POWER AUTHORITY
ATURIDA1'  ILEKTRESEDAT  GUAI-IAN

p.o. BOX 2977 '  AGAN A, GUAM U.S.A. 96932..2977
Talephone  Nos.: (671) 648-3054755 or Facsimile  (671) 648-3'l65

JOHN M. BENAVENTE,  P.E.
General  Manager

Impartiality Competence Openness Valuei
REQUEST FOR PROPOSAL:
DESCRIPTION:

RE-SOLICI'l'ATION  GPA-RFP-21-002

PROFESSIONAL PRINTlfllG M/lll.lNG AND PROCESSING SERVICES RElATING  TO UTILITY CUSTOMER  BILLING

SPECIAL  REMINDER 1'O I)ROSPECTIVE  INDIVIDUALS/FIRMS
Finns/lrdividuals are reminced to tead Proposal Instructions to ascai'iain tlial all of the following requirements  cliecked  below are sul.iinitted in the
proposalenvelope,one(I)boundpalierotiginal,five(5)lioundpapercopies andone(1)electronicPDFforinatcopy.attliedateandtimeTorproposal
remittance.

IXXI
[XX]

[XX]

[XX]

[XX)

[XX]

[XX]

.STATEMENT OF QUALIFICATION,

AFFIDAVIT OF DISCLOSURE  OF MAJOR SHAREHOLDERS
NO GRATUITIES OR KICKBACKS  AFFIDAVIT,
ETHICAL ST AND/'rRD!3 AFFIDAVIT:
WAGE DETERMINATION  AFFIDAVIT:

RESTRICTIONS AGAINS1' SEX OFFENDERS  AFFIDAVITI
NON-COLLUSION  AFFIDAVIT:

"Note' The above Affidavits mus! comply  with the following requiremenis:
a The afidavit  must be signed within 60 days of ilie da(e the l'iid is due
b. Daft! ofsignature oFtlie perSOn authoi'ized to sign flle I)ld and (the tlOtaT'/ daIe rnusfbe  the San1e.
C. FitSllime  =tTWlavitinustbe  an origit'ial-lfCOp7,indiCafe  Bi(l Number/Agency  Wllere original Call I)e OblailleAl.

[XX] OTHERS A Gunn  Business  License  is not required  in oi'der  to provide  a proposal  for  this  engaqeinent,  btitis  a
pr'e-cordition  for entering  into a conti'act  with the Authority.  Offerors  MUSI' comply  with PL 26411 dated  Jcine 18,
2002, P 28-165 dated January  04, 2007 and Wade Datei'mination  urider  tlie Service Contract  Act  (wv,rw.wdol.qov).
Additionally, upoi'i awatd the successful firm/individual must provide to GtAthe mo,"4.yece5.itlyis3u.gdWye
Determination  by the US [,ept. of  Lalsoi'.

"Restrk:tion  against Sex O%nders  Employed by Service Providers to Govaminent of Guam fi om Working on Govarninent af Guaiii Property, 5GCA Section
5253, enacted l)T/ P.L. 28-24 iind ameimed I)Y p.i.  28-98:
If a t.'onlnr:f forservu:es rs awanhd  lo (he brtlder or offetor, {hen [he senrrce provrder nmsI yverren( Fhal m persori rri Hs emplavmen( wtbs has beeri convrc{ed of bi sex ofrerise
tu'der (he (irovrsrons of Cheyiler 25 af Tille 9 of (he Guem Code Arino[aled or {'rf an offense definetl in Atlri:re 2 cf Chep(ei 28of Tr(re 9 of llie Gtgn  Code ArinotAe<4 or whoh;is I.ieer' r:onvitded in tiny other )unstlit(ron of an orfense wr(h the same elemenls as here!ofote defined or who is blear on (he Sex Offerxtlei Reqislry, shallprovide services
on l'iehal' of the ser vice piovrdea whrle on governmenl of Gtram properly willi the e>:ceplron of puLilic hughways If arw empk>yee of a sr:i vrce provrdcr is prodding sei vrces on
goveri'.r'ierif properly end is cor:vided subseq+ien( ro riri atvard of a coi'rlmcr ll'ien the sei vice provrdei warran(s lliaf il will riolrf y the Govemn"r:ink of lhe comiclion wr[hiri
(wenly-fcurhoursaflher:onvu:(.on,aridvAllunrnedi-x(elvremovi-sur:hcr.invivkadpersonhrinHxovrdrngservicesongovemmririgiioper{v  Iflheservir:eyrroviderisfourd(obe
inviola!iono?myoflhapitaicrnsoflliispaiagrapl'r  lhen(heGovenynan(ys'illgivrarialir'slolhesr'rviceprcwiderlokaliecaiyec(rveai:Iron  Theservrr:eprnviderslWl(ekrs
COllecOve ErCllOlT Wdllln (wRrriy-f'All 11ourS Of I10[lCe TIOn' 1110 G+NOmnlenl Br'Kl llle Srlr }'K:e plOVldel Sllall 110(lfJ Flle GOVemmell[ Wherl aC[lOn n;rS IleOrl (EJkeLl If lhe SeNu.'e
l'llOVlller'ailS fO (ake COlreC[llle 3TepS ?Vl(hll1 lWelllV-fOUI HAULS Of nOllCe flOll1 tllE! GrA)el'lllller(, lllell llle GOVelnlllellf FIT I(S !iOl'3 CllSCre!IOII I'l'lEI}' SuSpelld FelllpOrallpl al'l7
con(rac(  'or sei vices  unlil coriec(ive actioi'i  fias been (a,'ren

TiTiS l'el "iinder  must be signed anal retln'ned iff the proposal enVelojie togeihei'  10/lill the propOsali Failure tO COn1pl'} will'i tlie above requiren'ients will tnean
a disqualification  and rejection of ilie proposal.

Ol'l tliis  dali of . 20  1, autliorized repi'esemative  of
otlhissaecialremindertoPROSPECTIVE  Individual/FirinwithfhetiboveieterencedRFP.

acknowledge receipt

Il'.d:Vldllal/F:rn1 Repre:ientaf:ve's  S:gnafuie
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REQUEST FOR PROPOSAL

NO. GPA-RFP-21-002

FOR

RE-SOLICIT  ATION OF

PROFESSONAL  PRINTING, MAILING AND PROCESSING SERVICES

RELATING TO UTILITY CUSTOMER BILLING

OHN,l,E"'  KIM

Chief  Financial  Officer

General  Manager
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' 1 INSTRUCTIONS TO OFFEROR

DEFINITIONS

OFFEROR: Theindividual,partnership,coi-poi'ation,orjointventuresubmittingawi'ittenordocumented
response to this sbibject RFP.

OWNER: 1-he Guam Power Authority (GPA) General Manager or designated i-epresentative.

ADDENDA: Any amendment, modification or addenda isscied by OWNER, prior to the opening  of the

RFP's, for the pbirpose of changing the intent of the plans arid technical specifications,

clarifying the meaning of the same, or changing any of the provisions of this RFP, shall be

binding to the same extent as if written in t)"ie Specifications.

1.2 PROPOSALS

The OFFEROR is reqbiired to read each and every page of the Reqciest  for Proposal  and by the act of

submitting a proposal shall be deemed to have ,-iccepted all conditions contained therein.  In no case will

failure to inspect constitute grounds foi- a claim or for the withdrawal  of a proposal  after opening.

Proposals shall be filled out in ink or typewritten and signed in black ink. Erasures or other changes in a

proposal must be explained or noted over the signature of the OFFEROR. Proposals containing any

conditions, omission, unexplained erasure or alterations or items not called for in the Proposal, or

irregularities of any kind shall be rejected by the Guam Power Authority as being incomplete.

1.3 PROPRIET ARY PORTIONS OF PROPOSALS

The OFFEROR i'iqay designate any proprietary portions of the proposal which contain tracle secrets or other

proprietary data to remain confidential.

I .4 PREPARATION AND SUBMISSION OF PROPOSALS

Envelopes containing proposals sliall be sealed cind marked on the Face with tt'ie name and address oT the

OFFEROR, the Proposal Min'iber and the time and date of submission. Telegraphic proposals will not be

coi'isidered,  nor n-iodification by telegraph of proposals already submitted.

Only non-priced proposals are to be submitted by the proposal deadline. Priced proposals will be requested

of the selected vendor or vendors at a later time.

Proposals siiall be hand-carried and received at the place of opening on or t:iefore t)'ie opening date and time.

Proposals received through mail will not be accel:ited if SLICI1 mail is received at the address showing after

the siibmission date and time. Proposals will not be opened pi.iblicly.

All seibmittals  mLlSt strictly  conform  to the Request  for Proposal  and any addenda.
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One (1) bourd paper original, five (5) boeind paper copies, and one (1) electronic  PDF foi'mat copy of each

proposal, consisting of technical and con'imercial sections, must be scibmitted, iricluding all addenda, if any.

Any and all sample documentation  (i-eports of siinilai- jobs, bi-ochures, etc.) tliat will assist towards

OFFEROR's  evaluation  may be fumished  with each proposal.

No subi'nittal shall be considered  complete  unless accompanied  by all items specified in these submittal

insti'ucUons.

Requestfor  Proposal  No,: RE-SOLICITATION  GPA-RFP-21-002  must  be submitted  before  ,.

June 03, 2021 in a sealed  envelope  indicating  the RFP number  and addressed  as follows:

To: Guam Power  Authority

GPWA  Procurement  Office

Gloria  B. Nelson  Public  Service  Building

688 Route  15

1st, Floor,  Room  101

Fadian,  GU 96913

Attn:  Jamie  Lynn C, Pangelinan

Supply  Management  Administrator

Examination or RFP Dochin'ients: OFFEROR  shall exar'i'iine the RFP documents  to inform himself of all

conditions  and requirements  for the execution  of the proposed work. Ignorance  on the pait of OFFEROR  of

any pait of ti'ie Request  for Pi-oposal will in no way relieve him/liei- of the obligations  and responsibilities

assumed under the Contract.

Interpretationoftl'ieApproximateQciantities:  OFFEROR'sattentioniscalledto'LI'iefacttliatanyestimateof

quantities of work to be done and materials  to be fi.irnist'ied binder the Con'h-act as siiown on the teci'inica

requirements  sectioi"i or elsewhere,  is ap):iroximate only and not gbiaranteed. OWNER  does not assume any

responsibility  that the final quantities  shall remain ii'i strict accordance  with the estimated  quantities, nor shalt

OFFEROR plead miseinderstanding  or deception  becabise of such estimate  of qbiantities or of the character.

location of tl'ie work or othei- conditions  peitaining  tl'iei'eto.

Familiarity  with Laws: OFFEROR  is assumed to be familiar with Federal and Local laws, ordinances,  rules

and regulations  that in any manner affect the work. Ignorance  on the pai-t of OFFEROR  will in no way relieve

him/her from responsibility.  The pi'eparation and submission of a proposal will be by and at the expense of

the OFFEROR.

EXPLANATION  TO OFFERORS

No oral explanation  in regard to the meaning of the specificatioi'i  will be made and no oral instructions  will be

given before t)'ie award of the proposal.  Discrepancies, omissions, or doubts as to the meaning of the

specifications  must be commiinicated  in writing to the named contactindividbial  of the Guam Power Autiiority

i-equesting for iritei'pretation. OFFERORS  should act promptly  and allow sufficient  time Tor a reply to reach

them before the submission  of their proposals.  Interpretation,  if reqeiired, shall be made in the form of an

amendment  to the specifications.  which will be forwarded to all prospective  OFFERORS,  and its i-eceipt by

the OFFEROR  shorild be acknowledged  on the proposal foi'in.
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1.6 CLARIFICATIONONREQUESTFORPROPOSAL

Each OFFEROR must carefulfy examine the Request for Pi'oposal and all addenda. If any OFFEROR (a)
finds any discrepancies, omissions or ambiguities in the RFP docbiments, (b) is unceitain  as to the intent or
meaning of any provision of the reqciest for Proposal, or (c) has any question  regarding  the Request for
Proposal, the OFFEROR must promptly notify GPA in writing no latei- than (4) foui' woi-king days prior to tlie
closing date of this RFP thereof ii'i writing at the address specified for sbibmission of pi'oposals.  Replies to
such notices may be made in the form of addenda, which will be issued simultaneously  to all prospective
OFFERORS.  GPA fuither  reserves t)'ie right to respond to any and all inquiries to Lhis RFP, as any
amendments  issbied may impact  the project  completion schedrile.

ALTERNATE  PROPOSALS

GPA reserves the right to withhold its al:iproval of any or all alternates proposed by OFFERORS and to deny
any or all reqaests  for such approvals.

MODIFICATION  OR WITHDRAWAL  OF PROPOSALS

An OFFEROR  may modify or witlidraw  its proposal by wi-itten request, provided  that the request  is received
by GPA at the address indicated and prior to the time specified For tiie sbibmission of proposals.  Any
proposms or subinittals  received after the time and date set for receipt of proposals  or scibmittals will be
considered late. No late modification  oi' withdi-awal will be corisidered  iinless  received ):iefore the date of
opening. Following  withdrawal  of its proposal, an OFFEROR may aibmit  a new proposal,  provided the new
proposal is received by GPA prior to the time specified for tlie submission  of proposals.  T)iere shall be no
modifications  or witlidi-awals  after the opening date.

GPA may modify any provision of the Reqeiest for Proposal at any time pi'ior to the time specified for the
sbibmission or proposals.  Such modifications  n'iay be made in the foi-m of addenda, wl"iich will be issued
simultaneocisly  to all OFFERORS.

Any addenda  issued will be mailed to all OFFERORS  in duplicate. OFFEROR  shall acknowledge  receipt  of
same by his signatcire on copy, which is to be returned to OWNER. The other copy shall accompany  the
proposal  or s;.ibmittal. Acknowledgement  may also be made in writing or by telex or telegram.

Negligence on the part of the OFFEROR  in preparing the proposal confei's no right for the withdrawal  of the
proposa) afteo' it has been opened.

COMPLETE  PROPOSALS

OFFERORS  are requested  to submit  proposals,  which are complete  and unambigcious  without  the need for
additional exalanation  or information.  GPA may make a final determination  as to whetl'ier a proposal is

acceptable o- ui'iacceptable solely on the basis of tl'ie proposal as submitted, and proceed with PI-OPOSEII
evalciation withocit requesting furtlier  infoi-mation from any OFFEROR.  GPA may, in its sole discretion,
reqciest fi-om OFFERORS  additional  information clai'ifying or scipplementing,  but not basically c)'ianging any
proposal as submitted.

All Proposals  shall remain the property  of GPA.
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Time for Acceptance: All submittals sl'iall be valid for 60 days from date of RFP opening.

Completion [)ate: OFFEROR sl"iall i'ealize tliat satisfactory completion of this work within the period shown

on the Contract forn'i is a critical requiren'ient. Failure to do so n'iay cause the imposition of liquidated
damages  as specified  thei-ein.

I.IO  POST.PROPOSALMEETING

After the recei):it of proposals, GPA may request additioi'ial information  over the telephoi'ie or in individual

meetings wiU-. selected OFFERORS to clai'ify arid discuss their proposals. Failure by ari OFFEROR  to attend
such requested meeting(s)  shall be cause for disqualification.

GPA reserves the right to request clarifications from only those OFFERORS  whom it deems in its best
interest.

All clarifications  shall be documented  by OFFERORS  as addenda to the submittals.

1.11 PROPOSALINCONSISTENCIES

Any provisions  in the proposal  which are inconsistent  with the provisions  of this Reqriest  for Proposal, unless

expressly  described  as being exce):itions or alternates, are deemed waived by the OFFERORS. In the event

the proposal is awarded to OFFEROR, any claiin of inconsistency  between the proposal and these RFP

documents  will be resolved  in favor  of these RFP docbiments binless otherwise  agreed to in writing by GPA.

1,12  SuBCONTRACTOR

If the OFFEROR  plans to enter into contracts  witii subcontractors  in oi-der to complete t)iis project, the

identification  and location of the possible subcontractors  wiUi a comprehensive  description of their offering

shall be submitted with the proposal  GPA reserves the i-ight to disapprove  any subcontractor,  or a
subcontractor's  offering pi-oposed by tlie OFFEROR. This right applies to the original submittal as well as

submittals  subsequent  to the original  proposal

1.13  SUBMITTALFORMAT

All i-esponses  to tliis  subject  RFP shall be wi-itten in the ENGLISH language.

The submittal inforn'iation shall be in 8-1/2 inch I:iy l1-inch  repoi't binders witli the covers identifying the

respectiveOFFEROR.  Lai-gesheetsoi-drawingsshallbeboundinthebindei-sothattheycanbeunfolded

foi' easy i-eview.

1.14  SIGNATURE

Tlie proposals  shall be signed by an official authorized to contractually  I:iind tlie OFFEROR. The pi-oposal

shall also provide tl'ie following information:
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Siqnatureon-'roposal:  OFFERORmustsignhisproposalcori-ectly.  lftl'ieproposalismadebyanindividbial,

his name and post  office address  must  be shown. lf made by a firn'i or partnersliip,  the nan'ie and post office

address of each n'iembei- of the firin or partnersl'iili n'iust be shown. If made by a corporation, the person
signing  the proposal  shall show  the name of the State or Tei'ritory  undei- the laws of which the corporation
was chartered,  also the names  and bcisiness  address  of its president,  seci-etary  and treasurer.

1,15  INQUIRIES

Prospective  OFFERORS  should  arldress  inquiries,  questions  or clarifications  in writing  to:
Jolin M. Benavente,  P.E.

General  Manager

Guam Power  Acit)ioi'ity

Gloria B. Nelson Pciblic Sei'vice  Bbiilding

688 Route 15

Mangilao,  Guam 96913

Atto:  Jamie Iynn  C. Pangelinan

Supply  Management  Administi'ator

GPA Prochiren'ient  Division

1S'. Floor, Room 101

Telephoi'ie  No: (67'l)  648-3054/3055

Facsimile: (67'i)  648-3165

En'iail: jpanqelinan@,qpa41wa.con'i

*Note:  Cut-Off  Date  for  Receipt  of  Questions  shall  be Thursday,  May  20, 2021 at 4:00  P,M,
lnqu!ries  received  after  the  deadline  shall  not  be entertained,
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12 GENERAL TERMS AND CONDITIONS

AUTHORITY

This Request For Prol'iosals (RFP) solicitation is issued subject to all of the provisions of the Gciam

Procbirement Act (Public Law 16-124) and the Gbiam Procbiremerit Regulations (copies are available for

inspecUon at the Guam Power Authority). The RFP requires all liaities involved in the preparation,
negotiation, (.etformance, or administration of contracts to actin good faith.

2.2 GENERAL INTENTION

Unless othervvise specified, it is t)ie declared and acknowledged intention and meaning of tl'iese General

Terms and Canditions-for the OFFEROR to provide the Guan'i Power Acithority with specified services.

2.3 ST ANDARDS FOR DETERMINATION  OF MOST QUALIFIED OFFEROR

In determining the most qualified OFFEROR, the Agency/Depaitnient  shall be guided by the following:

A. Theal:iility,capacityandskilloftheOFFERORtoperformtheworkspecified.
B. Whether the OFFEROR can peiform promptly or within tiie specified time.

C. Theqiialityofpeifori'nanceoftheOFFERORwithregamtoawardspreviouslymadetohim.
D. The preyious and existing compliance by the OFFEROR with laws and regulations relative to

pi-ocurement.

2.4 AWARD OR REJECTION OF PROPOSAL8

The right is reserved as the interest of the Gbiam Power A*itl'ioi'ity may require waiving any n'iinor informalities

or irregularities in proposals received. Tiie Guam Powei- Acithority i-esei-ves tl'ie i-ight and shall have the

prerogative to award, amend, or reject proposals in whole or in part. It is the policy of the Gciam Power

Authority to award proposals to OFFERORS duly authorized and licensed to conduct business in Ghiam.

GPA reSerVe:3 ti"ie right to award a Conti-act for the entire RFP scope or for subsets or the RFP scope to one,

none, or any OFFERORS.

Proposals will be opened privately, and GPA reseives the rigl'itto keep any or all proposals confidential.

A. Cancella':ion of So1icitation, Delays: GPA reserves the right to cancel or to wilhdi-aw  this RFP, to delay

determin.ition on this RFP, oi' to reject all sbibinittals or any individual submittal in whole or in pait at any

time prior to the final award. The reasons foi- the cancellation, delay or rejection sliall be made a part of

the project file and shall be available for public inspection.

After operiing, beit prioi' to award, all proposals may be rejected in whole orin pai-t whet"i the Procrirement

Authority or GPA deterinines in wi-iting that such actioi'i is ii"i the Tei-ritory's best interest for reasons

inclhiding  bbit not limited to:
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1) The supplies and services I:ieing procui'ed are no longer required:

2) Ambiguousorotheiwiseir'iadeqbiateSpecificationswei'epartofthesolicitation:

3) The solicitation did not provide consideration of all factors of significance to the Territory;

4) Price(s) exceed available funds and it woiild not be appropriate to adjust quantities to come witliin
available fbir'ids;

5) lnabiityoftheselectedOFFERORandGPAtosuccessfiillynegotiateconti'acttei-n'isforthescope
of services requested.

When a solicitation is cancelled or rejected prior to final award, no'tice of cancellation or rejection shall

be sent to all OFFERORS. The reasons for cancellation or rejection sha11 be n'iade a pait of the project

file and sqall I:ie available for public inspection.

B. Rejection of h'idividual Proposal oi' Submit(al: Any individual proposal oi- subinittal may be rejected in

whole or in part when in the bestinterest of the Acithority. Reasons for rejecting El proposal or sbibmittal
nclude bit  are not limited to:

1) OFFER()Risnoti'esponsive;

2) The proposal or submittal is non-i-esponsive as it does not conform in all respects to the RFP;

3) Theconstruction,sbipplyoi'serviceofferedintheproposalisunacceptablel'iyreasonofitsfailureto
meet the requirements of the specifications oi- techi'iical reqbiirements set forth in the RFP;

4) The proposal or submittal does not meet the reqciirements or criteria set forth in the RFP. Upon

request, unsuccessful OFFERORS shall be advised of the reasoi'is  for rejection.

Any or all prol:iosals or submittals will be rejected ifthere is reason to believe that collusion exists among

OFFERORS and no participants in such collrision will be considei-ed  in futui'e projects forthe same  work.

2,5 EXECUTION OF THE ORDER

The OFFEROR to whom the Order is awarded (tlie "successful OFFEROR") shall execrite and deliver to

GPA the Contr'act pi'ior to peiforming any services on GPA premises. A written notice will be issued to the

most successful OFFEROR indicating commencement  of tlie project.

Award of Cortract: The award of tlie Conti'act, if awai-ded,  will be to the most responsive OFFEROR whose

qualifications iridicate that award tliereto will be in the best interest of OWNER, and whose pi-oposal  shall

comply with -he reqbiirements of (he Contract Documents. In no case will the award be made until aft

necessary investigations have been made into tl'ie responsibility of the OFFEROR, and the OWNER is

satisfied that the OFFEROR is qualified to do the woi-k and t'ias the necess;i'y  eqeiipment to carry obit tlie

provisions or tl'ie Conti'act to the satisfaction or OWNER withii"i the time specified. OWNER may awarel

separate confi'acts foi- eacl'i project scope or foi' any combination of pi-oject  scope.

Execution of Contract: The individual, firin oi- corporation to wi'iich this Contract has been awarded shall sign

the necessarv agreement  entering into Contract with OWNER, and returi'i it to OWNER within ten (10) days

after date of awai'd.

Failure to Execute Conh'act: Failure on the pait of OFFEROR to execute tiie Conti-act as required will be jbist

cause for the annulinent  of the award. The award may then be made to the next most qualified OFFEROR

or the work i-e-advertised, as OWNER may elect.
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2,6 MODIFICATION  /ALTERATION

Aftei- the receipt and opening of proposals, and at its option, the Guam Power Autliority  may conduct
discussions  with tl-ie OFFEROR  wiio has subn'iitted a proposal  reasonably  susceptil'ile  of being selected for

award with the pcirpose of clarification to assbire full rinderstanding  and i'esponsiveness  to the Proposal
requirements.  OFFERORS  shall be accorded fair and eqcial treatment  with respect to any opportunity  for

discussion and revision to proposals and such revisions shall be permitted aftei- submission and prior to
award for the pui-pose of obtaining best and final offei-s. Iri conducting discussions, there shall be no
disclosbire of any information  derived from proposals si.ibmitted by competing  OFFERORS.

2.7 CONT ACT FOR CONTRACT  ADM!N)STRATION

If your firm receives  a contract  as a result  of this Proposal, designate El person whom we may contact for
prompt admiristi-ation,  showing:

NAME:

ADDRESS:

TITLE:

PHONE:

2,8 DETERMINATION  OF RESPONSIB!LITY  OF OFFEROR

The Guam Pciwer Authority  reserves  the rightto  secure from OFFERORS  information  necessary  to determine
whether or not they are responsible  and to determine  their responsibility  in accordance  with Section 2.3 of

the General Terms  and Conditions.

2,9 LIMIT ATIONS

This RFP does not commit  the Giiam Power Acithority to award a conti-act. to pay any costs incurred in the
prepai-ation of a pi-o):iosal by the OFFEROR  under this reqiiest,  or to procure a conti-act For services. The
Guam Powei- Abithority reserves  tl'ie right to reject any and all proposals  received under this request, to
negotiate with all qcialified sobirces, or to cancel tlie wl'iole oi- any part of this RFP at any time.

2,10 ACCEPTANCEOFPROPOSALCONTENTS

The contents  of the Proposal  of tlie sbiccessful firm will become contractual  obligations  if a contract  enshies.
Failcire of the successful  fii-m to accept  these obligations  will result  in a disqualification  of tt'ie Proposal.

2.11 CONTROL

T)-ie successful  OFFEROR  will cari'y ocit this assig+'iment under the direction and control  of the Gbian"i Power

Authority and/or his/tier  designee(s).
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2;12  REQUIRED  FORMS

All OFFERORS  are i-eqbiired to aibmit  ccii'rent alfidavits,  as reqbiired below.  Failure  to do so wili mean

disqualificatioi'i and rejection ofthe lii-oposal.

A. Major  Siiareholdei-s  Disclosure  Affldavit

B. Non-Collusion  Affidavit

C. No Gratciities  or Kickbacks  Afficlavit

D. Ethical  Standai-ds  Affidavit

E. Declai'ation  Re-Compliance  with u.s. DOL Wage Determination

F. Restriction  Agairist  Convicted  Sex Offenders

G. Exl'iibit  A

2,13  CONTRACTTERM

GPA and tlie CONSULTANT  agree this CONTRACT  will be for a one year  period  (12 months)  from the

date of award  of t)ie contract  with an optioi'i to extend  the conti-act  for four additional  one-year  periods,

sbibject to t)ie availal:iility  of funds, and n'iay, by n'ibitual written agreement,  t:ie renewed  at tlie same terms

and conditions for ;3dditional  periorls subject to availability of fi.inding.

2,14  JUSTIFICATION  OF DELAY

The OFFERCR  whois  awai'ded  the proposal  guarantees  tliattJie  sei'vices  will be completed  within  the agreed

bipon completion  date.  If, liowever,  the OFFEROR  cannot  comply  with tl'ie completion  i-eqciirement,  it is the

OFFEROR's  responsibility  to advise  the Guam  Power  Authoi-ity  in writing  explaining  tlie  cause and reasons

for the delay.

Section 6-10'i.09.l  of the Guam Procurement  Regulations,  "Liqbiidated  Damages",  will be in effect if the

OFFEROR  fails  to meet  the completion  reqbiiremei'it.

2,15  INVOICINGANDPAYMENTTERMS&CONDITIONS

All invoices  shallii'iclude  supporting  documents  (i.e. timesheets,  s)'iipping  iiwoices,  consumable  listings, etc.).

All supporting  doci.iments  must be reviewed  and approved  by tl'ie GPA Project  Manager  prior to invoice

submittals.  All invoices  will be paid net 30 days  fi'om the date the invoice  is receiver.l  at the GPA Accounting

Department.  Payinent  shall be made using a metliod  miitually  agreed  cipon by the Guam Power  Authorit

and the successfbil  OFFEROR.

2.16  TAXES

OFFEROR shall be liable for Guan'i Gi-oss Receilit Taxes and all other applicable ta:xes and duties. The
Griam Power  Acithority  shall have no tax liability  einder this order.  Specific  information  on taxes may be

obtained  fi-oq the Director  of Revenbie and Taxation.

GPA is a gcvei'riment  agency exempted  from all goverr'iment  taxes as stipulated  in the Guam Code

Annotated.
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2,17  LICENSING

OFFERORS  are i'en'iii'ided  thatthe  Gciam Power  Authority  will not considei-  for award any offer submitted  by

an OFFEROR  who has not  complied  with the Guam Licensing  Law by the tiine  of contract  signing. Specific

information  on licenses  may be obtained  From the Director  of Revei'uie  and Taxation.

2,18  COVENANTAGAINSTCONTINGENTFEES

The OFFEROR  wan-ants  that  he has not employed  any persori  to solicit  or secure  any resultant  conti'act  upon

agreement  For a coi'i'iinissioi'i,  perceritage,  brokerage,  or contingent  fee.  Bi-eacl'i of this vvarranty  shall give

the Guam Power  Aiithority  the riglit  to terminate  the Contractoi-,  or in its disci'etion  to dedi.ict  From the contract

price or consideration  tlie amount  of such commission,  percentage,  brokei-age,  or contingent  fees.  This

warranty  shall  not  apply to commission  payable  by contractors  cipon contracts  or sales  secured  or made

throbigh, bona  fide established  commercial  or selling agencies  maintained  by the Contractoi-  for the purpose

of securing  business.

2,19  ASSIGNMENTS

Conti'actor  ray  not assign this CONTRACT  or ar'iy seim becoming  due under the provisions  of this

CONTRACT  withobit  the pi-ioi- written  consent  of the Gciam Power  Authority.

2,20  EQUAL  EMPLOYMENT  OPPORTUNITY

Section  3.01 ofthe  Executive  Order  10C)35 dated Mai'ch 07, 1965 requiresthe  OFFEROR  notto  discriminate

against  an ernployee  or applicant  for employment  becacise of race, creed, color  or national  origin.  Tl"ie

OFFEROR  will take  affirmative  action  to ensbire that  applicants  are employed  and th.:'it employees  are treated

equally  dui-ing employment  without  i'egard  to race, creed, color  oi- national  origin.

2,21 AMERICAN  DISABILITIES  ACT

If reqciested, the OFFEROR must meet all ADA regulations and requirements.

2.22  PROHIBITION AGAINST GRATUITIES, KICKBACKS AND FAVORS TO THE TERRITORY

All OFFERORS  ai'e required  to subn'iit  a current  No Gratuities  of Kickbacks  Affidavit. Failure to do so will

mean disqcialification  and i'ejection  of the proposal.

P*irsuant  to GCA 5 section  5630 (c), this clause is conspicciously  set fortli to alei't all parties in t)iis

procurement  that  Guam Public  Law Title 5 §5630. Gratuities  and Kickbacks,  prohibits  against  gratuities,

kickbacks,  and favors  to the Territory.
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2,23 RESTRICTION AGAINST CONVICTED SEX OFFENDERS

AIIOFFERORSarerequiredtosubmitaccirrentRestrictionagainstSexOffendei-sAffidavit.  Failuretodoso

will mean disqualification and i-ejection ofthe proposal.

GCA 5 §5253(b) restricts the OFFEROR against employing convicted sex offenders from working at

Government of Guam venues. It states:

(l')) All contracts for services to agencies listed herein shall include the following provisions: (1) warranties

that no person providing services on behalf of the contractor has been convicted of a sex offense under the

provisions of Chapter 25 of Title 9 GCA or an offense as de'fined in Article 2 of Chapter 28, Title 9 GCA, or

an offense in another jurisdiction with, at a n'iir'iirnum, the same elen'ients as such offenses, or who is listed

on the Sex Offendei- Registi'y; and (2) that if any person )'iroviding sei-vices  on behalf of the contractoi' is

convicted oT a sex offense under the pi-ovisioi"is of Chaptei' 25 of 1-itle 9 GCA or an offense as defined in

Article 2 of Chapter 28, Title 9 GCA or ari offenr,e in anotl'ier jui-isdictioi'i with. at a ininimum, the same

elements as such offenses, oi'who is listed on the Sex Offender Registi'y, tliat  scich pei'son will be immediate1y

removed from woi-king at said agency arid that the administratoi- of said agency be informed of such within

twenty-four (24) hours of such conviction.

2.24 MAJOR SHAREHOLDERS  DISCLOSURE AND NON-COLLUSION

All OFFERORS are required to submit a current Major Shareholders Disclosure Affidavit as required below.

Failure to do so will mean disqualification and rejection of the proposal.

5 GCA §5233 (Title 5, Section 5233) states:

"Section 5233 Disclosure of Major Sharel'iolders. As a condition of submitting a bid or offer, any partnership,

sole proprietorship or corporation doing bcisiness with the Government of Guam shall scibmit an affidavit

executed uncer oath that lists the name and addi'ess  of any person who l'ias )ield more than ten percent

(1 0%) of the ohitstanding interest or shares in said paitnersliip,  sole propi-ietorship or corporation at any time

during the twelve (12) month period immediately I:irecedirig submission of a bid, or, that it is a not for profit

organization that qbialifies for tax exemption under tl-ie li"itemal  Reveni.ie  Code of the United States or tlie

Business Privilege Tax law of Guam, Title 12, Guam Code Annotated, Section 26203@. With the exception

of not for pi'ofit organizations, t)'ie affidavit shall contain the neimber of shai'es  or the percentage of all assets

of such partners)iip, sole proprietorship or corporatioi'i which have been held by eacli si.ich person during tJ'ie

twelve (12) i'rontli period. In addition, the affidavit sliall coi'itain the name and addi'ess  of any person who

has received or is entitled to receive a commission, gratuity or other compensation for procuring or assisting

in obtaining business related to 'U'ie bid or offer and shall also contain the amounts of any such commission,

gratuity or other compensation. The affidavit shall be open and available to the public for inspection and

copying."

If tl'ie affidavit is a copy, indicate t)ie RFP nbin'iber and wt'iere it is filed.

Affidavits must be signed within 60 days of the date tlie proposals  are dcie.
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2.25  NON-COLLUSION

All OFFERORS are i-equii-ed to saibmit a cui-rei-it Non-Collusion Affidavit.  Failrii-e to do so will mean

disqcialificatioq  and rejection  of the proposal.

2.26 ETHICAL  ST ANDARDS

All OFFERORS ai-e requii'ed to submit a curi-ent Etl'iical Standai-ds Affidavit.  Failure to do so will mean

disqualificatioq  arid rejection  of tl'ie proposal.

2,27 COMPLIANCE  WITH u,s,  DOL WAGE DETERMINATION

All OFFERORS  are i'equired to siibmit  a Declaration Re-Compliance  witli u.s. ool  Wage Determination.

Failcire to do so will mean disqcialification and rejection of the proliosal.
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FORM OF CONTRACT

CONTRACT  FOR TECHNICAL  AND PROFESSIONAL  SERVICES

THIS CONTRACT is made and entered into on the  day of   2021, by CONSULTANT  NAME, hereii'iafter called

the CO:'JSULTANT, anc the Gbian'i Power Authoi'ity, hereinaTter called GPA

GPA e'igages the CONSUITANT  to perform professional seivices for a project known and described as "Professional

Printing,  Mailing  and Processing  Services",  GPA-RFP--,  hereii'iaftercalled  the "Project".

RE=CIT  ALS

till-IEREAS, the Guain Power Authority (GPA), is apubliccorporation  of tl'ie Governmentof  Guam authorized toconductits  own

procuren'ient; and

WHEREAS, the GP/k strategic plan contains nqi(iatives to create a cumire based on ct.isiomer services excellence at the

Aulhori!y; and

WHEREAS, GPA seeks to enter into a comract  (or Professiorial  Printing,  Mailing  and Processing  Services  with a Consul(ant

wherein such services can be provided to the Ai.ithority ror the benefit o( its customei's, and

WHEREAS, the services to be rendered are of a special and temporary i'iature and are deterinii'ied to be in the best public

interest to be performed bnider contract by technical liersoni'iel olher than employees in the services rif GPA: and

NOW, THEREFORE, the Gt.iam Power Authority ai'id the Consriltant  for the consideratioi'is  set forth, agree as follows:

SECTION !.SERVICES  OF THE CONSULTANT

The CONSULTANT shall perform the following professional scrvices in accordai'ice with the degree of care and skill that a

registered professional in Guai'i-i worild exercise under similar conditions:

A. TheCONSULTANTst-iallprovidesei'vicesasdescribedinthedetailedscopeofworkprovidedirnheScopeofworkii-i
GPA-RFP-  -

B, TheCONSULTANThasassigned  asfheProjectManagerforthisComract.  Prior

written approval is required in the event the CONSUlTANT  needs it:i change (he Project Manager. The CONSULTANT

sl'iall subini( the qiialifications of the proposed substituted personnel to GPA for aliproval.

C, Tlie CONSUITANT  shall submit all firial docbiments n'i both hard copy ai'id electronic forinat  All documents shall be

Microsoft Office coinpatible  or nq an alleri'iate rorinat approved by GPA. Tlie so(tware version bised shall be coi'npafible

to current GPA stant:lards.

SECTION it-PER10D  OF SERViCE

GPA and the CONSULTANI  agree this CONTRACI-  will be effective con"in'iencinq . 2020 for a one year period (12

months) from the da(e of award of the contract  with an option to extend the contract  for focir additional one-year periods, subject

to the availability of funds, and may, by mutual written agreement, be renewed at the same terms ai'id conditions  for additional

periods subject to availabili(y O=i funding.

SECTION Ill - CONSULT  ANT'S COMPENSATION

A. The total compensation to Coi'isultant for sei'vices ii"i this CONTRACT is the It.ii'i'ip scim ot

a1iproved adjustinents
pli.is
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B. GPA shall pay the CONSULTANT  usii'ig a n'iethod muthially agreed upon by GPA ai-id the sciccessful  Offei'or.

SECTION  IV-CONSULT  ANT'S  ST  ATOS

Consultant AGREES that there shall be i'io employee benefits occurring from this Agreement. st.idi as:

Insurance  coverage  provirled  by GPA;

Participation  in the Government  of Gt.iam retirement  systei'i'i;

Acciimi.ilation  of vacation  or sick leave:

-r l"iere shall be no withholding  of ta:xes by GPA,

Tlial  itis  expressly  understood  and agreed iha(,in  the perforn'iance  of services  i.inder this Agreeinent,

CONSULTANT  and i(s employees  shall at all times act as independent  contrac(ors  with respect to

GPA. and l'lol as an employee  or agent of GPA. Further, it is expressly  tinderstood  and agreed by

ilie parties that notliing  contaii'ied  in this Agreemen(  shall be constrbied to create  a joint venture,

partnership,  associa(ion,  or otl'iei- affiliaiiori  or like relationship  is and shall i emain that ofindependent

patties  to a contractual  relationship  set Joi'th in this Agreement.

SECTION  V -  GUAM POWER  AUTHORITY'S  RESPONSIBILITIES

A. GPA shall designate  a Project  Manager  dciring the term oi tliis CONTRACT.  The Project  Manager  has the arithority  io

administer  t)iis CONTRACT  ai'id shall n'ioi'iitor con'ipliance  with all (ern'is and conditions  stated herein. All reqciesls  for

in(ormatioi'i  fi-om or a decision  by GPA on any aspect  of the work shall be directed  to the Projec(  Manager.

B. GPA shall revew  submiltals  by the CONSULTANT  arid provide proi'i'ipt responses  to questior'is  and rendering  of

decisioi-is, pertaining  ihereto, to minin'iize delays in the progress  of the CONSULTANT'S  work. GPA will keep the

CONSULTANT  advised  conceri"iing  lhe progress  of GPA's review of tlie woi'k. The CONSUITANT  agrees  tliat  GPA's

ii'ispection,  review, acceptance  or approval  of CONSUlTANT'S  work shall not relieve  COISISULTANT'S  responsibility

for errors  or omissions  ol the CONSUlTANT  orits  sub-consbillai'it(s).

SECTIONVI-INVOICING  ANDPAYMENTTERMS  &CONDITIONS

All Invoices sliall inclii:le  supporting  documents  (i.i:i.  timeshccts,  shipping invoices, consumablc  lis(ings).  All supporting

docui'nents  imist  be reviewed  and approved  by GPA Project  Manager  prior to invoice  subn'iittal  for cl'iarges. All invoices  will be

I:iaid NET 30 Days froin da(e invoice is received at the GPA Accocinting Departi'nei'it. Payi'nei-it sliall be made using a me(hod
mbi!ually agreed upon byt the Guain  Pov,ier Atithority  and the CONSULT'ANT.

SECTION  Vll-TERMINATION

GPA, at its sole discreton,  may tem'iii'iate  this CONTRACT  for coi'ivenience  or abandon ai'iy portion of the Project  for which

services have not been performed  by lhe CONSULTANT,  upon thirty (30) days written notice delivered  to CONSULTANT

personally,  via en'iail. or by certified  mail al the address  provided.

mmediately  after receivnig  siich notice, the CONSULTANT  shall disconiii'iiie  advancing  the services  bii'ider this CONTRACT

and prciceed to close said operations  ui'ider this CONTRACT.  The CONSULTANT  shall appraise  the services  it has coinpleted

and subinit  an appraisal  to GPA for evalriation.  GPA shall have the right to inspect  the CONSULTANI-'S  work to appraise  the

services  completed.

li'i tlie event of such termination  or abandonmei'it,  the CONSULTANT  shall be paid for services  peiformed  piior  to receiptof  said

no(ice of termination  including  reiinbuisable  expenses  then incei:red.

GPA shall n'iake final payn'iei'it  within  tl'iirty (30) days after the CONSULTANT  has delivered  the last of the partially  completed

iieins and (he final fee t-as been agteed  upon
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n (he event this CON 1-RAC('is  terminated, GPA shall have the option of completing the work, or entering into a CONTRACT
with another party for (h-i coinpletion  of the WOI k according to tl'ie provisioi'is and agreements  herein

SECTION Vlll-CHANGES

GPA may at any time, by wrilten order, make any changes or deletions in the services to be perforined hereui'ider. If si.ich

changes oi' deletions caiise ai'iinci'ease  or deci-easein  the cost of doing work under (his Agreement, or in 11"ie tii'ne required for

tliis performance, an eqciitable adjustment shall be made as agreed to by tl'ie parties and the Agreement  sliall be modified iii
writtng.accordingly.

SECTION IX-  ASSIGNMENT  OF AGREEMENT

Consultant inay not assign this Agreeineii(,  or any sum becomu'ig due to cii'ider tl-ie provisions of tl'iis Agreement, without the

prior writtei'i conseni  of t3PA

SECTIONX-FORCE  MAJEURE

Neither pat-ty shall be liable for any delay in meeting or failcire (o meet its obligations under this Agreement  due to a force

malecire.

SECTION XI .T  AXES

OFFERORshallbeliablsforGuamGrossReceiptTaxesandallotherapplicabletaxesai-idduties.  Gi.iainPower,%ithorityshall

have no tax liability cuaider this coritract. Specificinformation  oi'i taxes may be obtained froin tl'ie Director of the (suan'i  Department

of Reveni.ie and Taxalicn.

GPA is a government  agency exempted  fron'i ALL government  )axes as stipulated ii'i the Guam Code Annola(ed.

SECTION Xll -  NOTICES

Any i'iotice, demand or other docbnnei'it required or permitted (o t:ie delivered hereunder  shall be in wri(ing and may be delivered

personally (not toinclud;;  facsimile  transn'iission) or shall be deemed to be delivered when received postage prepaid, registei-ed
or certified mail, i'etcirn receipt i-eqiiested, addressed to the parties at their respective address as specified herein:

TC)
COPY:
FAX

Name and Address
If applicable, Name ai'id address
Fax nun'iber

TO:

AT1'N-

FAX:

Guam Power Authority
P O Box 29-? 7

Hagatna, Guam 96932-297-7

General Mai'iager

(671) 648-3165

SECTION Xlll -  GOVERNING  LAW

The validity of this Agreement and any of its terms or l'irovisions, as well as tlie rights and dt.ities of the ):iai'lies to this Agreement,
shall be governed by the laws of Gcian'i.

SECTION XIV - SUPPLEMENT  AL CONTRACT  PROVISIONS

The supplemental contract provisions to this CON1-RACT are attached hereto and incorporated  hereii"i by i-eference as if fully
set foith
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SECTION  XV-INDEMNIFICATION

-l-he CONSUL1'AN1-  shall indemnify  and hold GPA haii'i'iless  iron'i any claim, liability  or product  lia):iility, loss, damage,  demand,

cause of action or sui!, expense  or reasonable  fee of legal corinsel  arising out of or in coi'inection  with the goods or services  the
CONSULTANT  provides.

SECTION  XVI -  DISPUTES

All coi'iiroversies  between  GPA and the CONSULTANT  wliich arise under, or are by virtbie of this CONTRACT  and which are

not resalved by mbitual agreement  sl'iall be resolved under Gbiam Procuren'iei"it  Law and the Governinent  Claims Act, and

pcirsuant  to the laws of Guam.

SECTION  XVII -  RELEASE  OF INFORMATION

The CC)NSULTANT  shall not release  any information,  including  the contrac!  price; concei-ning  this project  or any pait thereofin

any fonh,ii'icluding  advei-iising,  news releases,  oi- professional  articles, withoutwrittei'i  permission  froin GPA.

SECTION  XVIII -  INSURANCE

l'he CONSUL1-AN1- shall not comn'ierice  work under this CON1'PAC1- until he has obtained  reasonable  insurance  for Auto

Lial'iility and Worker's Coml:iensation and Eml'iloyer's Iiability up to the statutory limits. The CONSULTANT shall maintain all
insurance  required durii'ig the course  of the work.

N WITNESS  WHERE(':)F, the parties hereto have executed this CONTRACT  tl'iis  day  2021.  The

CONSULTANT  warrants  that the person  who is signing this CONTRACT  on behalf  of the CONSUIT/INT  is authorized  to do so

and to execciie all other  docui'nents  necessaiy  !o carry oiit  the ierrns of this CONTRACT

Ofieror

Title

Company  Name

Federa 1.D. No. /Social  Security  No.

JOHN M. BENAVENTE  P.E.

GENERAL  MANAGER

GUAM POWER  AUTHORITY
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I4  SOLIC!TATION AND TECHNICAL  RE.QUIREMENTS

Guam  Power  Authority

Professional  Printing,  Mailing  and Processing  Services

General:

Established  in '1968, Guam  Power  Authority  (GPA) is a public  corporation  and an enterprise  fund of the Government

of Guam.  GPA's goveri'iing  board is the Consolidated  Commission  on Utilities  (CCU) consisting  of five elected

COmml 3S:0nel-S.

GPA 1:i-ovides electi-ic services to the island of Geiam with 48,000 customer connections.

Oui- Bi ling section is responsible  foi' preparing  appi'oximately  48,000 bills per month  for prii'it and mailing.  The

meter  reading and billing processes  are divided  into 30 cycles  with approxin'iately 1800 bills per cycle. A bill print
file is .:irocessed and printed based on a set schedule  of the cycle. Please note that multiple  cycle can be

processed  in a day.

In addition,  the Consolidated  Commission  on Utilities  oversights  Guai'i'i Water  Authority  (GWA). GWA  provide  watei-

and waste  ti'eatment  ta the island of Guam.

GWA has 48,000 cbistomers. If the bbisiness relationshil'i is successful, GPA has the right to extend the RFP to Gbiam
Water  norks.

Ccirrent  Customer  Information  System:

GPA recently  converted  our billing system  to Oracle's  Customei-  Care and Billing (CC&B)  S/2.6.'l. Oracle  Customer

Self Sei'vice with Oracle  i'eplaced  ocir current  web based customei-  self-sei'vice  system.  T)'iis allows  customers  to

easily view the bills and n'iake payments  onlii'ie.

Purpose:

Guam Power  Authority  is seeking  proposals  from qualified  vendors  who can provide  dynan'iic  bill design,  processing,

print, Tinishii'ig, mail, insei-tion, and electi'onic  archiving  of customer  bi11s from Oracle's  Customer  Care & Billing

(CC&B)  solution.  Guidelines  with industi'y  standards  and best practice  need to be considerecl  wlien  vorking  witli

GPA and the bill refornat.

Scope  ofWork:

The fol1owing is an overview  of the major  requirements/specifications  in which Gbiam Power  Authority  (GPA) is

interested  and provides  explanatory  information  regarding  items wit)iiri  the SOW.

A. Commi.micatiori  - This area covers  the methods  of data transfer  from GPA to the vendoi-.  You should

indicate all methods  of data transfer  suppoited  and the recoinmended  method  for transferring  data. If tiie

data mbist be delivei-ed in a manual  or non-electi'onic  n'ianner, please describe  the inethod,  delivery,

turnaround  tine  frame,  additional  costs,  etc.
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B.  - This item addi-esses  the security  methods  employed  by tl'ie vendoi'  to assbire that  transfei-  of
GPA customer  data and data pi-ocessing  is secui-e.  This sliocild also cover  the finished  products  and its
electi'onic  and )':ihysical disti'ibbition.  All enci-yption  software,  procedures,  secured  lines, etc. shobild be listed.

C. Bill Forrnat  Software  - Guam Powei' Aciti'iority is looking  to provide  a flexiii1e-billing  format  to suppoit
nuiltiple  metered  and non-metered  sei'vices.  It is the intei'it  of GPA to have tt'ie vendor  format  the billing
statement  from tt'ie provided  layobit, utilizing  proveii  software.

C. Electronic  A.rchive  - Guam Power  Autl"ioi-ity is interested  in obtaining  an electi'onic  ai'cliive  of the bill and
other docun'ients  sent to its customers  to facilitate  better Customer  Service.  1-his archive  will need to be
available  dii'ectly  after the bill extr:ict  is processed  and repi-esent  a ti'bie ii'nage of the bill or other document
to its Custoi'ner  Service  Representatives.  The following  will be reqciired  for the electronic  arc)'iived data:

1. Electronic  bill shobild be available  via GPA Customer  Website  Integration  or Mobile  APP and
indexed  I:iy customer  number  and billing date/month/yeai-  via a secure  webpage  link.

2. EIectronicbillarchivedatashouldbekeptfornomorethan2yearsfromdataofbillprintto

electronic  conversion.

3. Bill archive data should also be available to GPA via an external secured access l':iortal indexed by
custoiner  number  ai'id billii'ig date/monti"i/year.

4. All electronic  data shocild be storecl in a secbire hosted  environmentin  the United States or related
territories.  Access  to sucl'i data is to be limited to GPA and vendor.

E. Internet  Email  Delaivery  or Notification  of Bill - Gbian'i I)owei'  Authoi-ity  is intei-ested  in the ability  to

noti$ the customer that a liill is available via email. The internet accessible )':iill n'iust be generated 'in a
format  that  represents  the ti'cie image  of the bill, as well as not require  special  soflvvare licensing  on the
client  This  ti-i-ie image  mcist represent  charts  and graphs,  logos and graphics,  fonts. etc.

F. Duplicate  Bill - This ai'ea addresses  tlie ease and method of duplicate  bill delivety  at GPA's or the
customer's  request.

Return/Unde.iverable  Bill

Describe  hovi  retui-n oi- undeliverable  bills are addressed  and notification  to GPA of such.

G, Special  Handling/Pull  Bill  - This section  deals  witl'i tlie ease with which  the vendor  can hand1e special
requests,  particbilarly  whether  the vendor  can pull a bill electi-onically  or whether  the vendor  needs  to rely on
n'i.:inual methods.

H. This area deals with tl'ie flexibility  ai'id Teatbires of yobir printers. As GPA starts to offer more
services,  it may be necessaiy  to citilize different  papei' sizes arid paper  stocks.

1. Finishers/Insertion  Eqciipment-  This section  addi'esses  the featcires  available  on yohir finishing/insertion
eqciipment.

J.  - GP A wants  the best value  as well as present  a host  of delivery  options  to its customers.  P1ease

alSO !nclude !f 10Cal I)l'!nt!ng and ma!l!ng W!11 5e available.

K. PaperlEnvelope  - GPA worild  like to binderstand  your processes,  procedbires  and pricing regarding  paper
inventory  and envelopes.  Include  yocir inventory  plan foi' GPA stock.

L. Processing  Window  - GPA needs  to einderstai'id  tlie deadlines  and turnaroiind  times  between  delivei-y of
the bill print  Vie, printing,  and mailing  to oui- customers.
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Delivery  Receipt  Timeframe

GPA would  li<e to ki'iow  the timeframe  of mailing  of bills to customers  from delivery  to actual  receipt.

M. Disaster  Recovery  Plan - Answering  questions  witliin  this section  will EIIIOW GPA to discover  your

processes  ard  pi'ocedbires  in regai-ds  to Disaster  Recovei-y Ell1Cl backcip pi-ocesses.

N.  - Describe  yobir balancing  arid quality assi.irance  processes.  I-low do you detei-mine  that

evei'y bill ti'arsmitted  for pi-ocessing  is woi-ked ai'id data printed  is accurate?

Service Levei Resl'ionse Time

Describe  the process  and timeframe  of responding  to issues  and i-esoliitions.

0, Archival  and Retrieval  Processing

P, Printing  and Processing  of Disconnection  Notices

Q. Other  Services  - Desci'ibe  any othei- services  yoci may ofl'er which  may benefit  GPA.

ADDITIONAL  REQUESTS:

*  Each Proponent  must  complete  Exhibit  A.

*  Copies  of bill samples  in Ex)iibit  B.
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5,0: RFP EVALUATION  CRITERIA

A comn'iittee  will coi'ivene  after  the deadline  for receipt  of sci):iinittals to evaluate  the respondents'  qualifications  based
on bbit not limited  to the following  criteria:

Criteria Points i Weight
Experience  of the firm in this type  of service  and ritility scale. io I 25%
Quality of approach  and methodology  tliat demoi'isti-a'tes an
undei'standing  ofthe  requirements.

10 25oA

Quality,  extent  arid relevance  of Proponent's  staff/experience  it'i
condcicting  service(s)  and utility scala. ___

10 25%

_O_v__ei-_a_ll_1'i_7es__e.nt_a__tio_i'i__(Q__u___ality_____of_s_u_b.n_i__, professionalism, etc.) 10 : al5o/o
References 10 10o/o

A team composing  of five (5) members  will be chosen  by tt'ie Authoi-ity  to evaluate  the proposals  based  on the above
criteria. Each team membei-  will rank each OFFEROR  based on poii'its received  from the total weighted  criteria. A
final ranking  will be determii'ied  by consolidating  tlie team members'  ranking.



Page 26 of 59

i APPENDIX A MAJOR SHAREHOLDERS DISCLOSURE AFFIDAVIT
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MAJOR  8HAREHOLDERS  DISCLOSURE  AFFIDAVIT

TERRITORY  OF GUAM

liAGATNA,  GUAM

, il'ie endersigi'ied,

(paririer  or cfficer  of  the company  of, etc.)

duly sworn, depose  anc say'

beuig first

1. 'rhat tlie perscns who have held inore than ten percei'it ( lO'!/o) of tfie com1:iany's shares duru'ig the past twelve
months are as follows.

Name Address
Peiccntaqe  of

Shaies  Held

Total Number  of Shares:

2. Persons  who have received  or are entitled  )o receive  a commissioi'i,  gratuity  or other compensation  for procuring  oi'

assisting  in obtainuig  beisii'iess related to tlie bid/rfp for whicli  this Affidavit  is subn"iitted aie as follows:

Name Address
Amount  of Commission  Gratuity

or Other  Compensation

Further, affiani  sayetli  i-iabiglit.

Date'

Signature  of individual  if bidder/offeror  is a sole proprietorship

Parlnei-, if the bidder is a partnersl'iip  Officer, if the bidder is a

corporation.

Subsciibed  and swoi i'i to beforci ine this  day of 20

Notary  Public

n and loi the Ten'itory  of Gciam

My Commission  expires:
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NON.COLLUSION  AFFIDAVIT

TERR.TORY  OF GUAM

HAGATNA,  GUAM

I, , first being dcily sworn, depose  and say:

(Nai'i'ie  of Declarant)

That  I am the

(-l-itle)

of t)'ie

(Nan'ie of Bidding/RFP  Coinpany)

That in making  the foregoing  proposal  or bid, that such proposal  or bid is genuine  and not collbisive or sham,

that said bidder/offeror  has riot colliided,  conspired  oi- agreed,  directly  or indirectly,  with any bidder  or person,

to put in a sharn or to refrain  from bidding or sbibn'iitting a pi-oposal and lias  i"iot in any n'ianner, directly  or

indirectly,  sought  by agreement  or collusion,  oi- communication  or conference,  witl'i any person,  to fix the bid

price of affiant  or any other  bidder,  or to secui-e any overhead,  project  oi- cost  element  of said bid price, or of

that of any biddei-, or to secure  any advantage  against  the GUAM  POWER  AUTI-10RITY  or any person

intei-ested in the proliosed conti"act; and
That  all statements  in said proposal  or bid are ti-bie.

This affidavit  is made in con'iplmnce with 2 Griam  Administi'ative  Reiles and Regulations  §3'l26(b).

(Declai-ant)

Subsci-ibed  and sworn  to befoi-e me this day of , 20

Notary  Pulslic

In and foi' the Tei-ritory  of Guam

My commission  expires:
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NO GRATUITIES  OR KICKBACKS  AFFIDAVIT

AFFIDAVIT

(Offeror)

TERRITORY  OF GUAM

HAGATNA,  GUAM

, being first  duly swot'n, deposes  and says:

As tlie  duly abithorized  representative  of the Offeror,  that neither  I noi- of the Offei-or's  officei-s, i-epresentaUves,

agents,  subconti'actors,  or employees  has or have offei-ed. given oi- agi-eed to give any govemmei"it  of Guam

einployee  or 'formei' employee,  any payment,  gift, kickback.  gratbiity oi- offer of employment  in connection  witl'i

Offero)s  pi-oposal.

Signature  of Individual  iT Offeror  is a Sole Proprietorship;

Partner,  if the Offeror  is a Partnership;

Officer,  if the Offeror  is a Corporation

SUBCRIBED  AND SWORN  to before  me this day of , 20

Notary Put:ilic

li'i and for the Teri'itory  of Ghian'i

% COmln!SS!011 expii-es'.
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ETHICAL  ST ANDARDS  AFFIDAVIT

AFFIDAVIT

(Offei-or)

TERRTORY  OF GUAM

HAGATNA, GUAM

, being first ckily sworn, deposes and says:

Thatl  am (the Sole Proprietor, a Partner  or Officer  of the Offeror)

That Offeror making the foregoing  Proposal, that neither he or nor of the Offeror's  officers, representatives,  agents,

subcontractors,  or employees  of the Offeror have knowingly  influenced any government  of Guam employee  to

breach any of the ethical standards  set foilh in 5 GCA Chapter 5 Aiticle 11, and promises  that neither he nor any

officer, representative,  agent, subcontractor,  or employee  of Offeror wiil knowingly  influence  any government  of

Guam employee  to breach any ethical  standard set for in 5 GCA Chapter  5 Article 31.

Signature  of Individcial if Offeror is a Sole Pi'oprietorsliip;

Partner,  if the Offeror is a Partnershaip;

Officer, if the Offeror is a Corporation

SUBCRIBED  AND SWORN to before me this day of , 20

Notary Public
n and for the Territory  of Guam

My commission  expires:
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DECLARATION  BE-COMPL)ANCE  WITH u.s.  DOL WAGE DETERMINATION

Piocurement  No.'

Name of Offeror Coi'npany.

pei'ialty of perjcii'y:
hereby ceUifies under

(1) Thatlam (theofferor.apar(neroftlieofferor,anof{ceroftlieoF(eror)making(hebidor
l)I'OI)OSEII Ill the foregoing identified proctiremen(,

(2) Thatl  have read and binderstand the provisioris of 5 GCA § 5801 and § 5802 whict'i read:

§ 5801. Wage Determination  Established.

In such cases where tlie govei-nn'ien( of Guam ci-iters into contrac(ual arrangements  with a sole proprietorship,

a partnership or a corporation ('comractor')  for t)ie provision of a senice  to the government  of Guam, and in such

cases where the con(i'actor employs a person(s) whose peirpose, ii'i whole or ii'i I:iai t, is tlie direct deliveiy of seivice
contracted by ':he government  of Guan'i, then the contiactor  shall pay such employee(s)  in accordance with the Wage

Determination for Guam ai'id (he Nortlien'i Mariai'ia Islands issried and promulgated by ilie U.S. Dcparbnei'it  of Labor

for such labor as is en'iployed in the direct delivei'y of contract deliverables  to (he governn"ient of Gtiam.

The Wage [)etermination  inost recen(ly issued by the u.s. Depar(n'ient of Labor at the time a contract is

awarded (o a contrac(or by the governineni  of Guam shall be cised to determii'ie wages, which shall be paid to

employees pursuant to this Article. Shorild any contrac( contain a renewal clarise, then at the time of renewal

adji.is(mems, there shall be n'iade stipcilations containetJ in tliat comract  for applying tl'ie Wage Determination, as

reqi.iired by this /krlicle, so that the Wage Deterinination  pi'omulgaled by tl'ie U S. Department  of Labor on a date

mos( recent to the iei'iewal date shall apply.

§ 5802. Benefits.

In addii on to the Wage Deteri'i'iit'iation detailed n-i tl"us Article, any conii'act to which !l'iis Article applies s)ial

also contain provisions tnanda!ing  health and similar benefits for employees covered by this Article, such benefits

l'iaving a mii'iin'ibnn value as detailed in the Wage Deteimination issued and promt.ilgaied by the u.s. Department of

Labor, and shall contain provisions  guaranteeing  a miniinum of ten (10) paid holidays per annrim per employee.

(3) That the offeror is in Full compliai'icc  with 5 GCA § 5801 and § 5802, as may be applicable to the procciren'iei'it referenced

l'ierein:

(4) T hatl have attached the most recent wage detei-n'iination applicable to Guam issued by the u.s. Depar(ment  of Labor.

Signature of Individbial if Proposer is a Sole Proprietorsl-iip;

Par(ner, if the Proposer is a Parti'iership

Officer, if the Proposer is a Coi'poration

SUBCRIBED AND SWORN to before ine this day of , 2021 .

Notary Peiblic

In ai'id for the Territory of (3uam

My Commission Expires:
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GUAM  POWER  AUTHORITY
qrustoA'r  }LEKTRESEDAT  GUAHAN

P.O.BOX  2977  - hqaA"rRa,  GUAM  U.S.A.  96932-2977

SPEC)AL  PROViS10NS

Restriction  Against  Sex Offenders  Employed  by Service  Providers  to

Government  of Guam  from  Working  on Government  of Guam  Property

GCA 5 §5253(b)  resti'icts  the OFFEROR  against  einploying  convicted  sex offenelei's  from workii'ig  at Government  of

Guam  venues. It states:

(b) All contracts  for services  to agencies  listed hei'ein shall include  the following  provisioi-is:  (1 ) warranties  that  no

person  providing  sei'vices  on behalf  of the contractor  has been coi'ivicted  of a sex offense  under  the provisions  of

Chapter  25 of Title 9 GCA  oi' an offense  as defined in Ai-ticle 2 of Chapter  28, Title 9 GCA, or an offense  in another

jui-isdi:tion  with, at a miniinuin,  the same  elements  as sucli  offenses,  or who is listed on the Sex Offender  Registry;

and (2) that if any person  providing  services  on behalT of the contractor  is convicted  of a sex offense  under  the

provisions  of Chapter  25 of Title 9 GCA or an offense  as defii"ied in Artic1e 2 of Chapter  28, Title 9 GCA or an

offense  in another  jui-isdiction  with, at a minimum,  the same elements  as such offenses,  or who is listed on the Sex

Offendei'  Registiy,  that  such person  will be iinmediately  removed  froin working  at said agency  and that  the

administi'ator  of said agency  be informed  of such within twenty-fobii'  (24) hours  of such conviction.

Signature  or' Biddei-  Date

Proposer,  if an individual;

P,:'iitner, if a partnership;

Ot'ficer. if a corpoi-ation.

SUBCRIBED  AND  SWORN  to before  me this day of , 20

Notary  Pbil:ilic

In and for the Territory  of Guai-n

My commission  expires:
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I MONTH  "- -
l...-.-- --"  7-""-"-'-Yn;R=-="-'-"'-J
l JANUA'-R';"-'- "'-""a-20i-0  -om

..,.....-._._.-.-.  ....--.  .. I

DATE CYCLES

January  3, 2020

Jai'iuary  7, 2020

January  10,  2020  !')iit)

..li.;t'ilJar}/  11,  2(.)2(1

laiiu.'ity  l.),  :)0.)C.)

Jani.iary  13,  2020

January  14,  2020

Jat-iuary  15,  2020  P yyi(j, +'MOR,l'lv:Q')

January  10,  2020  {' l;i'll,l"i/l  i. I

Jai'iuary  17,  2020

.lant.iai'y'l3  ,).0:)Cl

lanui:'y  l"), :)020

liillllrK"%  20, "020 f' J(ii'tjl'l  /Iff/?i":}'  KilaK]  =!a/)r'ty

Jariuary  21, 2020  ia '.'.l.

January  22, 2020  i'.'vi.l ... I':oti.i/1. i'(V!ll>

Jat'iiiary  23, 2020  l'('i{lal i.

January  24, 2020  !'tiitl,it  1"1-ylal8

.)Rm)a-')/2r.y+  )020

.lcirniii-'y  2(:i, 2020

Jani.iary  27, 2020  Pl'i/i I .

January  28, 2020  Pl1.il21 -

January  29, 2020  PlVl)

.lanciary  30, 2020

January  31, 2020
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i ' pONTH= ' .  ='  =YEAR-'77w--"j
I FEBRUARY
I .. ,,,, - ---  - -"----- "'-z'-025----'oaaa--'-"----1
DATE CYCLES

l"t"'bi u,;ry  1, 20:)D

i rl'iriiar,i  ,),)0.)O

February  3, 2020

February  4, 2020

Februai'y  5, 2020

rebruary  6, 2020

Febrbiary  7, 2020

fciiini,-iry  9, 2020

Felyruary  10,  2020

February  14,  2020  "r../l It)

F-cbru.=u'y 15,  2020

)-ebriiary  16,  2020

Fet:iruary  17,  2020  PiVl

February  18,  2020  "lvl1.)

Febrciary  21, 2020  :'l'vl

February  25, 2020

February  26, 2020

Febi-uary  27, 2020

Febrciary  28, 2020



i rviox:rhi S',': a.
l===-==  =  --=.-...-

'-.  ' :: . 4a '.:.:'-.'-.--'..rr-aa.-'--'  '  " m..

 MARC.H a

2020

DATE CYCLES

Marcli  1, 2020

iri'lai  cii =',  ;'  D.' t')

Marcl'i3,  2020

March  4, 2020

March  5, 2020

IVlarcli  6, 2020

l'./l.iict'i  -/, 70-)0

lvl Fl rt:)'i8,  ) 02 n

March  9, 2020

IS/larch 10,  2020

Marcl'i  11,  2020

March  12,  2020

Mai'cli  13,  2020

I"V'l (l r cl s Lil, .202D

Mai  cl'i :l.':1,  2(')20

Marcli  16,  2020

March  17,  2020

March  18,  2020

March  19,  2020

March  20, 2020

M.ii'cl'i  2:L, .2020

t'i.4iii di  ,2,2, 2020

Marcli  23, 2020

tV1arcl'i24,  2020

IVlarct'i  25, 2020

Marcli  26, 2020

March  27, 2020

IVl.ii t.la 2r2, )020

i'y/icinh  .'9,  202(1

Mai-ch  30, 2020

Mai-ch  31, 2020

(;iiorri t.:lisc'cnit.oi v tiru: Chtyrrxouri lferitugie i'icBi

i'la/' " ",  i 'i'." " ': .laa Fii )'i,i  aa IVI " ),l'l'  :.'  b, i o 1%,'i, ! ;  'ill!  / 1,  i .,1 3 i'), i y pyj ) ( )

l'Fj,"'il,i,,,l'-;'ly'z'l,"-li.i"i5  ,

11vil;]

l' iv) 'I !

I:IVII  ;l

l'h.rl I .)"i IVi'l 4'

La :'fl'.l.'+

11Vi l {..

l' I'XI 'I i.  i i'./i I z"a-

laiV) 'l a '5i M '  (',  rai'."l a' I
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MONTH  YEAR -"  -'l
I APRIL_-  ________ __________20_2_ ______O ...____.______... i
DATE CYCLES

Api-if  :L, 2020

April  1, 2020

April  3, 2020

jSpi'il  4, 2C)20

7ypril 'i,  X)20

April  6, 2020

April  7, 2020

April  8, 2020

April  9, 2020

/'ipril  10,  2020

./'4'>nl l'l,  )O)O

Al+ril 1.2, )(I,)O

April  13,  2020

April  14,  2020

April  15,  2020

April  16,  2020

April  17,  2020

.ial)xi-il l ;";, ,> ci) 0

;Spiil  l 9, a',a020

April  20, 2020

April  21, 2020

April  22, 2020

April  23, 2020

April  24, 2020

/Xpl')12.5,i'0)()

fvlii'il  :a6, 2020

April  2-/, 2020

Al:iril  28, 2020
April  29, 2020

April  30, 2018

iiji,,t  ?,,'l,,.y  ,ll{vl2.":,,  {vl ) , :l'i;!ii,I'i'/j:+'7.;-,  /l';-,l)it/l  );i,rttitl  ;t)

P l'='i.l  o,l'j'  ri,:'tl,  P fVl j  'i.
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I MONTH
I -

. YEAR

I M AY
I

2020

DATE CYCIES

May  1. 2020

May  A, 2020

IVlay  5, 2020

May  (i, 2020

May  7, 2020

May  8, 2020

M,ry  9, 2('12(1

May  11,  2020

May  12,  2020

May  13,  2020

May  :RI, 2020

May  15,  2020

IVlay  18,  2020

May  19,  2020

May  20,  2020

May  21,  2020

May  22,  2020

Mr.y  2.'l, x'D.'O

May  26,  2020

May  27,  2020

May  28,  2020

May  19,  2020

P it/) -: :', p :'v; -' i i;:Vl  :'  "i,l'l%"l/  : , lal'i/l ) il,l'h/l.'  /,  'i'i  '%l'a  l'.i: 4' ",i'l'vl.li:

l"i'tt'i")'li'llii"ii'i'iat/10.':t'i'V"ii'taali>i'."iO.':

I)Nll:)-(,'

l' M  :)j' ,l" M  i )i'S

("lvi:>q

I"I"/I .i C

Pi'fll.l

i) I s ij l (

('i'yl i ;,  l"l'.  i ;-

A7,"t'nor7tr/ ))alp

Pl'vi "-,l'  l'.i.'i  O, ('ivl  ). l
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I MONTH.."  .'-.-f - ---7:.-" "  - o)"..'ytAm-'---""a--'  --' ="'l
...-............._.....__....__............. ._. .__ _._..._......_........._ ... I

I JUNE
1..--..,,-.-

2020 I

DATE CYCLES

June  1,  2020

Jirne  3, 2020

June  4, 2020

June  5, 2020

June  8, 2020

June  9, 2020

June  12,  2020  PM(T",Pi.',tl;i

An-ie  1.3, 2(170

jcine  15,  2020  t'i\iiO')

June  16,  2020  Plioi'll)yl'ia;llii

.lune  17,  2020

June  19,  2020  (oiy'. 13,

iiiiie  j0,  2()20

June  24,  2020

June  26,  2020

Jui'ie  28,  2020

lune  29 2020

June  30,  2020

Page 44 of 59



Page 45 of 59

Q:CINTH  = .,, - ,: I '7-------'\iam":""""""""""""-'-"'---.,""'-""'-....-""""""T:'}

I JULY 26>-0 -*-=a---  [

DATE CYCLES

July  1, 2020

hily  !), 2020

Jiily  6, 2020

July  7, 2020

July  9, 2020  i'li..a:ri:'i

July  10,  2020

.luly  1.3, 2020

July  15,  2020  l'l'v

July  16,  2020

July  17,  2020

uly  19,  2020

July  20, 2020  PIS-iI

July  21, 2020  Guott'i  Liberution  Dmi

July  23, 2020

ull/  2(:i. 2(.)20

kily  28, 2020

kily  29, 2020

July  30, 2020
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MONTH  .'
"  'a' a  ' I II  I a  I a--   -  --l     -=-JZ'7:-M____""-c<s_J-.-='-'-,---,"  'l

AUG  UST 2020 ""-" -""'---o--l
DATE CYCIES

;ltigiis-.  I, 20:)(1

/'lu5uS-'  ;}, )O).0

Augus:  4, 2020

Acigus:5,  2020

Augusv  10,  2020  i'lVl(4i

August  11,  2020

August 12, 2020  i It/lO!i!'iVi[lR

August  13,  2020  I"IV)O'

Augusl  14,  2020  'l\/ll'.i

August  17,  2020  :4fiI

Augi.ist  18,  2020  i'ii.ti  l

August  19,  2020  i'h/:i:i,ilV.lii

August  20, 2020  !"!'.i1.1.

.r'iuBusl  2.2, 2020

August  26, 2020

August  27, 2020

Arigust  28, 2020
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..__-....-.,-,,..,.,,:,:,,,,.,:,,,-__,_,,, .1"   ' "-. "" ;'-YE-i"-'-'"-"""a-m
1----=  ----  ---  -=-.-.-.-.-...

B. .._s..tty.exsc.n..............iI 2020

DATE O'CLES

September  1,  202D

Septennlzer  3, 2020

Septen'iber  4, 2020

Septernber  9, 2020  l'i'l:i"l

September  10,  2020  PI;lO.',,)'iV)O(i

September  11,  2020

Stipfethberl3,  20pll

September  14,  2020

September  16,  2020

Septenber  17,  2020

Septer;'iber  23, 2020

Septernber  24, 2020

St'pternbei  2CI, 2€)20

S(21)(:elt1ber  27,  202(1

Septernber  28, 2020

Septei-nber  29,  2020

Septen'iber  30,  2020
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I '

-   ' -   ' -  "  - ' - -  -  - - "  -   -   ' -  ' -  "  - -  "  "  ' "'  """""  "  "  "  "  "   ""'  ""  ""  '-"'-   -  
--

,  ..  . o YEAR  ..  =  , 

i.. OCTOBER, - 2020

DATE CYCLES

October  2, 2020

0t'iiiii-"ir  3, 2020

Octol:i=r  5 2020

Octob=r  6, 2020

Octob=r  7, 2020

Octob=i-  8, 2020

Octob=r  9, 2020

CK.to).'i-;.r 'l ]., 2020

Octob'r  12,  2020

Octob=r  14,  2020  l'l'i/l :l

October  15,  2020  ['is;it

October  16,  2020

Oi-lriliei  '1.R, 2020

October  19,  2020

October  20, 2020

October  21,  2020

()ctober  22,  2020

October  23, 2020

October  26,  2020

October  28, 2020

October  29, 2020

October  30,  2020
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I 

I 4'  . -'-'YE-Ai'-"=.  TV-=-=  )

' NOVEMBERI .. ... -"-'-'-"-"------'-'-""-"""'-"""""""""""'i6i'6"---'i
DATE CYCLES

iSlt"+v<:iriL'ier '], 20:'0

Nuvtoi  it'ir'i-.2,.;!0:)0 AUI StMt/ .i) L'(15'

November  3. 2020

Novernber  4 2020

November  S. 2020

November  6. 2020

Novernber  9. 2020

ISlovember  10.  2020

November  12.  2020

November  13.  2020

Novcmbcor  'l/i.  2020

November  16.  2020

Noveinber  17.  2020

ISlovember  18.  20;).0

Noveinber  19.  2020

Novei'nl:ier  20.  2020

i'ilc'ivemlx'r  21 2020

Nnvei-iii.ier  22.  202(.1

November  23.  2020

November  24.  2020

November  25.  2020

November  27.  2020

November  30.  2020

'i '11)',

i'i,'ilO

l"l.-i  l'i

I =. l '

fa i .4 l ')

"'l  v'..iyi  I'lVI  J '.>

larzi I i:
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I - --' """'-'- "72"-"''-"-"'-"""'-'\aaEAR""""'a-' ' -".aoaaoaoj

i DECEMBER "'--""""a02:?5a-'a"  "'---'--i
DATE CYCLES

December  'l., 2020

Decernber 2, 2020 PM22,PM23,PM24,PM25,PM26,PM27,PM28,PM29,PM30

December  3, 2020

December  4, 2020

I)accihl>cr  "+, 2020

l')ecei-abcr  6, 20;'0

Decenber  7, 2020  ioi'im'iii'fs;l  l.i,l'R/In':

Dec.r=rrber 8, 2€)20 0h.rrLcirjli  of atr'iimjr>  t)oy

Diicethber  9, 2020  i":'-.oit.i'..

Decer-'iber  10,  2020

Decenber  11,  2020  i"i.ilO'./))ivl(:l:s

l'.)c't r'ribcir  li'!,  :)02.0

i.)e't't'riber  13,  .)O:)I)

December  14,  2020  !'i'-ril3'j

Decernber  15,  2020  Pl'i'ilf;,i'f'i/l:'  I

Dectmber  16,  2020

December  17,  2020  i-'f-

December  18,  2020  i'l.'ll.o:  i)la;/)l ;i

L)t'ctoi-i'ibci'  20, 202C')

f)ecei'nber  21, 2020  i'l' . {l 11/l "i ['-

Decei'nber  22, 2020

Decernber  24, 2020

I)cc.pmber  .)6, 2020

December  28, 2020

Decet-nber  29, 2020

December  30, 2020

December  31, 2020
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i EXHIBIT B - BILL SAMPLES
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Guam  Power  Authority
Aturidat  Ilektresedat  Guahan

MY  ENERGY  STATEMENT PO  BOX  7597

TAMUNING,  GU  96931  -7597

$321 .47 $0.00 $300  .-78 $0.00 $622.25

MONTH1Y  ENERGY  HISTOFIY

Register  your  resic'lenti.:it  account  at  myenergyguam.com

to view  yocir  energy  bisage.  For  GPA  EZ-Pay  by Phone,

1ilease  contacl.  647-5787/8/9.

02V14/2017  0200595i3

Billing  Period

01 / I8/20  17 - 02/1  4/20  17

71357.85 6!J838.48 1519  3-/ KlA/I-I

Statement  Item

Montl'ily  Cuskoiner  Charae
Eneigy  Cliarge  (First  50  kWh)
Enargy  Cliarge  (Over  500  kWl'i)
Fciel  Recovery  Charge
Emerqency  1/Vater-well/Wastel-Water  Clvirqe  (Over  500  kWl11

Quaiitity  x Rate

500  00 x $0.06955

ll.'o5lla9'.:3'77 yX too'.o'tos!':nos"51
1,OiD.37  x $0.00279

Currant  Period  Statement  Amorint

54 26

Amo  cint

l 5 00
34.78
88 55

159.61
2.84

300.78

:Arc.:auceotu"not CoOvVeerdryLleChsaurP],eeCrtellOleClmtSlllihet",l:T1e;l/dLlb.ecVoenlinZ:cdt.lEolnl:IJgfil{oAud(jfULSlrit?1TeelnitloClll:Lttse (LE/'(C) l'ate apl)rOVed b'y the PUG effeCtiVe F el'iruary I , 2017
'  Payment  in full  requiied  Plaase  disiegard  if payment  has  been  n'iade

Account  Nuinber:

2755400000

Due  Date: Total Ai'nount  Dcie:

Upon Receipt $622.25

An'iount  Enclosed:

GPO22017  RI Cat""""SINGLE-PIECE  96913
avmI-aVf<ytyplyi;r,yB
PO BOX  7597

TAMUNING,  GU 96931-759-{

lilllill1lill!tmtililllilill"lii1111I1illnnlltlililllllli)il

lllIlllIIIIIllllllllllIllllIllllllll1IlllllllllIllIl
485  275542473878

(3uam  Power  %ithority

.Aturiclffil  Ilektiesed&t  Guahan

p.o. [3ox  21868  Barrigada.  Gtiam

!-)6921-1868
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IMPORTANT  CUSTOMER  NNFORMATNON
Visit  our  Website  at  www.guampowerautl"iority.coin

GPWA  Customer  Service  Location  and  Busiriess  Hours

O!ljces ;tre o)x'n Mor'iday thru Fridtiy,  Satcii'rJa>i ;it GPWA Upper 1-cuiicii'i off'ice, closed c'in rlolidays. Biisnicss l'iours su)iject to chanclc

without  ncitice.  Payn-icii:s  tai'i  bt: mcicle  .:it variociiy  t-iriani.ial  instil.ri:ioi'is,  Guc-uri Watcrwoi-ks  /lcithoiily  ;ll'l(l  theTreasurcr  o(  (>ciam.

Gloria B. Ne.lson Public Service Bl(I(J.

688 Fioute  '15, Fadi;in  M;'it-ir)ilaci

7:00  am-.5:0 €) :)il't

Hagatna  Satellite  Office

IDoi Ju:hle  Shcipping  ( entpi'

P.i:00 am  ';:OO pm

GPWA  Up(xirTumon  Office

S721 i'ol. fl.4iii'u'ie Cor)is  Dr.,-{'an'itininr)

7:30 (lm o:OO pt'ni (:):00 ain-1:00  pi'i'i

EMERGENCY24-HOURSERVICE  Dispatcber:(671)475-1472/3/4

re',lai  eci.

in the origin<il  enetqy  slatemant  dS klie dcitt:  sticli paytnentis  t.li.ii:  (lit  additioncil  ili.:n'ge  cif./5':/o  of tlie  cin'i.>uiit  of sciid  stciteirienlsl'i.i

Wii=n  llSage On )/01Jr statcimeni  is Fstin'iated.  w(- tiy kO n=ad Yolll' metpr  ('a( It moi'illi,  bui irlOl 'iOrlX' ri'a'iOn WCa rai'inok,  '/Ol.lf ('nl'l(l

Moayint) or Startini)  Nevt Sei yiice. Pletrie  vibi(  11111' offirs  ilt  least lillo  hu:iii'itoaiai  days l'ii-(ore  inovinc)  oi sUu!inc) tWiAl :iervit.e.

lifa  Support  or Emergericy  Equipmerit.  Pliy.r-  contact  ('ustoi'ni-i  'iiarvi<i'i if tinyuni-living  in yoi.ii' htiinii  l!. cltil-it-nclent  i-in life suliport

or Gnlerg(!11C7 cquiliment.  Ilowcvei',  lye=tutse tinplanned  outtit)+'i  Ctlil  ,:lll(.1 chi t.ictaii, it is itnpi.iittint  IOI cu:itomers  on lilc support  to

inakc  alterni:itive  pliii'is shotild  tlici I:itAVi-'l gO <uit at tl-iyii hon'ic's.

vwvvguampowririiciihriiiiycomoi  ciillO.istomror.riervirri.

10 re pOl'f  111"'(J511 1-10(')l<klp".-7COl1 fle(':i"'-. 11S Or '.ill'ipe(  lP:.l Vv'l'Ot'l(:J <'lOing hi (.iP/'1(2111 [1 'lel  t1 lei'n.'i!  /\l.lClfr (.)fh(:e.

I-lotlii'ie  Nui-nlier:  c'i7 1 64t3 3199  oi tai-n;iil to  i=i rps(i'iigpi:igwa.con  i. All rt.'portt+  ai'c' ric.lcl in 'Jlict  confii:lc"i'ice.

Update  My  Information

Pre<rse<illow  1-jenergy-'itri(emenl  i)iclcJorc)irini)e:i  [oltilieetfec(.

Yotii Acoui'it  Nun'ibei' A( cou nt ) ll*l  tii ':'+ E mail :

( liirnge  my mailing  addn:ii=  to sliioi:l  iitRlreis/P()  Box'

(i  Ly 'iUt(VleT  ritoty' 711'

Ilomc  Phil-IC  No.: Wciik Phone Nu.. C ell P!ioi'ie'  :ilo.:

N;inie  of  Accoui'it  Iloldei At ' QlliT  €lOl(iet'S  All(hOl  :i!at!On  S!qntj[(If  e
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Guam  Power  Authority
Aturidat  Ilektresedat  Guahan

MY ENERGY STATEMENT POBOX8474
TAMUNING,  GU 96931-847  4

$244.60 $-244.60 $0.00 $238.94 $0.00 $238.94

MONTI-ILY  ENERGY  HISTORY

Registei' your  residential  account  at m'yenerg)/guam.COm

(o view your energy cisage. Foi' Gl)A EZ-Pay by Phone,
please contact  647-5787/8/9.

..na,'

02{14/2017  0200B50!'1
Billing  Period

01/1fV20l7  -02/14/2017
Stateinent  Itein

4440:2.94 4320 l 24 I 1,20  l 70  K',iVl'l  2ffi
Stateinentltem  Quai'itityxRate
Electric  Residentigil  Rate  - Scliedule  R

Ivlonthly (:Iuskomer Ctl'i5aorqeEnargy Charge kWh) 500  pO x §0 06955Enar(y Charge Over 500 IdlVl'i) 701./0  x :bO.08b87FLI(!I Recoverv Cheige '1201.70 x $0 105051

Current  Period  Statei'ne+it  Ai'norint

a

42 92

Amount

'15 00
34.78
60.96

126  24
1 .96

2 38.94

a' Fuel Reccvery Charge reflects the new Levelized Energy Adjustment Clatise  (LEAC)  rate apliroved  by Die PUC  effective  Feiiruary  1, 2017

Accoui'it  Numl:ier: Due  Date:

3728000000 03/07/2017 $238.9=1

GPO22017 R2 C2""""SINGLE-PIECE  96913

POBOX8474
T AMUNING,  GU 96931-8474

lffll%tltllfxlniinllillliiiliiinilliiliixuiiiliiiigunlilii

Illllllllllllllllllltllllllllllllllllllllllll)1111111111
485  3'72809D37898

GLlalTl POWO( Authority

zltctridat  Ilektiesed&t  Gualiai'i

p.o. Box 21868  Bai'rigada,  Guam
96921  -< 868
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!MPORTANT  CUSTOMER  INFORfVIATNON
Visit  our  Website  at www.guai'npoweraciti'iority.com

GPWA  Custoiner  Service  Location  and  Business  Hours

Offices  aie olx=ri  Mondtiy  tlirci  Frid,iy;  Satbmjay  at GPW,"  UpperTur'iori  <>lf'ct>, closetl  lull Ilolidays.  13iii,niess  ho(ll'S siibject  to cl'iange

withc+iit  iiol.icii.  l'aymtiri:  S Cdll  be Inl.:l(l(!  a t VNI'!IXI!i  l'in.iricial  iristilcil  itnis,  Guam  l/Va(ei  w<xks  Acithorily  lll'l(.1  tht:  Tri:iiscirci  of CI(I(ITII.

Gloria  B Nelson  Public  Service  [31dg.

(i88 I:.ot.ite '15, Fadi:in  tvl;niqil,'ici

7:00 arn-.S:00  pi'ii

Hagatria  Satellite  Office

I(')"i Jcil,ile  :ihopping  (enlt'r

)3:00 am  ';:OO pm

Gl"W/l  UpperTumon  Off'it.e

57;"1 N. Mi"irine  ( orps  I)i'., i.'imunincl

7:30  atl1 - 0'00  pffi  19:00  am - l '.00 pl"i1

aTl} leStl cte(l  tO Maaitei(.:iu'd  Otlly  (.oi'itiick  is kill )111 inquil  :(!') ill (11;tt.nlel'  ")ciVli'C-  Cilll  Ceillel  IG /l)  o i/  S /8//Fl/9  tr  (!n1il'll tri  .11 CuStoriterSfirSt(tt+gpagwal(onll

EMERGENCY24-HOURSERVICE  Dispatcher:(671)475-1472/3/4
Non-receip(  ok eneigy  st;ilcmrrit  (10@S not  Iircvent  yotii accotirit  hon'i Lx'c'i:in'iing dt:t  oi' payi'ilile.

in lln2 oricliiicil  enei t)>i stciteiiient  CDS 0ic clcil.e sucii pi.i)iinentib  ihici  (lit tiddilioiicil  (lli:1i+l(!  cilj5'Vo  of tl ic tiri iount  (.)l said 'lti  keinent 511(11

L.ife Scil-iport  or Emergcincy  Equipment.  PlPnsiy contt'it-t  (.ustomt-i  Siarviip if,myotir'  living  in yr;ur lionu'  i=. t.lc'pt-ndt-'nt rin life sttl:iport

oi eini=rgeticy  eclriipir'ieiit.  Nowcvcr,  bccacisi= unphuinecl  orit.tt)iyi  c,in t'uid do occcii.ik  is inipiuitcuik  ft.ir ciibtomt=rs  oii life scipliort  to

inake alti=rnatfvp  lilaii.s :j'iotiRl  tliel:iower  (lo eiiit at tlic'it liornc's

Hotlit'ie  Ntlml)el':  671 648-3199  01' ('mail  tO ia-rps@gpagwa.co+-n.  All 'epC)l'tS  all:  hC'!l(l ill  "-tliCt  conhde.ncc.

Update  My  Information

Please  a/!oiv  I -)  energy  srtift-mi:'tir  p)ic/c'i  for  diririi)c's  (o ttilis  ef(ea.

YO(11 Account  i'ilum)zei  : Ao  axn'it  llold  i 's Email:

Cllmlg(- tll9 IThlailing a(lllll'S! tO ailli'lal tldflt@S'i/P() BOX:

City ') l,t i l:/ I far ritot 'i  711).

Nt:irne  Flioi  l('  No.: Vi/cnk Pl'i(+i'i  hiu.. ('ell  Piiont-  'to.'

hhne  cf  Account  1101(IPI .Ai r oiink )-loliier s /ruthauzakion Sic)n.'ituii-
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Guam  Power  Authority
Aturidat  Ilektresedat  Guahan

MY ENERGY  STATEMENT PO BOX  5230
HAGATNA,  GU 96932-8660

$297.94 $-142.91 $155.03 $143.48 $298.51

B"
:,:

ffiJt-h..
:r.a!d :f. Hi a WN

k'ti
:# 'i

l,

*
W q>;.

k,' -,JJt-  ..
kl .":a.

) -J. t..

!!-41.!1:-, 4 w.

b' m
:q.

*" :':!,r;lk.'!..,;,%,Ha:J %.l,:a,,,,%@x,
l!!
>i
@

'F,!""-'f  'A'!!@  
7c  "  't-  i'i  ,.,.7!  "S  {!'( r.,'  _! Nlia4  i' %i  '  =  i
!a.. i. ,,:,,,jj;,  ;>li  ;  ,,  i, i .'.:i'r.'R;!

-Yl
'&j 9'u_.ffi

Accoui'it  rilumber 8177300000

' Priinary  Name W'W:!

8ervica  Locatio+i 130 GARDENIA  ST, DEDEDO

Bill Date: 02/17/2017

Due Date: Upon Receipt

!tRiv Oat Sr:p A.1!I .lul  Jun Mrty Apr  Mai  F(!I) .lon

MONTHLY  ENERGY  HISTORY

ENERGY

Drlnglng  energy  soltitions  to  you

Switdq  off  T\/s  stereos  and  otliei-

electrical  eqciil:iment  ratl"iei'  thai"i
leaving  tliein  oi"i standliy.

Reqister  yocii'  residential  account  at myenergyguam.com

to view  yocir  eriergy  cisage.  For GPA EZ-Pay by J)hone,

please  COntaCt  647-5787  /8/9.

02/14/2017  0200('i62(1
Billing  Period

01/IEV2017  - 02/14/2017

35420.-/6  34709.29  l 7114-7  KWhl  28
Stafememltetn  QuantltyXRa(e

Montl'ily  Customer  Charae
Ei-iergy Cl'iaige  (First  50 kWli)
Ei'iergy  Chaige  10ver  500 kWl'i)
Ftial Recovery  (;l'ienga
Emet'qenCy  Watei'-well/VVastervvatei'  Cl'iarqe (Over  500 I('lNh)

711 47 x S(l  10505'l

Ccirrent  Period  Statcinent  Amorint

25 41

Amount

'15 00
34 78
18 37
74.-/4

0.59

143.48

: A"FcuceoluRnei coolveer?LleChsauWJeecre, ftOlepl.tsnltheedllr:c etewdLl8ecvoenlinzeecdtl.EonneWrglIXoAudt\(sFtlnhieernntoC(llcseuse (LEAC) rate approved by the PUC effective February i 20'l7.'  Paytnent  in Full required.  Please  disregard  if payment  has beei'i  made.

- a"  I A 'li as i  Li ' I  r a an '  a "  "  "  a "  "  a ' T a c a -

Accorint  Number: Due  Date: Total  Ai'nocn'it  Due:

Upon Receipt $298.518177300000

Ai'i'iobint  Enclosed:

GPO22017  R3  C3""""SINGLE-PIECE  96913

PO  BOX  5230

HAGATNA,  GU  96932-8660

ltllltpj!"lHp%ll'Hl(II)t"tlplll!ttt'ttdl!l!ltltlt'llll

IllIllIIIIIIIIIIIIllllllllllllll[IIIIIIIIIIllIIIIIIIIII
485  817737247-/65

Guam POW("( Authority
Aturidht  IlekliesedAt  Griahan
l'a.O. [3ox 21868  Bariigada,  Guaia
gsgzi  -i  888
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NMPORTANT INFORMATNON
Visit  our  Website  at www.guampowerautf'iority.com

GPWA  Customer  Service  Location  and  Business  Hours

Offices  are  operi  (Vlonday  tmii  Fric'lay,  Satcirday  tit  GPW/'i  Up)"ier  Tuii'ioi'i  ol'ncc, clo=,ecl  cin I lolitJays.  IJll!i!rlCISS  l'iixirs  subject  to  chi'ir>ge

withcii.it  nc+1.ice. r>aymt-ri!s  can  i.ie mcide  at  variocis  {inai'icial  ii-istilriiions,  Gucitn  Wateiworks  MUt'iority  dl'l(l  thc  Treasurer  of  (iyiciin.

Gloria  B. Nelson  Ptiblic  Service  Bldg.

688  f:ot.ite  '15, Fadi;in  Manqil.:ici

7:00  arn  5:(10  -ii'i'i

)-lagatria  Satellite  Off'ice

R13 hllAl("'  c.it'iril'i(.+ing  ( Pl'llel'

)'i:00  ai'iq  i:OO pn'i

GPVIJA  Upper  1-umon  Office

'i781'-1. M;irine  C or1"is I)i'.,-i,'imuninc)

7::l0an'i  6'00prnl9:00.:im-1:00pin

By P+10l1e: C'iP/ll / Pil7 by Prollt!  ( I)nl(;(  I ((17 1 i (i/17 S787;8/9  7All.i GPM. /l(l  lOll1aled  Pay l)1,i l'llOl1e  11VtQ I :t55 977 )iiO.'  ;'4 holnS; M Obilti  AT.)I): !'liy  (IPWA

EMERGENCY24-HOURSERVICE  Dispatcher:(671)475-1472/3/4

in klie origincil  ericrtly  slii(iinicnt  rlS klic clite  biitli  (iasrnientis duci <in addi!ioniil  (ll(110(!  cil'./S91i  of tlie aniounk t:J baic'l skalemenl sl'ia

Wli=+i  usage  on  yoyy  slatt'-menl  is Estimated.  We try  lci i ead  ',10111 i'i'ieter  c.:icl'i moi'itl  s, l)(II  it Ic.ii' soi'nti  reasci'i  ssca cannot.,  yocu erit'ic))i

ccessible

Moyiriq  or  Startint)  New  Service.  Plet'i:;e  visit  O(lr offii:e  tu least  av<i liusiness  tliiys  l"islore  trioving  o1 it:irting  new  :ier'vice.

Lifci Supl'+ort  or Eincirgency  Erluipment.  Plpasio (ol1tllct  ( ustciiivi  Servicp if illlVOf11'  living iri your hoini" is clcpendt:int On lit[) su)il'+ort

!'O r("pOl t :11pc):il l'toOkllp:;/acOntail:'criont:  01' aill'il)C'( te(:l tl't'Of1CI CIOinCJ at Cil'-"l C tlli II-ie IIltel'l-till  /'11mlt C)fflCe.
Hotlii'ie  Ncii-nl:ier:  G71 648 3'l99  oi tm;iil  to ia  rps@igliagwa.corn.  All rc'ports  ar  helcl in strict  conficlencc.

Update  My  li'iformation

l"lecii<a arrow I-)  e{11!797 btri(enie'ni  cydcb for (/la)llyj(':i to (tiAe effr=c(

Yotu Atr.ountNun-ibei: Aci=xuitllolrlei'Jmiiil:

(li.uige  iny mailing  adclnis:  lu stniiil  iicltlre:ii/P(f)  Box:

Ci ty SLi(e/-l  crritot  'j  : 71i):

tloine  Fhonc  No.: 'i{'riik  Phone  t'lo : ('.1:!II Phoni  '-to.:

N;nnr: cfAccount  tloldri At-(Ollnt  l-lcilde('S 7tuthonza!ioii  Sicinatuie
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I EXHIBIT C - SAMPLE OUTGOING ENVELOPE





tri'



Sent: Friday,  April  16, 2021 2:13  PM

Cc: 'Jessie Rosario'  <iessie(Qgciguam.coin>,  John J.E. Kim <iekii'i"i(a2gBaiaqwa.com>
Tamra M Muna <tinuria@clpagw='i.coi"i'i>
Subject:  RE: GPA - 6 Month Extei"'ision  Price

Chris,

Good  day.  As per  oui- conversation,  \ive are preparing  to bring  the  additional6  month
extension  proposal  dated  April  ai4, 2021 before  the next  CCU  session  next  week  for
their approval.  A,s mentioned,  the additional  amendi'nent  to the  total  Purchase  Order
amount  requires  CCU  approval  before  we  can  move  forward  on amending  the current
PO. Hope  this  carifies  and  any  questions  let me know.

Regards,

Melvyn  Kwek

Information  Technology  Division
Guam  Power  Authority

Phone:  ai-671-648-:3al37

Fax: 1-671-648-3168

E-mail:  mkwek@gpagwa.com

Froin:  Chris  Biolchino  ji'nailto:Chris(':i2gciquaiiq.com'j
Sent:  Wednesday,  April  14,  2021 2:41 PM
To:  [elvyn  K. Kwek  <i'nkwek(Qgpaqwa.com>
Cc:  'Jessie  Rosario'  <jessie(a,gcigciatn.c.om>
Subject:  GPA  - 6 Month  Extension  Price

Dear  Melvyn,

Please  see  attached  proposal.  There  are a few  things  I'd like to explain  while  you are
reviewing  our  proposal.  The  price  for  trie  statement  printing  increased  8%. Tlie  rate  of
infla'.ion  2018  -  aurrent  reflects  an approximate  5% ii"icrease  and  the  additional  3% is
due  to paper  costs  wl"'iich is attributed  to be tt-ie lower  volume  as compared  to a longer
term  contract.  The  newsletter  went  up I 0% as a result  of iriflationary  conditions  and the
reduction  of volume.The  paper  tl"'iat is cised  for the newsletter  has  a much  more  volatile
price  which  is why  tt"ie increase  is inore  thai"'i that  of the  statemen  paper.  I was  able  to
negotiate  a freeze  on the pricing  with  oiir  PDF  hostii"'ig  partner  now  that  the  teri'n  is
longsr  and  with  ':he expectation  t)"'iat we  are in tt"ie position  to rebid  on the project.  There
couli:l  be an incr-;ase  ii"'i the hosting  costs  in the near  future  but  we  will  cross  that  bridge
when  we  get  there.



We  anticipate  that  if the  contract  is renewed  the  final  pricing  will  i'nost  likely  be the

original  negotiated  contracted  price  with  an increase  based  on  the  rate  of inflation

barring  any  unforeseen  circumstances.  We  anticipate  that  any  new  contracted  rate  will

be ess  than  the  6 i'nonth  rate  that  is included  in this  proposal.

Please  contact  me  if you  have  any  questions  or  concerns.

ai lii=.cni:nl  sias  :,ciu:iic-il  l)'l  iiit<icri:iii.icrDisclaii"i'ier  Notice:  Tlie  inforn'iation  contained  in this

coinnumication  is inCended  solely  for  the  hise of  tlie individrial  or entity  to whoin  it is addressed

and others autliorized  tci receive it. it may contain confidential  oi' ]egally IS)i'ivNeged information.
{f :YOLl are not tl'ie intended recil:iient  you are lierel'i)i notified  tl"iat ai'iy disclosui-e,  coliying,

distribution  or taking  ai'iy  action  in i-eliance  oii  tl'ie contents  of  tl'iis  ii'iformation  is sti-ictly

pi'ohibited  and n=ay  tie unlawFul.  Ifoyobi  liave  received  tl'iis  coi'ninunicatioi'i  in eri'oi',  please  notify

us immediate]y  by responding  to tl'iis  email  and then  delete  it froin  your  systen'i.  Gbiam  Power

Atitliority  is neitlier  liable  for tlie proper and c.oml:ilete  transmission  of the information  containecl
in this  coininunication  nor  for  any dela)i  in its receipt.

Tt'ii=  cmail  vilaS  :yC:'llllli"'!Cl  by  BiRiclai'ic)r':i-
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GUAM  POWER  AUTHORITY
ATURIDAT ii-ex-mt=seoAr  GUAHAN

P.O.BOX  2977 - hheAarQ4, GUAM  U.S.A.  96932-2977

May 27, 2021

AMENDMENT  NO.: I

TO

REQUEST FOR PROPOSAL NO.: RE-SOLICITATION GPA-RFP-2i.002

FOR

PROFESSIONAL PRINTING, MAILING,  AND PROCESSING  SERVICES RELATING  TO UTILITY
CUSTOMER  BILLING

Interested Fi at'ns/Individuals are hereby notified of the following inclusions  and response to inqriiries
received from Proponent  No.: 1 dated May 25, 2021 :

INCLUSIONS:

Under Exhibit A - 2020 Billing Cycle, incleide Pages 50(a) and 50(b) of 59 (see a(tached).

QUESTION:

1. Form of Contract - this is just an idea of what i) will look like? I don't have to include this to our
proposal?

ANSWER:

The Fonn of Contract  is a draft cor'itract wliich will be executed upon awam. Therefore,  it
is not required upon submission  of the Technical Proposal.

QUESTION:

2. Required forms - it s(ates that exhibit A is required in our proposal but when looking at exliibit
A in the bid packe) its only a list of your billing cycles and dates. Note sure what to do here?

ANSWER:

Kindly refer to INCLUSIONS  above.

All other Terms and Conditions  in the RFP package shall remain unchat'iged and in full force.

t==r JOHN M. BENAVENTE,  P.E.

(::-General  Manager
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GRAPHIC  CENTER

August  30, 2021

John  Benavente

Gbam  Power  Authority

Gloria  B. Nelson  Public  Service  Building

688  Route  15

Mangilao,  Guam  96913

Re: GPA-RFP-21-002  Printing,  Mailing,  Archival  and  Retrieval  processing  for  GPA  Statements

Dear  Mr.  Benavente,

Graphic  Center,  Inc. is formally  protesting  the  selection  of InfoSend,  Inc as the  best  qualified  offeror  for

the  Professional  Pi-inting,  Mailing  and Processing  Services  Relatirig  to Utility  Customer  Billing.

Section  2.3, subsection  A ofthe  RFQ (Standards  For Determination  of  Most  Qualified  Offer)  states  that

t.he most  qualified  offeror  has the  ability,  capacity  and  skill  to perform  the  work  specified.  Section  2.3,

suasection  B whether  tl'ie  offeror  can perform  promptly  or  witliin  the  specified  time.  Based  on

InfoSend"s  proposal,  it will  not  be possible  for  the  company  to provide  the  proper  level  of  service  since

all of  the  developmer.t  work  and  fulfillment  will  be performed  in California.

We  dispcite  the  evaluation  scores  given  to botl'i  offerors,  Grapliic  Center  and  Infosend,  Inc.

Se:tion  J of  the  Scope  ofWork  indicates  asks ifon  island  printing  and  mailing  will  be available.lnfoSend

wi I not  be able  to produce  the  statements  on Guam  and yet  2 evaluators  rated  Infosend  10/10  in all

ca:egories.

Infosend  states  that  the  delivery  time  from  their  DMU  (Detaclied  Mail  Unit)  is 5 days,  however  due  to

the  on@oing  pandemic  and  processing  bottlenecks, the average time to receive first class mail on Guam
is 7 days.  This  also  does  not  account  for  worsening  pandemic  coi'iditions  or  peak  mail  volume  which

could  delay  inbound  mail  from  the  Mainland  US to cip to 10  days  or  more.

Graphic  Center  was  rated  a 7 by 1 evaluator  for  references  even  though  we  are currently  generating all
tlie  public  utility  statements  on Guam.  We  also  service  all of  the  largest  corporations  in our  region.

Graphic  Center  was  rated  lower  than  InfoSend  in the  categories  of  quality  of  approach  and

understanding  of  the  requirements  and  in quality  of  extent  relevance  of  proponent's  staff  / experience

in conducting  service(s)  and  utility  scale.  Gi-aphic  center  built  the  bill  print  system  from  the  ground  up

472-3072 167  Serenu  Avenue.  Tarmnqii'ig,  Guain  96913 WWW.gCig  u a m .COln



and has been  successfully  servicing  GPA for  over  5 years  under  Guam"s  unique  business  and logistical

environment.

System  development  was not  a consideration  'in this  RFP when  it is a major  issue.  The  ccirrent  system

Graphic  Center  is using  no longer  requires  any major  development  efforts  and  there  is no additional  cost

to GPA. InfoSend"s  stated  that  their  system  would  be ready  in 12  weeks  but  given  the  time  zone

differences  and GPA's  general  lack of  documentation  for  the  billing  statement,  it will  take  significantly

lorger  than  12  weeks  to implement.  Graphic  Center  has 5 years  of changes  requested  by GPA that  is tied

into  the logic  ofour  software.

The weight  in the  evaluation  sheet  was  not  consistent  across  the  board  for  both  companies.

Infosend  did not  submit  a sealed  pricing  proposal  by the deadline  of  August  18,  2021.

We look  forward  to working  with  GPA to  resolve  this  matter  in an expedient  manner.

V/R

Chris Biolchino

Vice President

Grapliic  Center,  Inc.

472-3072 167  Serenu  Avenue.  Tamuning,  Guam 96913 www.gcig  u am . com
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GUAM  POWER  AUTHORITY
ATUFIIOAT ILEKTRESEDAT  GUAHAN

t=+,o.eox  2977  - AGANA,  GUAM  U.8.A.  96932-2977

Tel:  (671)  648-3225:  Fax:  648-3290

DENIAL  OF  PROCUREMENT  PROTEST

October  7, 2021

Mr.  Cliris  Biolchino

Vice  President

Graphic  Center,  Inc.

167 Serenu  Avenue

Tamuning,  Guan'i96913

RE:  Guain  Power  Authority's  Response  to Grap)iic  Center,  Inc.'s  Protest  dated  August  30,

2021,  for  GPA-RFP-2  1-002,  Printing,  Mailing,  Archival  and  Retrieyal  Processing  for

CJPA Statements

Dear  Mr.  Biolchino:

I have  reviewed  yocir  protest  letter  dated  August  30, 2021,  protesting  the Guan-i  Power

Authority's  (GPA)  proposed  award  to Infosend,  Inc. Your  Protest  is hereby  denied  for  the

frillowing  reasons:

]. You  indicated  in your  le(ter  that  you  believe  that  Inrosend,  Inc.'s  bid  should  not  be

rated  higher  t}ian  Graphic  Center,  Inc.  as you  allege  that  the Infosend,  Inc.  cannot  provide  the

p.roper  level  of  service  as t}ie development  work  and fulfillment  will  be performed  in California.

There  is no requirement  in the  RFI)  that  development  work  and fulfillment  be done  in Guam.

A-dditionally,  you  dispute  tlie  scores  given  to Grapl'iic  Center,  Inc.  compared  to Infosend,  inc.,

specifically,  regarding  Section  J, whicl'i  you  state  "asks  ifisland  priming  and  mailing  will  be

a',iailable."  Section  J, Mail  provides  that  "GPA  wants  the  best  value  as well  as present  a host  of

d=livery  options  to its customers.  Please  also  inchide  if  local  printing  and  mailing  will  be



available."  GPA  was  looking  at delivery  options  tliat  are available  and  local  printii'ig  ;md  rnailing

was  not  a requirement.  GPA  also  notcd  that  Graphic  Center,  Inc.  did  not  address  Section  M,

Disaster  Recovery  Plan,  in its RFP  submission  to GPA.  GPA  wanted  information  regarding  the

propOncnt's  processes  ;.ind procedures  regarding  Disaster  Recoitcry  ;md  backup  processes.  The

RFP  submissions  were  reviewed  b)i GPA,  and GPA  provided  a notice  of  se)ection  of  tlie  best

qualified offeror to prosiide tl'ie required services. 2 GAR, Div. 4, §3 l l=-l(i).

2.  GPA  lias determined  tl'iat  Infosend,  Ii'ic. is t)-ie best  qualified  off'croi'  for  RFP-21-

002,  Prit'iting,  Mailing,  Arcliiyal  and Retrieval  Processing  for  GPA  Statements,  as they  were

deemed  to be the best  qualified  offeror  pursuam  to 2 (JAR,  Div.  4, §3114(j).  The  Infosend,Inc.

submission  was  responsive  to the  RFP  ai'id  complied  with  ihe  specifications  set forth  in the  RFP.

T  herefore,  GPA  hereby  finds  that  therc  is no merit  to tlie  Grap)'iic  Center,  Inc.  's claitn  tl'iat  they

should  be ranked  the bcst  qualified  offeror.

Graphic  Centei:  I(IC. is hercby  ON  NOTICE  that  this  is the Guam  Power  Authority's  final

decision  concerning  Graphic  Center,  Inc.'s  August  30, 2021,  protest  for  the  above  described

RFP.  Yoyi  are hereby  advised  that  Graphic  Cei'iter,  Inc.  has tlie  right  to seek  judicial  review.

Sincerely,

,e=in,Ig;
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Service  Organization  Controls  Report

1  Type  2

iDoxsTM  System  Used  for  the  Production  and  Presentation  of

Documents

DocWeb  System  Used  for  the  Production,  Printing  and

Mailing  of  Documents

January  1,  20!8  to  December  31,  2018

Tl'us repoi:,  including  tlip  rlesr:ription  of ):ests  of controls  and is intended  solely  for  the information  and

use oftl'ie  Service  Oi'ganization,  user  entities  of the  Service  Organization's  system  related  to during  some  or all ol'the  period and

tl'ie indepindent  auditors  of siich  hiser  entitias,  who  liave  a sufficient  understanding  to considar  it, along  with othir  information

including  inforination  about  controls  implen'iented  by usp+ ei'itities  t)iemselves,  whet'i  assessing  the  risks  ofmaterial  misstatements  of

user entities:  financial  statemei'its.  Tliis  report  is not  intended  to be .ind  sliocild  not  be used  by anyone  other  than  these  specified

parties.
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We have examined  ihe descrilition  of the system of KUBRA Data TransFer, Ltd. (the "Service  Oi-ganization"  or
"KUBJ")  related  tc iDoxs"'  system  iised  for  tt'ie  pi-odt.iction  and  pi-esenl:ation  of documents,  Document  Web
("DocWeb")  system  used  for  the  production,  printing  ai'id  mailing  of  documet'its,  and  the  related  genei-at
computer  COntrOlS t a1t-ougliout the pet-iod Januai'V  1, 2018  tO Decembei-  31,  2018  (the "Description")  and the
suitability  ot' the  design  and  opei'ating  effectiveness  of controls  incliided  in tl'ie  Description  to  achieve  the  related
contral  objectives  a so included  in the  Desci-iption  based  on the  critei-ia  identified  in Section  II (the  "Assei-tion").
The  controls  and  control  objectives  included  in the  Description  are  those  that  managet'i'ient  of
KUBRA  believes  are  like:y  tci  be relevant  to user  entities'  internal  conti'ol  over  financial  reporting  and  the  Desci-iption
CIOeS net inCIUde tl"iose ASPECTS Of tl'ie S'%!:l'em  Of KUBRA  tl'lat  at-e IlOt  lik('.l'% tO be relevant  tO LISer  entities'  inter'nal
conti"al  over  financial  repoi  lying.

The  infoi-mation  in SecUon  V, "Othcrlnformatioi'i  Provn:led  by KUBRA"  that  describes  thti  Service

Organization's  Management's  Responses to Exceptions  not:ed iri Section IV is presented  l)Y management  of the
Servi:e  Oi-ganization  to provide  additional  infoi'mation  ancl is not  a pai-t  of the  Service  Organization's

Descriptlon  Of itS S'%Stel'Tl made available  tO uSer  entities  dul-ing  the period Januat-Y  1, 2018  tO Deceialzber  31,
20'l.8  Information  abocit  the  Service  Organization's  Managen'ient's  Responses  to Exceptions  noted  ii"i Section
IV has  not  been  subjecteci  to the  pi'ocedures  applied  in tt'ie exan'iination  of  the  Desci-iption  ol'the  system  and  of
the  siitability  of  the  design  ancl  opei-ating  effectiveness  of controls  to achieve  the  related  control  objectives

stateif in the Descri:ytion of the system and, accordingly,  ih.ie exliress  nt':i ol.iinion  on it.

The  Sei-vice  Organization  uses  Centu-yLink  1-echnology  Solutions  to provide  infrastructui-e  hosting  services  in
suppoi-t  of its  coinputer  processing  ("scilisei'vice  organization").  The  Description  in Section  III  includes  only  the
contrals  and  relatec  conti-ol  objectives  or the  Sei-vice  Organization  and  excludes  the  control  objectives  and  related
contmls  of  the  subservice  organizations.  The  descriptiot"i  also  indicates  tliat  cei'tain  control  objectives  specified  by
KUBRA  can  be achieved  only  ifcomplen'ientary  subsei-vice  organization  conti-ols  assumed  in the  design  of  the
Servi':e  Organizal:io"i's  conti-ols  are  suitably  designed  and  operating  effectively,  along  witl'i  the  related  conti-ols  at
KUBFA.  Our  exaininat.ion  did  not  extend  to  controls  of tlie  subservice  or-ganizations  or  theii'  fi.inctions,  and  we
have  riot  evaluated  the  siutability  of  the  desigi'i  or  operating  effectiveness  of  such  con"iplementary  subservice
organization  conti-ols.

The  Description  indicates  that  cei-tain  control  objectives  specified  in the  Description  can  be achieved  only  if
complementai'y  user  enl-ity  contt-ols  contemplated  in tlie  t.lesigi"i  of the  Service  Organization's  controls  are
suitably  designed  i-nd  operating  effectively,  along  with  related  controls  at  Ihe  Service  Organization.  Oui-
exan-ination  did  r'iot  extend  to  sucl'i  compleme:ritary  LIS("r entity  cantrols  and  we liave  nr+i: evaluated  the  siiitability
of the design or operating  effectiveness  of such coml:ilen'ientary  user  eritity  controls.

In Section  II,  the  Set-vice  Organization  has  provided  an =issertiori  about  the  fairness  of  the  pi-esentation  of  the
description  and  the  suitability  of the  design  arid  operating  effectiveness  of  tlqe controls  to achieve  the  related
conti'al  objectives  stated  iri the  Description.  The  Service  Organizal:ior'i  is responsible  for  prepai'ing  the
Description  and  il:s.'assei-tion,including  the  completeness,  accui-acy,  and  inethod  or presentation  of  the
Description  and  tl'ie  assertion,  providing  the  services  covei-ed  by  tlie  Desci-iptioi"i,  specifying  the  conti-ol
objectives  and  statisg  tl"iem  in the  Description,  identifying  the  I-:')kS that  t)sreaten  tlie  acliievernent  of  the
contml  objectives,  selecting  the  cneeria  statecl  in the  assertion,  and  designing,  implen'ienting,  and  documenting

1



COntl-01S that  are SLlltabl'y' designed  and operatlng  effectiVeh,'  tO achieve  tt1e i-elated COntl-01 0bleCtiVeS Stated in
the D=scription.

:o) t"."'{.(4  1;-tiJ  i, a' ;'.( :'a:  : - ' : i'  ;  )i 'i.' + + i',tH' i j(-!,

Our  i-esponsibility  is to eXpl-eSS  an OpiniOl1  011 tlle  fait-ness  Of the  pi-esentation  of' the  !)esci-iption  and  on the

suitai:iility  of  the  design  anC1 opei'ating  effectiveness  or tl'ie  COntrOIS  tO acl'iieve  the  related  COntrOI  ObjeCtlVeS

stated  in the  Description,  based  on  oui-  examination.  Our  exai-nination  'AlaS conclucted  in accoi-dance  with

atceStac:on  standards  estal:ilished  b'y' l:he AtnerKan  Insti?il:e  of Cel-l:ifieCI  PubliC  ACCOLlnl:ANTS  (AICPA)  and

Intei-national  Standard  On Assurance  Engagements  3402, /-lssurance  Rel)01-tS  On COntl-01S  at a ServiCe
Organization,  issued  by ehe International  Auditing  and  !Sssurance  Standards  Board.  -l-hose  standards  i-equire  t.haf:

we  pl,:in  and  perform  the  examination  to obtain  reasonable  assui-ance  about  whether,  in all material  respects,

basec  on the  cnteria  in inanagen'ienl:'s  assertiori,  the  Descnption  is fairly  presented  and  the  controls  were

Suitabl7  designed  and operating  effectivelY  tO achieve  the t'elated COnti-01 0bjeCtiVeS  Stated ill the Desci-iption
thrOllghOut  the pel'lOd  Januai7  1, 2018  tO Deceml:)er  31, 2018. We believe  that  the evidence  We obtained iS
scifficient  and  appropriate  to provide  a reasonable  basis  foi- our  opinion.

An examination  of a description  of  a service  organization's  system  and  the  si.iitability  of  the  design  and  operating

effecttveness  of  controls  involves:

Pet-fot-tT1ing  proct'!dut'es  tO Obtain  evidence  aboiil:  ttle  fair-ness  Of tl'ie  pi-esentation  of tl'ie  Description  and  the
suitability  of  tlie  design  and  operating  effectiveness  of the  controls  to  achieve  the  related  control  objectives

stated  in the  de"ci'iption,  based  cin the  criteria  in i'iianagernent's  assertion.

Assessing  the  nsks  that  the  desci'iption  is not  fairly  pi-esented  and  tliat  the  controls  were  not  suitably

designed  or  operating  effectively  to acliieve  the  related  conti-ol  ol:ijectives  stated  in the  Descr-iption.

Testing  the  operating  effectiveness  of  those  controls  that  management  considers  necessary  to provide

reasonable  assurance  that  ihe  related  control  objectives  stated  n"i the  Descrilition  wei-e  achieved.

Evaluating  the  overall  presentation  of the  Description,  suitability  or tl-ie control  objectives  stated  therein,
and  suitability  of the  crileria  specified  by the  sei-vice  organization  in its  assertion.

' ;i.i  o.i:i<.i: !:.t.ic!  iLC)}'j.'  3 (')( i -IF:. l: 0('1 i;i,l ) dJ.  Fit"t+:'  /,Ai.t;at'i t ," Lt-ii  '.  i y'

We have  complied  with  tt"ie independence  and  other  ethical  i-equirements  of  the  Code  of  Professional  Conduct

established  by  the  AICPA.  We applied  the  statements  on quality  ctintrol  standai'ds  estal"ilisl"ied  by  the  AICPA  and

accorjingly  maintain  a comprehensive  system  of quality  conti-of.

a.;'H}Y..taB;"1. [ifl't  fl'.i:It R>i iao

The  CeSCl-iptiOn  iS prepared  tO IT1eet  the  COmn'iOn  neecls  Of a bl-OaCl rant,)e  Of user  entitieS  anCl theil-  auditOl-S,

WhO audit  and  repoi-t  011 uSel-  entities'  financial  statements  and  may  nOl:, theref'ore,  inClLlde  eVel-'% aspece of the
system  that  each  individual  usei-  eritity  rnay  considei'  impoitant  in its  own  paiticulai-  envu-onn"ient.  Because  of

theii'  aature,  conti'ols  at a service  oi-ganization  mad  nOl  prevent,  or detect  and con-ect,  all et"l-01-S or omissions
in prccessing  oi' repoi-l:ing  transactions.  Also,  the  projection  to tlie  fiiture  of  any  evalt.iation  of  the  fairness  of

the  presentation  of  the  Descriptior'i,  or  conclusions  about  the  suital:iility  of  the  design  oi- operating  effectiveness

of  tl'ie  controls  to  actueve  the  i-elatcd  control  ohjectivcs  is subject  to the  risk  that  coritrols  at a service

orgarization  n'iay  Liecome  ii'ieffective.

The  siecific  controls  tested  and  the  nature,  tin"iing,  and  results  of  those  tests  ai-e listed  in Section  IV  of  the  report.

'A'3":'4till

In our  opinion,  in all material  respects,  based  on the  cr'iteria  described  in the  Service  Orgarnzation's  assertion  in

Section  II of  the  repoit:

a. The  description  i'airly  presents  the  iDoxs"  system  cised  for  the  production  and  presentation  of  documents,

the  DocWeb  system  used  for  the  production,  printing  and  mailing  of  docun"ierits,  and  tlie  related  general

compciter  conti-ols  that  was  designed  and  implemented  throughotit  the  period  January  1, 2018  to

December  31,  2018.
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b. The  COntl-015 related  tO tt1e COntrOI ObJeCtlVeS  StateCl in tl"ie DeSCl-11)tiOn Wel'e Suitabl7  designed tO pt-ovide
i-easonable  assurance  that  the  conti'ol  objectives  would  be achieved  it the  controls  opei'ated  effectively

throughout  Ihe  period  ]anuai-y  1, 2018  to DecemL+ei-  31,  2018,  and  scibservrce  organizations  and  ciser
entities  applied  tl-ie complementary  user  entity  conti-ols  assumed  in the  design  of the  Set-vice

Organization's  coi'ilrols  throughocit  the  period  Januai-y  1, 2018  to December  31,  2018.

c. The  conti-ols  operated  effectively  to provide  i-easonable  assurance  that  the  control  objectives  stated  tn the

Description  w=re  achieved,  throcighocit  the  period  lanuary  1, 2018  to December  31,  2018  if
coinpleinentary  subsei-vice  oi-ganization  controls  and con"iplementai-y  usei-  entity  controls  assumed  in the
design  of Service  Organization's  controls  operated  effectively  thi'oughout  the  period  January  1, 2018  to
DeCembel-  31 . 2018.

the  desci-iption  of tests  cif controls  and results  thereof  in Section  IV is intended  solely  for the
of rr'iariagemer'it  of I:he Sei-vice  Organization,  ciser  entities  of tl'te Set-vice

; ." - :.a; -"'j  C l"'ill  'J.": :i:

Tliis  report,  includu'ig

infoi-n'iation  and use

Organization's  iDoxs"  systei'n  used  For the  prodciction  and pi'esentation  of  documents,  DocWeb  system used
foi'  the  production,  si-inling  and  mailing  of doccii'nents,  ancl the  related  general  computer  controls  during some
or all of the  period  lanuary  1, 2018  to Decemlier  31,  2018,  and  tlieir  auditors  who  acidit and t'eport  on sucl"i
user  =ntities'  finai-icial  statements  or internal  control  osier  financial  repoi-ting  and have  a sufficient
cinde-standing  to ccnsic)er  it, along  with  other  information  including  information  about  contr-ols  implemented  I:iy
user  =ntities  themselves,  when  assessirig  tlie  risks  of material  n'iisstatemenl:s  of ciser  entities'  financial
statehents.  This  report  is not  intendecl  to be ancl sliould  not  be t.ised by anyone  other  tl'>an these specified
pai'ties.

17)410;,Tc2;X;scLlJt>

February  11,  2019
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KUBRA

Management's  Assertion

February  11,  2019

We have  prepared  tl'ie  desci'iption  of  the  system  of KUBRA  Data  Transfer,  L.td. ("KUBRA")  related
to iDoxs""  system cised for the I.iroduction  and presentation  of docun'ients,  Doccin-'ienL Web
("DocWeb")  system  used  for  the  production,  printing  and  mailing  of  doci.iments,  and  the  related
genei'al  coinputei-  conti-ols  (description)  for  user  entities  during  soi'ne  or  all of  the  period  January
1, 2018  to  Decen'iber  31,  2018,  and  their  user  auditors  who  have  a sufficient  understanding  to
consider  it, along  with  other  infoi-mation,  including  information  about  controls  implemented  by
user  entities  of  the  system  themselves,  when  assessing  t)-ie risks  of material  n'iisstatetnents  of
user  entities'  financial  stateinents.

KUBRA 11SeS Cel"ltui-Y  L:nk Technolog  y Solcitions  to I)l-OVfCle infi-asti-bicthii-e  hosti  ng Sel-V!CeS tn
scipport or its co:npul:er  processing.  "J'he clesci-il:ition  includes only the control  objectives  and
i-elated  controls  oF KUBRA  and  excludes  tlie  cot-iLi-ol  objectives  and  i-elated  contmls  of the
subservicc  oi-gciriization.  Tl'ie  description  also  iridicates  thai  certain  con5-of  objectives  specified  by
KUBR/:!1 can  be achieved  only  if complei'i'ientary  scibsei-vice  oi-ganization  controls  assumed  in the
design  of  KUBRA's  conti-ols  are  suitably  designed  and  operating  effectively,  along  with  the  related
controls  at KUBRA.  Tl-ie  c'iescription  does  not  extend  to controls  of  the  subservicc  organization.

The  description  indicates  that  certain  control  objectives  specified  In the  description  can  be
achieved  only  if complemeritary  ciser  entity  conti-ols  assumed  in tl"ie design  of KUBRA's  controls
are  suitably  designed  and  opei-al:ing  effectively,  along  viitl-i  related  controls  at the  service
organization.  The  desci'iption  does  not  extend  to controls  of the  ciser  eritities.

Description  Criteria

We confirn'i,  to the  best  of  our  knowledge  and  belief,  that:

1.  The  description  fairly  presents  the  iDoxs""  system  used  for  the  production  and  pi-esentation  of
docun'ients,  DocWeb systen-i used foi- the 1:'iroduction,  printing  ai'id  n"iailing of docui'nents,  and
the  relatecl  general  con"iputer  controls  made  available  to usci-  et-itities  of  the  system  during
some  or all of  the  period  lanbiary  1, 2018  to December  31,  2018.  1"lie  criteria  we used  in
making  this  assei-tion  were  that  the  clesci'iption:

a.  Presents  how  the  systen"i  made  available  to usei-  entities  was  designed  and  implen'iented
to pi'ocess  i'elevant  ti'ansactions,  inclciding,  if applicable:

i. Tlie  types  of  services  provided  ii"iclt.iding,  as appropriate,  tt'ie  classes  of  transactions
processed.

ii.  1-he  pi-ocedui-es,  within  both  auton'iated  and  i'nanual  systen'is,  by  which  those  sei-vices
are  provided,  incltidir'ig,  as appi-opi-iate,  procedures  by  whicli  ti'ansactions  are
irutiated,  acithorized,  recorded,  pi-ocessed,  coi-i-ecl:ecl  as necessai'y,  and  transferred  to
the



UBRA

i-eports  and  other  inl'ormation  pi-epared  for  ciser  entities  of  the  system.

iii. The information  used in the (ierfoi-n"iance  of  1:ii-ocedi.ii-es,including,ifapplicable,

t'elal:ed  accocinting  i-ecords,  whether  electronic  or  n'ianual,  and  supporting  information

involved  in initiating,  authonzing,  recording,  processing,  and  reporting  ti-ansactions;

this  includes  the  correction  of incorrect  information  and  how  informril:ion  is transferred

to  the  t-eports  and  othei-  irifoi-i'nation  prepai'ed  for  user  entities.

iv.  How  the  system  captcires  and  addresses  sigi-iil'icant  events  and  condil:ioris.

v.  "l'l'ie  process  used  to prepare  reports  or  other  information  provided  to user  entities  of

tl'ic  system.

vi.  Services  performed  by a subservice  organization,  if any,  includirig  whether  the

Cal-veOLit  tnechod  01- tlle  :tXluSiVe  met:had  haS been  uSed  :n i-elaCion  f:O tl"iem.

vii. 1-he  specified  control  objectives  and  controls  designed  to achieve  those  objectives,

including,  as applical:ile,  complen'ientary  user  entity  conti-ols  asscimed  in the  design  of

the  service  organization's  controls.

viii.  Other  aspects  of our  control  envii-oni'nent,  risk  assessment  process,  information  and

communications  (including  the  related  business  processes),  control  activities,  and

morutoring  activities  that  are  relevant  to  the  services  provided.

b.  The  description  includes  i'elevant  detail=i  of changes  to KUBRA's  system  during  the  period

covered by l:he description when the description covei-s  a I:ieriod  of time.

c.  The  description  does  not  omit  or  distort:  inf'ormaeion  relevant  to the  service  organization's

system,  while  acknowledging  that  the  description  is prepared  to meet  the  common  needs

of a broad  range  of  usei'  entities  of  tl"ie system  and  their  user  auditoi-s  and  may  not,

therefore,  include  every  aspect  of  the  system  that  each  individual  cisei-  entity  of  the

system  and  its  auditor  n'iay  consider  impoi-tant  in its  own  paiticcilar  environment.

2.  The  controls  related  to  tlie  control  objectives  stated  iri the  description  were  sciitably  designed

and  oper'ated  effectively  throughout  the  period  ]anuary  1, 2018  to Decen"iber  31,  2018  to

achieve  those  conti-ol  objectives  provided  tl-iat  subservice  organizations  and  ciser  entities

applied  the  controls  coritemplated  in the  design  of  the  service  organization's  controls.  The

ci-iteria  we used  in making  this  assertion  were  tliat:

a.  'T'he i-isks  that  threaten  the  achievemeni:  of the  control  olijectives  stated  in tlae desci'iption

liave  been  identified  by  i<UBRA.

b.  Controls  idt=ntified  in oui-  descnption  would,  if operating  as described,  provide  reasonable

assui-arice  that those i'isks  worild not pi event the control ob3ecl:ives  stated in ocii-

description  h-om  being  achieved.

c.  1-he  controls  were  consistently  applied  as designed,  including  whethei-  n'ianual  controls

were  applied  by individuals  who  have  the  appropi-iate  competence  and  authoi-ity.
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Description  or the  System

i: ra;io-.:ri(:itjort  ":.".1'!: : i !:i

KUBFA  Data  Transfei-,  ltd.  (KUBRA)  is a Canadian  corporation  that  maintains  miiltiple  bt.isiness  units  across
North  America,  wilti  facilities  in Dallas,  Texas;  Gai-dena,  Califo+'nia;  Piscal:away,  New  Jersey  and  Mississauga,
Onta  -io.

KUBFA  develops  ari:j  markets  Client  Commcinication

outscicircing,  inforn'iation  software,  and  professional

Management  solutions  via  a portfolio  of  business  process

services.

KUBPA's  integrated  solutions  enable  coinpanies  to compose,  delivei-,  n"ianage, and Iii'ocess  complex,
highvolcitne,  personalized  iriformation  ASSETS for  maxiinizing  the  client  relationship  n'ianagen'ient  potential  of

each  and  every  clie-'it  contact.  KUBRA  has  over  600  ciser  entities  including  soine  of  the  largest  Con'imunication,

Utilitv,  Insurance,  Financial  Sei-vices,  Media,  and Manufacturing/Distrilution  organizations.

KUBFA's  outsoui-ced  document  prodiiction,  print  and  rnail  solcitioi"i  is refei-i-ed  to as KUBRA  iMail"".  The  KUBRA

iMail"  solcition  portfolici  includes  an integratecl  suite  of advanced  services  foi- captui'ing,  composing,
perscinalizing,  producing,  and  distriLiiiting  bills,  statements  and  invoices  via  tl"e  mail  stream.  The  iDoxs""  sciite

provi:jes  an e-billing  platform  foi'  distritxiting  bills,  electronic  statements  and  invoices  electronically  via  the

Inter'iet.  The  Document:  Web  (DocWeb)  application  is i-equired  to suppoit  the  use  of iDoxs""  :l'l the  capture,

coml:osition,  personalizaLion  and production  or doccime+Ts.

" !  ! N '- 5'-" ra-T'.l  f L! V!  r.l I i '. e 3 +"'i ' o <a =t

KUBRA's  Document  Web  (DocWeb)  application  is a key  con'iponent  of I<UBRA  iMail".  The  DocWeb  core  system

consists  of  three  main  components:

a.  Front  end,  whic)'i  contains  web  application  servers

b.  Mid-tier,  which  pi-ovides  Iusiness  logic  and  rendei-ing

c.  Back  end,  vihich  provides  online  data  storage.

The  application  provides  a web-based  client  portal  for  user  entities  and  access  to interactive  tools  used  in the

management  and a:snsolidated  visibility  of the entire  offline  docciment  Iiroduction,  print  and mail process. It
also  provides  a ticketing  system  usecl  by  ciser  entities  and  employees  tci create  and  manage  all KUBRA  iMail"

suppart  cases.

'  i '. - li)  (:: ia y t 0il4f  (,ii i , }  I '  , , ,,  : (:  :l:l.

KU8EA's  iDoxs""  suite  racilitates  the  captbiring,  personalizing,  composing,  and  distributing  of  electroriic  bills,

electronic  statei'iqents,  elect:ronic  invoices,  and  correspondence  via  f<UBr2A's  iDoxs""  Dir'cct  Prodcict.

Additionally,  KUBRA  has a process  inonil:oi-ing  pi'oduct,  (:i.istomei'  Onlii"ie  Portall,  wl'iidi  lii'ovidcs  i..iser entities
with  :omplete  monitoring,  control  and  access  to their  critical  data.

The i)oxs""  suite is an e-billing  and sell'-service  1ilatl'orm  that  is delivei-ed  as an active  server  page-based
solut  on.  The  iDoxs-"  siiite  pi-ovides  the  following  services:

a.  Electronic  billii'ig

I [)e(aJS I elatecl tO tlle  S',S(el1 l iS illCluCletl fil  i ntOl ii'iational  pllrpOSeS. 'rl  le S'%Stelll iS 111)} il'l (11e SCUI)e Or tlllS I el)OT 1.
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b.  Non-Eni-olled  one-time  payn'ients

c. Inbocind  Electronic  payment  consolidation

d.  Electi'onic  Docu'nent  (bill)  archival  and  retrieval

KUBRA'S  iDoxs""  suite  is composed  of  the  following  modules:

a. Call  Center  Corisole  - represents  the  core  and  focindation  of  the  iDoxs""  suite  whicl'i  facilitates  the

transformation  of' Kubra  client's  legacy  transact:ional  data  into  interactive  and  inttiitive  online  bills,

fnvofces  and  statei'nents.

ei. iDoxs""  Vii-tual  Billei-  Site  (VBS)  - provides  KUBRA  client's  scibscribers  with  online  accocint

management  c-i1.'iabilities,  invoice/bills  presentment  and settlement.
c.  Poi'tal  - foundation  to iDoxs"'online  accoen"it  management  and  electronic  presentment  by providing

subsci-ibei-s  witi"i  dynamic  access  to theii-  bills,  invoices,  statements  and  scipporting  docciments  online.

d. Payment  Modt.ile  - l'ii'ovides  complete  payment  eni'ollmeril:  witl-i real-time  and tatch  connections  to
Automated  Clecii-irig  I-locise  (ACII)  originators,  creclit  cai-d  pi-ocessoi's  and  ATM  netwoi'ks.

e.  Marketing  - suiports  KUBR/-l  client's  personalization,  can'ipaign  and  content  mariagei'iaient  applications,

which  pron'iote=,  I:ieisonalized  n'iarketing  and ceistoi'ner  sei-vice  n-iessages  throbighoiit  the entire  online
account  management  expei-ience.

F. Consolidator  - supports  the  enrollment,  docun'ient  composition,  delivery,  pi-ocessing  and  tracking  of all

client  data.

g. Mobile - Tliis  holds  pre-configcn-ed  Mobile  apl.:is that  provide  liriks to the client's  online  billing  systems
and

h.  Alerts  - This  is used  as a mobile  inessaging  sy=,tem  to  not:ify  usei-s  of account  billing  infoi-mation,  and

market  advertisements.

KUBRA's  intei-nal  conti-ol  framework  was  patterned  after  the  Internal  Control  Framework  (COSO  2013)  issiied

lay trie Committee  of  Sponsoring  Oi-ganizations  of  the  Treadway  Commission  (COSO).  The  Framework  consists

of  five  intei-related  components:

a.  Control  envii-onment

ei. Risk  assessn'iehl

c.  Monitoring  Activities

d.  Infoi-mation  and  con'imcinication

e.  Control  activities

This  sub-section  pi-ovides  a more  detailed  description  of the  five  coinponents  of KU[3RA  conl:rol  framework.

';  k ' a ':'  :V  )i c'- f'ai'=' jta( ) i'i'.  i r ' i i !

KUBRA's  control  environment  reflects  the  mindset  by management  and  the  overall  attitt.ide,  awai'eness  and

actions  of  the  Executive  teai-i'i  and  other  stakeholders  concerning  the  importance  of  intemal  control.  Key

elements  of  the  control  envn-onn'ie+'it  inclcide  the  company's  oi-ganizational  structure  and  human  resource

polic  es and  procedui-es.

Organizational  structure

KUBRA's CEO ancl President  providt= oversight  to management  regarding  strategic  and operational  issues,

orga'>izational  objectivcs  and reviews  arid mor'iitors  management's  pei-foi'mance.  KUBPA's  oi-ganization

objectives  and sti'ategic  planning  are presented  to KUBRA's  Board  of Directors.
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Management  is centralized  in the  Mississauga  location  providing  oversight  and  tone  at  the  top.  However,  the

Operational  organizational  hierarchy  is disti-ibt.iied  across  the  multiple  locations  providing  adequate  day-to-day

decision-making  ability  for  each  locatior'i.

Human  Resource  policies  and  procedures

KUBRA  documents  a code  or condcict  in i!:s security  policy  document.  The  pol:cy  is readily  available  to

employees  on the  Inti-anet  i-epository,  and  is communicated  to en'iployees.

KUBRA  has  standai-ds  and  pi-ocedcii-es  for  hn-ing,  l:i'aining,  inotivating,  evaluating,  proinoting,  compensating,

transferring,  or  teri'iiinating  personnel.

IT personnel  have  the  competence  and  l:i-aining  needed  to deal  with  the  nature  and  coi"i'iplexity  of  the  KUBRA

Ixisin=ss.  Regular  training  is coordinated  5y a training  consultant,  who  woi-ks  closely  with  departn'ient  lieads  to

identify  training  needs  =ind schedule  traii'iing.

KUBRA  also  has  a whisl:leblower  protection  policy  docun'iented  in its  policies  and  procedures  document.  The

Pi-ivacy  Manager  and  Chief  Pi'ivacy  Officer  respond  to all con'iplairits  in oi-der  to remediate  any  isscies  raised.

; . !.'.> !" 2-' !:i.';  'U4iL  {al? et  Th at

KUBRA  managen-ient  and  supei-visory  personnel  monitoi-  key  business  objectives  on a i-outine  basis.  To assist

in this  tnonitoring,  management  and  team  men'ibers  condtict  regcilar  meetings  to  discuss  financial  and

operation  performance  measures.  In addition,  a foi-mal  Ixidgeting  process  is in place  to monitor  organizationa(

perfo-mance.

A SecurRy  and  Pi-ivacy  Risk  Advisory  comn'iittee  consisting  of  IT management  meets  on a monthly  basis  to

dlSCuSS  StatuS  Of On:)Oing  and (lpCOi'iling  prOJeCtS.  The COmmiltee  alSO diSCuSSeS  t)'ie CLu'rent  and emerging  risk
ti-ends,  and  formulate  KUBF2A's  i-isk  management  approach.

:'!I'll"'at,i)j'{7")(1,,"'bialaai.'ttl-  aL'i!'-l,,

The  CEO takes  ownership  of  KUBRA's  budgeting  process,  and  periodic  actual-to-budget  variances  are

investigated  in order  to monitor  the  achievement  of KU[3RA's  organizational  goals.

Quality  conti-ols  ai-e also  in place  as part  of KUBRA's  daily  activity.  This  covers  variocis  aspects  of  operation,

iricliiding  the  review  of  qciality  and  timely  con'ipletion  or production  and  pi-esentation  jobs.

KUBRA  uses  CenturyLink  -rechnology  Sohitions  (Centcii-yLink)  to  pi'ovide  infi-astructcire  hosting  sei-vices  in

support  of' its  computer  processing.  As  such,  Centui-yLink  is only  resporisible  foi- physical  secui-ity  as it pertains

to  the  iDoxs""  and  DocWeb  services.  Physical  seciii'ity  controls  at  CenttiryLink  are  regulrirly  n"ionitoi-ed  by

KUBRA  IT personne  dciring  i-egcilar  data  center  visits  to scipport  elieir  hardware  infrastructure.

KUBRA  also  actively  monitors  cotnpliance  with  the  Payi-i'ient  Cai-cl Inclustry  Data  Secui-ity  Standard  (PCI  DSS)2,

which  provides  an actionable  fran'iewoi-k  for  developing  a payment  cai-d  data  seccirity  process  including

pi-evention,  detecticn  and  appropriate  reaction  to ff  seccirity  iricidents  and  i-csponse  to  events  of

noixompliance.

" Details related to PCI 1)3S aieincluded  {oi inlonnatiorial  1itultoses PCr DSS is nut In tl'ie i+cope ufLliis  repoit.
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Monitoring  Program:  Internal  Audit

KUBF:A  is a subsidiary  of' I-learst  Corporation.  'rhe  Hearst  Corporaliot-i  Boai-d  of  Directors  has  established  an

Audit  COml'11ittee  that  ovet-sees  i-isk  assessment  and  monitor-ina  aCtiVitieS  fOl- all HearSt  Coi'poration  companies

inclucling  KUBRA.  Ongoing  r-isk assessments  arid  feedback  fron;  rnanagement  are  cised  to detei-mine  specific

internal  and  extemal  audit  activities  needed.

Hearst  Corpoi'ation  Internal  Acidit  peiforn'is  intei-i"ial  audits  oT KUBPA  in accoi-dance  with  the  Heai-st

Corporation  Intei-nal  Audit  Plan.  Internal  acidits  ri"iay  include,  l)bit  are  net: lit'i'uted  l:o, gaining  an undei-standing

of ard  evaluating  the  effectiveness  or I-:Sk management  and  conti'ol  activities  and  may  incliide  tl'ie  following:

Oi'ganizational  sti'iicture  and reslionsibilities

General  infori'nation  teclsnology  conti-ols  and  opei-aeions

I;elevant  business  pi'ocesses  that  aft'ect  quality  and  (iei'forn'iance

Continuous  impi-ovement  activities

Coi'iqpliance  with  laws  and  regtilatioris

An acidit  repoit  of findings  and  mat-iagen'ient's  coi-i-ecl:ive  action  is issued  to applicable  inanagement  at  the

coml:iletion  of eath  atidit.  Follow  up is performed  byIntei-nal  Audit  to ensiire  satisfactoi'y  iinplementation  of

managei'nent's  coi-rective  actions.  -l-he results  of tliese  completed  audits  are  reportecl  to the  Hearst

Corporatton  Audit  Con'irnil:tee  on a ):iei-iodic  basis.  In cases  of' non-conformance,  corrective  actions  ai-e required

and  the  Audit  or  Ccmpliance  teains  Follow  up to ensui-e  they  have  been  implemented.

2 11 '.' - ' a { i'i  Pi'! t 4Jl  i 'l V i U  (.(l  t t': i -"i  '  I i I k.5  i ;' t( li  a

KUBP,A  n"iaintains  job  descriptions  and  i'efei-ence  n'ianuals  that  describe  personnel  dtities  and  i-esponsibilities.

There  ai-e various  means  of comn'it.inication  media  utilized  by KUBRA,  ii'i coinmunicating  in a timely  manner,

signioicant  events  to its  en'iployees  and  stakeholdei-s;  t)-'iese  include  electronic  mail  i-nessages,  new  employee

orientation  and  KLJBRA's  Intranet  site.  KUBRA  management  updates  stakeholders  on significant  operations

objectives  and  achi=vements  and  is receptive  to comrnents  and  suggestions  fi-om  both  rimployees  and

stakel"iolder  on ways  to enhance  productivity  and  quality.

l ii(':f-;'ry)  ?.Ctiyi{;irii.-

ConUol  ad:ivities  ai-e the  policies  arid  procedui-es  tliat  lielp  define  the  management  directives  to be cari-ied  out.

-rhe'/  define  the necessai'y  aCtlOl'1S  tO be taken  tel addreSS  I-iSkS tO the  achievement  O( KllBRA'S  ObjeCtiVeS.

Cont-ol  activities,  whetl'ier  automated  or mancial,  have  various  olijectives  and  are  applied  at variocis

organizational  levels.

KUBP,A  business  ui"iits  are  reqciii-ed  to implement  control  activities  that  aSSiSt  witl"i  tlie  achievei'nent  of business

objectives  associa!-ed  witli:

1.  The  reliability  of financial  i-eporting

2.  The  effectiveness  and  efficiency  of  operations

=.. Compliance  with  applicable  laws  and  regulations

These control  activities  ai-e designed  to address  the  specif'ic  i'isks  associated  viith  the  opei'ations  and  are

reviewed  annually  as part  of  the i-isk  assessment  pi-ocess.  KUBRA  Iqas developed  policies  and  procedures

cove-ing  various  firaixial  and  operational  inatters  to accon"iplish  the  peifoi'mance  of  lficse  control  activities.

Speafic  control  activities  ai-e provided  within  Section  III  of  this  report.
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KUBFA  iitilizes  scibservice  oi-ganizations  to  support  coi'nplete,  acturate  and  timely  pt'ocessing  of client
tr=it'isactions  which  are  identified  in table  1 below.  KU13RA  i'i'ianagement  assesses  the  risks  associated  with
tl"iese  S(lbSel-ViCe  or-ganizations  ancl haS  unplei'nented  val  10LIS management  OVel-Slg!'1t  anal rnol11toring  processeS
to confirn'i  that  t)"ie scibservice  organizations  continue  to provide  services  in a controlled  manner.  These
include,  Ixit  are  not: fin-uted  to,  the  review  of' thn-d-parey  service  auditor  repoits,  holding  discussions  with
subsei-vice  organization  management,  at'id  perfoi'ming  pei-iodic  assessments  of subservice  organizations'
facilities,  processes,  and  controls.

Table  1:  Subservice  Organizations  and  CSOCs

KUBP.A's  controls  related  to the  iDoxs"o'  and  DocWeb  processes  cover  only  a portion  of  overall  internal  control
foi- each  usei-  entity  of KUBP.A.  It  is not  Feasible  For the  conti-ol  ob3ectives  related  to iDoxs"'  and DocWeb to be
achieved  solely  by KUBf2A.  Thei-efoi-e,  each  usci-  entity's  internal  control  over  financial  re':porting  must  be
evalcated  in conjcinction  with  KUBRA's  controls  and  the  related  tests  and  results  descr'ibed  in section  IV of  this
report,  taking  into  accoiint  the  related  complei'nentai-y  subservice  organization  controls  expected  to be
'n'il:ilemented  at  the  scibservice  organizal:ion  as described  below.

Name.of S.ubservaice I DescriptiOna of  lOrcanization  i . i-  Service(s)  

i Provided  i

Related  Control

Objectives

I

CSOCs

Cet-turyLink

Technology  Solcitions

Infi-astrcicture  I
Nosting

9 - Logical  &

Physical  Security
Centui-yLink  is responsil':ile  for  manqtaining
physical  seccirity  over  its  data  center  in

' which  the  servers  used  to host  the  il)ti-<h"
and  DocWeb  a(_iplications  are  housed.

Add:tiOnalh/,  KUBRA  utilizes  cet-l:ain  vencloi-s  in pei-foi-ming  controls  i'elated  to its Sel-ViCeS.  Oi-ganizakions  Cf1at
pi'ovide  set'vices  to a set'vice  organization  that  at-e not  considered  subservice  orgaruzations  at-e referred  to as
vendors.  For  the  scope  of  tliis  i-epoi-t,  no vendors  are  used.

Description  of  Controls

KUBRA's  control  ol':ijectives  and  related  controls  are  included  in below  ii-i tlie  section  - Descrj(:ition  of  Coritrol
0bje'tives,  Contr-ols,  Test  and  Results  of  Tests.  This  is to eliminate  the  reduridancy  that  would  result  from
listiri')  them  in this  section  and  repeating  them  below.  /-Slthougl'i  the  control  objectives  and  related  controls  ai'e
pi-esented  in aforementioned  section,  they  are,  nevertlqeless,  an integt-al  part  of KUBRA's  description  of
conti-ols.
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Control  Objective  1 : Cciriti-ols  provide  reasonable  assurarice  that  abithoi'ized  new  clients,  and changes  to
exist  ng clients,  are  received,  recorded  and  processed  completely,  accurately,  and  tii'nely  in accordance  with
the  dient  service  agreen'ient.

Clienlntegration  refers  to the  process  of adding  new  client,  oi' n-iaking  changes  to  the  solittions  of  existing

uSel-  entitieS,  IntO DOCWel:i.  ThiS  prOCeSS  iS t)el-iOrmeCl  pnmal-ily  In tlle  IvliSSiSSauga  IOCatiOn  and fOl10WS
KUBP,A's  standard  in'iplementation  methodology

Clien:Integi-ation  involves  5 phases:

a.  Initiate  and  Plai'i

k:. Analyze  and  Design

c. Build  d. Test

e. Implementation  and  Post-implementation

Initiate  and  Plan

When  a neW Client  SubSCl-ibeS,  Or an existing  Client  changes  itS srtl')scriptton,  a Client: Relationshtp  Managei-
(CRM)  is assigned  to serve  as a liaison  with  the  client  to enable  the  coordinated  flow of infor-mation.  Key client
inforn'iation  and  business  reqciirements  are  obtained  ai'id  docuinented  by  the CRM.

A Do:Web  client  profile  is set  up fot-  ti'acking  and  failling  phii-poses,  as well  as a faile Tt'ansfer  Protocol  (FTP)
diredory  foi-  the  receipt  of any  test  data  from  l:he client.

A kic<-off  meeting  is thet"i  held  between  the  ciser  organizat'ion,  the  CRM and  the appropriate  implementation
and  pi-oduct  team  leadei-s.  The  detailed  business  reqciii'ements  ai-e docun'iented,  and a user  organization
contract  is approved.  A project  lead  is assigned  to manage  the  implementation.

Analyze  and  Design

Once  the  kick-off  meeting  has  been  conducted  and  requirements  have  Izeen  gathered,  the service  delivery
tean-  pi-oceeds  to create  a pi-o)ect  plan  outlinirig  the  project  woi-k  steps.  /.!1 solutions  development  meeting  is
held  I:iy the  project  team,  and  a solcition  is designed  and  documented  ii"i the  Application  Staner  Kit (ASK)/
Internal  test  booklets.  A finalized  agreement  is presei'ited  to the  client  i'or  review,  and a change  request  is
ci'eated  to initiate  tlie  I:itiild  process.  The  agreement  presented  coiild  be one  of  the following  thr-ee forn'is -
Statement  of Work  (SoW),  conti'act  and  / or conti-act  amendment.

Build

Programmei-s  leverage  the  ASK  to develop  the  solt.ition  n-i the  developn"ient  envii-onment.  Programmers  and
the  Project  Lead  will  then  review  and  test  the  solutions  before  subi'nitting  the  solcition  for  sysl:em  integration

and  iiser  acceptance  testing  review.

Test

Programmers  then proceed  to 1:ierfoi-n'i  system  integration  testing  iri the test environmene  and Q,uality
Assui'ance  (QA)  reVlews  the  testing  tO el'1SLFe :t MEETS KUBRA'S  testing  standards.  Once  QA  l'1aS completed  itS

procedures,  the  solution  will  be promoted  to tlie  pre-production  envit-oriment  for  client  to review  the  solcition

and  test  its  functionality.  Once  satisfied,  a client  will  sigi-i  off  a client  acceptance  foi-i"ii  arid  the  solution  will  be

promoted  to the Iirodciction  environment.
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Implementation  and  Post-implementation

Al'ter  the solution  has been  pron-ioted  to the pi-oduction  environn-ient,  tt'ie fii-st  day of production  is i-evieviiecl

for  a::cui-acy  and ccin'ipleteness.  AI'1Y issues  identified  are addressed  using  KUBRA's  incident  and problem
management  process.  Tl-ie case is then  closed  in the DocWeb  ti'acking  system.

+;';: '. :. i!4. i:..e5 l) i:

Cont-ol  Objective  2: Cot'itrols  provide  reasonable  assurance  that  data  authoi-ized  and inil:iated  by the client  is

received  and i-ecorded  coi'npletely,  accurately,  and tin-iely  in accordance  with  the client  set'vice  agreetnent.

USel- entities  send data  via a secured  connection  to an FTP dtrecJot'y  See up b'/ CF'le NelWOl-k  Support  Gt'oup
(NSG).  Each client  "ias  n:s own  cffi-ectory,  and access  is restricted  to the clierit.  The data  is decrypted  using

FileSync  or DocWeb  Syi-ic  as pi-e-specified  by tlie  client.  Once  decryption  is complete,  thc client  data  is stored

in th=  DocWeb  Inbox  to be picked  tip  by the Ti-ansmission  Manager.

The  Ti-ansmission  Manager,  which  is schedciled  to i-un evei-y  5 i-i'iinutes,  analyzes  the contents  of the l'iles and

validates  the data  file is uniqcie,  file naming  is appropriate,  and tl"ie file was received  in the expected  time
window  as clefined  in the Service  Level  /-Sgreement  (SLA) between  KUBRA  ancl the client:.

System  alerts  sucl-i as /.ki-rived,  Unexpected,  Late and Transmission  Error  are sent  to the KUBRA  client  via

DOCW eb'S client  po-tal  l'VhiCl T pi-OVi CleS n('tWOr  k ViSi billt'% Of the enti  I-e d ()Culne  nt pt-od LlCtiOn p I-OCeSS. The Client
is i'esponsible  for reviewing  system  alert:s  foi- eri'ors,  and responding  to KUBRA  within  4 I-tours in ot-der  for  files

witli  erroi's  to be coi-rected.  Depending  on the alert,  the client:  could  either  cancel  a job  or t-equest  for

pi-ocessing  to contincie.  4151),ifei-i-oi-s  ai-e noted,  cases  are ci-eatecl  witl-iin  DocWeb's  ticketing  system  for

Incicent  Resolutior'i.  Once  data  receipt  is complete,  a 3ob is created  in the DocWeb  SQL l')atabase  for  further
(irocessing  ancl con'iposition.

't '. " ii" C'()I'}-J'.11)-'3 I('!l>')

Control  Objective  3: Controls  provide  reasonable  assui-ance  that  data

processed  coinpletely,  acccirately,  and timely  ni accordance  with  the

authorized  and initiatecl  by the client  is

client  service  agreement.

Once pre-processed  filcs  have  been  placed  into  the DocWeb  SQl  database  and a job  is created,  Task  Dispatch

within  DocWeb  schsclules  and distrilxites  the execution  of jobs  to the processing  nodes.  During  the processing

of jobs,  the nodes  collect  related  data (i.e.,  data  configuration  files,  l'ilters)  from  the SQL database.  DocWeb

pi-oc=ssing  nodes  acitoi'i'iatically  map  billing  clata to the pre-specified  billing  templa!e.  The Report  Filter  within

DocWeb  analyzes  tl'ie 3ob to validate  the business logic to be exectited. Business logic executed includes: a.
Document  decoinposition

b. Preparation  of various  output  files  (email,  fax, print  and return)

The filtering  process  peiforn'is  a validation  clieck  to detern"iine  whether  the file received  is in the

pi-ed=termined  forrqat  specified  l':iy the  client  and adheres  to the expected  business  rult":.  for  the client.  If the

validal:ion  process  t'ails a system  alei-t  is sent  to the Docli'Veb  client  poi-tal  to no(ify  the clrent.

The Report  Filter  segn'ients  all files  into  various  outpcit  file fot-mats  and ci'eates  destination  files  for  print,

iDoxs",  en'iail,  fax, billing  and e-Reports.  Print  jobs  aie automatically  scheduled  according  to their  requit-ed

completion time and the most approliriate  printing location based on )cib pnority  as outlined in the client SLf)i.
Whe"i  segmentation  is coi'iipleted,  DocWeb  automatically  transfers  data into  iDoxs""  foi- loading  into  customer

specific  databases.

The Hob status  is updated  and a job  log containing  infoi-mation  such as nan'ie  of the file received,  number  of
reco-ds  in the file, number  of jobs  processed  by type  (e.g.  emailed,  retcir'ned,  sent  to print),  and any
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additional  client-i-eqciested  tracking  measures  is ci-eated  and made  available  to clients  to review  on the

DocWeb  and iDoxs""  client  portal  at the  completion  of data  composition.

For iser  entities  utilizing  the  pi-eview  and i-elease  attribute  in

iDoxi-"'ithesystemspiovideclientswithLhefunctionalityto
the  files  for  printing  and online  distnbution.  User  entities  can

disti-  bution  once  tl-ey  are  satisfied  or can  cancel  th3)ob  and
processed  cinless  g ven  the approval  by il"ie client  onlirie.

, . . i'. I , !i  ,);'i}ii'i

DocWeb  or release  manager  functionality  in

review  sample  processed  files  online  and  i-elease

i-elease  the  )ob for  printing  and online

follow Lit) any isscies with KUBRA. A job is not

Cont-ol  Olyjective  4: Controls  provide  reasonable  assurance  tliai:  jobs  aiithoi-ized  and  initiated  by the client, ar'e
pi'esented  coi'npletely,  acccirately,  and  timely  in accordance  with  the  client  service  agi-eemenl:.

OnCC DOCWee) has formatted  and ti-ansl'erred  I:he data  llltO  :DOXS",  datEl :S autornatically  presented  on client

spec  fic e-billing  websites,  cinless  the  release  n'ihnager  fin"ictionality  is I:ieing  utilized  as I:u-eviously  discussed
wl'iici  provides  clieats  Il'ie oppoi-tunity  fnr  a final  review  and maniial  release  to the  client  specii'ic  e-billing

websites.

When  data  is being  loaded  into  client  specific  databases,  data  validation  checks  are  pei-formed  and  the  system
auto'natically  creates  incident  tickets  in the KUBRA's  Tracking  System  if errors  are encountered.  The  tickets
are then  resolved  a tin'iely  tnanner  following  the  overall  Incident  Managernent  process  detailed  in Control
Objedive  10  below.

A DocWeb  setting  also  allov,is  client  to obtain  a feedback  file  that  provides  detailed  information  to determine
whether  their  jobs  submitted  liave  been  completed,  and to validate  the  nun-iber  of t-ecot-ds  processed.

a' a l'  al l '-'J!'('i(  I

Control  Objective  5: Controls  provide  reasonable  assin-ance  that  jobs  authonzed  and  initiated  by the  client,  are
printed  completely,  accui'ately,  and  timely  in accordance  with  the  client  service  agt'eeme.nt.

DocWeb billing 3obs  that  need to be printed are automatically  received in the print  queue, and urgent jobs that
requii'e  sai'ne  day  completion  are highlighted  for  the  print  operators.  Print  operators  pi'int  jobs  according  to
priority  in the  DocWeb  production  scliedcile  in order  to maintairi  an efficient  workflow.  St.andardized
cloccimentation  SLIC'1  as the  File Control  Page  (FCP),  oi.itlining  first  and last  invoices,  number  of pages,  nu'nber
and  :ypes  of inserts,  ncimber  and  types  of mailings,  as well  as any  special  liandling  reqtiiren-ients,  and a
Qiiality  of Service  (QOs)  check  Sheet  arc  attached  to cacl"i print  job  in orclei-  to enal:ile OPERATORS tO prOCeSS he
jobs  acccirately  and (iei  form  quality  checks.

Print  opei-ators  set  up the  printers  with  consiui'iables  listed  in tiqe FCP and  print  the  jobs  by sending  the  job

files  tO a designated  pnnter.  Lai-ge  jobs  Can be split  and  sent  to multiple  pr:ntei's,  and  a split  report  is printed
For each  split  allowing  tl-ie recompilation  of the  pi-int  job.

Thi-o-ighout  the  pi-inning  process,  quality  checks  ai-e performed,  including  a review  of random  invoices  printed.

Quality  check  i-esults  are recorded  on the  FCP. In the  event  a print  job  is over  1000  pages,  a QoS  check  sheet

is also  used  for  additional  review.  On average,  one per  1000  pages  pi-inted  is reviewed.  At the  completion  of a

print  job,  the  printecl  billing  documents  ai-e checked  foi- completeness  I:iy viewing  the  first  and last  invoice

(account  numbers)  listed  on the  FCP, as well  as the  first  and last  page  number,  to validate  the  correct
ruimaers  of pages  were  printed.  In additiori,  on the  FCP, the  constimable  item  numbers  are indicated  as

verif  ed by cliecking  off  the  check  box  next  to the lettei'l'icad  itern  Eacli  section  of the  print  job  is sepai-ated

with  accoinpanying  standai-d  documentation  for  furthei-  processing  by the  insertion  and mancial  insert:ion
departments.
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Upon  completion  of the  print  )ob,  pi-int  operators  sign  off  on the  FCP and scan  tl"ie 3ob in KUBRA's  Ti-acking

System  (KTS),  module  within  DocWeb,  to cliai-ige  the  pi-inting  status  to coi-i"iplete.

l  ')-" '-l  '- 'l  i ;"..""i  } }('!  [1  I "  i i' " y * '

Control  Objective  6: Controls  pi-ovide  i-easonable  assurance  that  jolis  acithoi-ized  antl  intl:iated  by the  client,  are

firushed  and sent  foi' mailing  completely,  acciirately,  ai-id tii'nely  in accordance  with  the  client  service

agreement:.

011Ce lObS 11aVe be(  a1 printed,  eaCll  Of the  finiSl1illg  depat-tllalents  (Insertion,  Manual Ii-iset'tion)  collect  their
res1:iective  portions  af tl'ie pi-int  job  from  their  clesignated area for further  finishing. DocWeb billing jobs are
autoisatically  i-eceived  n'i the  insertion  qi.ieue,  and cirgent  jobs  that  requii-e  same  day  completion  are
highlighted  foi- the  i;qsei-t  operators.  Insert  operators  finisli  and  inail  jobs  accorcling  to pi-iority  in the DocWel:+

pi-oduction  scliedule.  DocWeb  status  tracker  tracks  the  progi-ess  or each  bill  in a billing  job  to ensure

completion  of the  entire  jol:i.

Insertion

Insei"'ion  mailings  are  acitomatically  inserted  cising  KUBR/-Vs inserters.  Jobs  ai-e scanned  in order  to load  their

respective  DOCWet)  PROFILES, anCl Insertei-  Opei'ators  10ad the Vat-iOllS inSet-tS  neted ill tlle FCP tO eaCh inset'tion
staticn.  Inseiter  opei'ators  set  up tlie  type  of fold  and  set  up the  Inseiter  vision  cameras  to detect the

appropriate  address  idenl:il'ier  (Customer  Addi-ess,  USI)S  barcode,  or Package  Sequence).

Opei-ators  contintioiisly  perfoi-m  quality  ancl spot-checks,  and perform  .-i qciality  inspection  of random

envelopes.  Quality  inspections  ai-e noted  in the  FCP, and a quick  reconciliation  of inset-ts  used  is perfot'med  by

companng  insert  counters  to the  FCP as well.  Similar  to tlie  printing  process,  in the  evenl:  of a pnnt  job  over

1000  pages,  a QoS  check  st"ieet  is used  for  aclclitional  i-eview,  on avei-age  one  per  1000  pages.  At  the

completion  of  the  3cib, a cotnpleteness  check  is perforn'ied  by comparing  total inserts  used and pieces
processed  to totals  on tlie  File Coi"iti'ol  Page.  Once  the  inserLiori  process  is complete  l:ht,'job  is scanned  out  of

the  CocWeb  job  ti-acker.

Tt"ie inserted  envelopes  are  tl'ien  Iiliiced  in n'iailing trays clependii"ig  upon tt'ie mailing spe:cifications  and
incentives.  Operators  sign-off  on tl'ie FCP once  jobs  liave  been  finished,  ti'ansferred  to the  mailing  area,  and
mailing  documentation  is complete.  The  completed  jobs  ai-e then  scanriecl  into  DocWeb  to indicate  completion.

All US mail  is processed  thi-obigh  the  USPS  incentive  mailing  software  and  statements  of' rnailing  are

autornatically  prepared.  Cariadian  mail  is processed  foi'  incentive  i-ates  via pt'e-sort  software,  and statements
of inailing  are  pi'epai-ed  n'ianually  at the  end  of each  shift.

For  ir:centive  pieces,  n'iail is usually  pre-sorted  and  unloaded  in a specit'ic  ordei-  cising  ii*  mar'ks  made  by the

Inserter  denoting  the  first  and last  envelopes  to be placed  in a single  ti-ay.  Separate  tt-ay  tags  and statements

of n'iailings  are atta=hed.  For non-incentive  pie.ces,  envelopes  ai'e comn"iingled  and placed  in one skid  and a

State  Tient  Of n'iailing  is attached.  Ii'icentive  pieces  are kept:  in i:)l-eSOFt oi-der  and aiae tr'aYed  in thiS  Oladel'.

Manual  insertion

Oversized  jobs  and  grocip  n'iailings  are processed  by tl"ie Manual  Insei'tion  depai-l:inent  by hand.  Manual

inser':ion  operators  review  the  FCP for  the  necessary  consumaeiles  and  insert  the  bills  and  relal:ed  inserts  into

enve  opes  and the  envelopes  are mailed.  Stariciard  quality  checks  are performed  and documented  in the  File

Control  Page,  and  t-iejob  is closed  ocit  of tlie  KTS once  complete.

Returns

Files  :hal  i-eqciire  printirig  only  and  do not  have  machining  specifications  are  shipped  by courier  or mailed  to

the  c ienl:. No further  processing  is done,  and the  job  is closed  oi:t  in KTS.
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Cont-ol  Objective  7: Controls  provide  i-easonable  assurance  tliat  payments  ai-e processed  con"ipletely,

accci-ately,  and  timely  in accordance  wRh  the  client  sei-vice  agreeinent.

SCheduled,  pt'e"autt1oiaized,  and  ad-hOC  payments  al-e authorized  in real  time  and  consolidated  dail'y'  intO EF1-

batch  files.  EFI" batch  files  are  ct-eated  and  processed  daily  with  eacli  of KUBRA's  various  payment  processors.

Resp:)nse  FILES fl-01n  ba+1kS  Of payments  j:)taocessed  at-e fogged  fOl- confinnation  and  ltploaded  intO  iDOXS".

Individual  payment  status  reports  are  available  ror  review  within  the  iDoxs"'  client  portal  by clients.  On a

customer  by  custon'iei-  basis,  clients  can  i-eview  whetl'iei-  payments  ai'e scheduled,  pi'ocessed,  or  declined  by

i'eviewing  the  comment  fields  l'oi- each  custoinei-  accohint.

Ever!  morning,  a r-emitl-ance  file  is genet-ated  aiitomatically  and  set'it  to the  client  for  reconciliation  of bank

depasits.
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Description  of  KUBRA  Information  Technology  Environment

KUBRA's  Technology  Depaitment  is composed  of 6 gi-ocips,  located  in Canada  (Mississahiga)  and  the  United

States  (Dallas).  -l-he orgaruzation  sl:ructcii-e  is as follows:

': ] ii  i X l i; t'! 'i;(:)fT!'. i-tli

Cont-ol  Objective  )IlI  Controls  provide  rerisonable  assui-ance  that  changes  to iDoxs"'  DocWeb  and  suppotting

infra=tructure  con-iponents  are acitl'iorized,  tested  and approved  in accordance  with  KUBRA's  policies.

KUBRA's  change  management  process  controls  cl'iangts  over  iDoxs"",  DocWeb  and  supliorting  infrastructure

components  that  are managed  by the  1-echnology  Department,  sa.ich as databases,  servers,  network

components  and  their  associated  documentation  and n'ianuals.  The  process  also  allows  For handling  changes

that  need  to be expedited  due  to their  impact  level  such  as emergency  changes.

The  change  management  process  validates  that  all changes  are  authorized,  tested  and  approved  by the

Tecl"'nology  Department  prior  to implementation  to the  production  envii-onn"ient.

Cbar  geS at-e initiated  aS CaSeS and  then  10ggeCl and ti'acked  in KUBRA's  ti-acking  S'/Ste{n.  TheSe  include:

a. iDoxs""  and DocWeb  infrasti'ucture  upgrade/mo<fification  requests  (server  tipgrades,  firewall  ct"ianges,
network  drive  installations,  etc.)

b.  iDoxs""  and DocWeb  application  upgrade/modification  requests

Charge  reqciests  are tlien  escalated  witliin  KUBRA's  tracking  syStem  to appi-opriate  tean'is  based  on their

natu-e  and type

a. iDoxs""  and DocWeb  infrastructure  upgrade/modification  reqiiests  are  escalatecl  to the Network

Support  Group  (NSG)  for  change  authorizatiori,  develol-iment  ar'id testing

b.  iDoxs"'  and DocWeb  application  upgrade/modification  reqciests  are  also  escalated  to respective

application  tearns  fcir  change  autlioi-ization,  development  and  testing

Charges  ai-e developed  and tested it'i the develoIiment  arid test envirorii'nents  which are segregated  ri-om tlie
prodxtion  environn'ient,  to prever'it  any  adverse  impacts  changes  may  have  to Client's  production  data.
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Quality  Assurance  (QA)  1'ean'i  also  execiifes  additional  testing  on changes  that  directly  impact  KUBR/-S's  client.

Prior  :o  implementation,  changes  ai-e i-eviewed  and  approved  by  Technology  Departn'ient  management.

Implementation  of changes  to the  prodiicl:ion  envii-oninent  is centralized  witt'iin  the  'l-echnology  Departi'nent

with  ownersl"iip  accoi-ded  to the  NSG  team.  Individuals  perf'oi-ming  chai-ige  n'ianagement  controls  do not  liave

conflicting  duties.  Different  individuals  viithin  the organization  pei-form  the following  cluties:  reqbiest/appi-ove

the d=velopment  of  a change,  pi-ograrn  the  change,  and  move  the  change  into  production.

Additionally,  pei-iodic  i'ncinitoring  is perfoi-i'ned  over  updates  made  within  the  iDoxs"  and  DocWeb  production

envit-onn'ients  tO asceitain  tl"iat  upcla):es  aiae accounted  fat'  and  acithorizcd.  A i"i-ionitoi-ing  t.itility  Is In place  tO

monitoi-  key  productiori  sei'vers  an<:l flag  updates  in a i-eport.  On a daily  basis  IT pei'sonnel  i-eview  the  i-epoit

and  validate  that  flagged  iipdates  were  authorized  and  appropi-iate.

.a'a;':a=.'::(;a-:,"'i:);al"('(()'I

Control  Objective  9: Coi-itrols  provide  i-easonable  asscirance  that  logical  access  to  iDoxs"",  DocWeb  and

supporting  infi-astructure  and  physical  access  to coinphiter  equipment  are  restricted  to pi-operly  authorized

indivi:juals  in accordance  with  KUBRA's  policies.

KUBRA  manages  a fi-amework  of inl'ormation  seccii-ity  policies,  which  detail  standards  and  gudelines  to be

executed  for  the  use  and  maintenance  of KUBRA's  iDoxs"'  Suite,  DocWeb  application  and  supporting

inFra=tructui'e  componerits.  Tlie  Chief  Security  Officer  has  i-esponsibility  over  the  n"ianagcment  and

administration  of  con'ipliance  with  secui-ity  policies.

The  Technology  Department  and  its  associated  gi-ocips  have  ownei-ship  over  the  design,  implementation  and

daily  management  of technologies  and  pi'ocesses  that  ascertain  tliat  seciu-ity  over  iDoxs"',  DocWeb  and

supporting  infrastructui-e  envimnment  (Operating  System,  Netwoi-k  and  Database  Environinet"it)  is delivei-ed

and  nonitoi-ed  on a consist.ent  basis.

Acce'ss  I:o privilege  fuixtions  within  iDoxs""  Suiie,  DocWel:+  application  system  and  supporting  infrasti-ucl:ure

components  is restricted  to authorized  and  appropriate  grocips  within  tl-'ie Technology  Department.

Guidelines  and  pi-ocedures  govern  the  granting  and  ren'ioval  of accesses  to  KUBRA  facilities  and  information

pi-ocessing  assets  whicli  includes  iDoxs""and  DocWeb.  KUBRA's  ncw  and  cui'i-ent  employees'  access  and

removal  i-equests  are  i-eviewed  by Ihe  I-liiman  Resoui-ce  (t-IR)  Department  and  then  appi-oved  by xusr<oos

departi'nental  management.  -l-he Technology  Department  is i-espoi'isible  f'oi' gi-anting  and  i'einoving  accesses  to

processing  facilities  and  iDoxs""  sciite,  DocWeb  and  supporting  infrastructi.ii-e  components.

iDoxs"'  and  DocWeb  access  and  removal

Servi:es  team  (CST)  and  escalated  to  tlie

and  i=moving  of accesses.

reqiiests  by iisei-  entities  ai-e comn'iunicated  to KUBRA's  Client

respective  ap(:ilication  teams  !:o accordingly  exect.ite  tlie  granting

User  =ntities  access  to DocWeb  is restricted  to:

a.  The  client  poi-tal,  which  provides  a consolidal:ecl  view  of the  entire  offline  doct.iment  protuction,  pi-int

and  mail  pt'ocess;  and,

b. Client  dii'ectoi'ies  wit:hin  DocWeb's  t-P  sei-ver  which  tempoi-arily  hold  data  transferred  via  FTP  fi'om

client  proprietary  systems  and  transfei-red  to DocWeb  for  processing.

User  =ntities  access  to iDoxs""'  is resti-iceed  to:

a. iDoxs""  Online  Adn-iii-iistrator  and  Client  Services  Repi-eseritative  portals  whic)i  pi-ovides  access  to

subscribei  account  managei'nent  capabilities;  and

b. Client  folders  within  iDoxs""  Fl-P  server  which  tempoi-ai-ily  holds  data  transferi-ed  via  n-P  from  client

pt-oprietai-y  systems  and  transferi-ed  to iDoxs""  for  processing.
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In adclition,  KUBRA  Personnel,  KUBR/-l  Client  and  their  i-espective  subscriber  accocints  are  controlled  though

the  use  of usei-  accounts  and  passwoi-ds,  for  viliich  standai'ds  have  been  established  govei-ning  passwoi-d

coml:lexities  and lifetin'ies.

Netwai-k  secui-ity  is provicled  by  a multi-layered  firewall  system  that  enforces  secure  access  to and  fron'i

KUBF:A's  internal  netwoi-k  and  internet.  Fii-ewalls  ai-e placed  at  all enti-y  and  exit  points  witiiin  KUBRA's

neLwark  environment.  /\dministrative  rights  to fii-ewalls  are  resti-icted  to authoi'ized  KUBRA  IT personnel.

Physical  Access

Access  to  KUBRA  ('acilities  is i-esti-icted  to acithorized  KUBRA  en'iployees  pending  a successful  cnminal  and

background  check. The Secunty  Del'iai-l:n'ient  is responsible  for tt-ie managei-nent  of physical access requests  to
KUBPA's  processii"ig  facilities.  KUBf?A  facilities,  which  incleide  all processing  areas,  ai-e scccii-ely  locked  with

access  permissible  only  by  an assigned  key  card  with  pre-  configured  access  restrictions.  As a result,  physical

aCCeSS tS conf:ned  eO areas  withu'i  the  facility  that  Is appi-opi-iate  and  t)aSeCI On employee's  job  responsibilities.

Time:y  removals  of  access  cards  are  also  enfot-ced  Foi- tei'minated  KUBRA  en-iployees  to pi-event  unauthoi-ized

access  to  facilities.  In addition,  surveillance  systems  are implemented  within  KUBRA  facilities  to monitor  all
activities  witl"iin  KUBR/-'l'S  processing  locations.  S/isitors  or  non-KUBRA  employees  are  i-eqcin-ed  to log entry  in a

Visitcii-  log and  be escoitecl  by an acithorized  KUBRA  en'iployee  prior  to being  granted  access  to a facility.
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Control  Objective  10:  Controls  provide  reasonable  assui'ance  that  IT operations  incidents  are  analyzed,

reviewed,  and  resolved  in a timely  mannei'  in accordance  with  KUBRA's  policies.

Incid=nts  identified  by  KUBRA  and  its  client  ai-e pcit  thi-ough  an Incident  Managei-nei-it  Pi-ocess.  The  process

ascertains  that  all incidints  identified  are  docun"iented  within  DocWeb's  ticketing  systei"i",  prioritized,  reviewed,

assigned  to the  appropriate  teams  and  resolved  in a timely  tnai'inei-.

iDoxs"  and  DocWeb  i'elated  incidents  klentified  at KUBRA  are  assigned  to alipropriate  grorips  within KUBRA's
Tecl"inology  Depart:n'ient  and  assigned  mandatory  completion  times  foi-  prompt  resolution.  Incident  Repotts

sumrnarizing  the  details  of  incidents  are  also  communicated  to user  entities  to inforrn  them  of  level  of  impact

incident  has  on their  sei-vices  and  tl"ie steps  I:ieing  executed  to i-esolve  the  incident.

KUBPA's  CST  is the  first  point  of contact  for  cl'ient  incident  cases.  These  reported  incidents  ai-e initially

analyzed and resolved l)Y trie CST and escalated to the alipi-opi'iate  Technology  Department:  gi'oup  if resolution
:S nO': possf51e  aJ: C!le:l-  I eVel.  COmpl  etion  e: mel:neS  def:  ned  :n CF1e S LA a nCI COlnm  u nicated  to l<Ll BRA  clrent  al'e

enForced  Foi' all incident  resolcitions  and  any  deviations  are  communicated  to the  impacting  client:  for

a(.ipi-opi-iate  authorization.  Cliani:)e  i-eqciests  resulting  from  incident  resolutions  are  put  through  KUBRA's

change  i'nanagement  pi ocess.

: . 41 r ' : ; A i Da-,t (i i"i 4,' {a J' (ya i;  at il  t,; , =. '

Control  Objective  11:  Conti-ols  pi-ovide  reason=ible  assurance  that:  production  program,  data,  and  system  files

are  backed  up and  restorecl  in accordance  with  KUBR/-Vs  policies.

Standards  and  procedcires  govern  the  pi-ocesses  involved  in backing  up KUBRA's  processii"ig  data  unto  tapes,

storing  of  tapes  offsite  and  the  t-estoration  of  tapes.  l.itespeed  and  Syn'iantec  application  tools3  are  scheduled

to automate  the  backcip  and  r-estore  processes.  Backups  are  performed  according  to an established  schedcile

3 DetalS  related tO tlle  S7StelTl iS inClkRleCI I(II' illfOl nlatiOllal  pCll'pUSeS. Tlie systein  ls not ill tile  SCOI)e Of t)1iS repOl t
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and  frequency,  fi-om  database  to hard  disk,  and  from  l'iard  disk  to tapes  roi- the  iDoxs"  and  DocWeb
applications,  and  suppoi'tii"ig  infi-ast.ructcii-e  components.

TT personnel  n'ionitor  backup  logs  daily  to validate  that  backups  wei'e  ci-eated  successfully.  Backup failures are
reviewed  and  resolved  I.'iy NSG  for  timely  resohition.

The  ('ySG also  performs  random  restoration  tests  to ascet'tain  t)'ie  capability  to i-estore  production  data in the
evei'it  of a data  loss.

2 .)



Description  of  Complementary  User  Entity  Controls

In designing  its sys=en'i,  KUBRA  has  cot'Ten'iplated  that  cet-tain  coi'nplen-ientary  conti-ols  WO(.llCl be implemented

by user-  organizatiohs  tc+ achieve  certain  control  objectives  included  in this  i-epoi-l.  In certain  situations,  the

appli':ation  OfSpeCirieCI COntl'OIS at the user  entity  IS necessat-Y  tO achieve  cei-tain  conti-ol  01)jeCl:lVeS  inClllCleCl  ln

this  repoi't.

This  section  desci-ibes  some  of  the  controls  that:  should  I:ie in opei-ation  at ciser  entities  to complement  interna

controls  at KUBRA.  Eacl-i  user  entity  must  evaluate  its  own  intei-nal  controls  to determine  if the  following

controls  are in place.  This  list  does  not  purpoi-t  to be ai"id is not  a complete  listing  or the  controls  that  provide

a basis  for  the assei-tions  underlying  the  financial  statements  of  biser  entities.  The  complementary  user  entity

controls  ai-e listed  below.

Control  Objective  I  Client  integration

User  entities  ai-e responsible  foi'  ensuring  the  complete,  accurate  and  timely  siibmission  of  project

requests  ard  prioi-ities  prior  to  the  issuing  of the  Staten'ient  of  'vVork

User  entities  ai'e  responsible  foi-  ei"isui'ing  timely  review  of and  i'esponse  to  DocWel:i  System  alerts,  in

ordei-  to i-en'iediate  eri'ors.

Usei'  entities  are  responsible  for  authoi'izing,  approvi+ig,  and  monitoring  of  tl"ie DocWeb/  iDoxs"'

adn"iinistrative  accounts  providecf  by KUBRA.

User entities  are responsible  for autl'iorizing,  al.il.iroving,  and n'ionitoi-ing  of tlie DocWeb/  iDoxs"  user
accocints  created  by the ciser  entities'  owned  DocWeb/  iDoxs""  adn'iinistratisie  accocu'it.

Control  Objective  2  Data  receipt'

User  entities  ai-e i'esponsible  foi- ensui-ing  the  complete,  accurate  and  tnhely  submission  of  client  data

in the  l'ormat  pre-specified  in tl"ie client  agreement.

User  entities  are  responsible  foi- ensuring  timely  review  of  and  response  to  DocWeb  system  alerts,  in

order  to remediate  eri-ors.

Control  Objective  3 - Data  composition

Usei'  entities  are  responsible  for  ensunng  the  complete,  accurate  and  timely  submission  of client  data

in the  foi-n'iat  pi-e-specified  in tl"ie client  agreement.

User entities  are i-esponsible  r;or ensui-ing  timely  i-eview  of and  response  to DocliVeb/  iDoxs'  system
alerts,  in order  to i-emediate  errors.

Usei-  entities  utilizing  the  release  manager  fcinctionality  are  i-esponsible  foi- enscii-ing  tin"iely  i-eview  of

their  processed  files  online  and  pi-ovidir'ig  approval  foi-  tl"ie files  to be released  For distribution  to

ccistoiners.

Usei-  entities  who  specify  the  preview  and  release  attribute,  are responsible  for  ensciring  timely  review

of  their  processed  files  and  provicling  approval  foi'  the  files  to be released  for  pi-inting.

Control  Objective  7 - Payment  processing

User  entities  ai'e responsible  for  ensui-ing  timely  review  of payments  processed  on their  behalf  by KUBRA.

Control  Objective  9 - Access  control

User  entities  are  responsible  for  coinmcinicating  iDoxs"  and  DocWeb  access  and  removal  requests

timely  to KUBR/-'l'S  Client  Service  Teain  (CST).
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Information  Provided  by Independent

Service  Auditor  Except  for  Control

Objectives  and  Control  Activities

;  i't{.i'Od  !X-.}'!Of  i

Tl"iis  repoi-t  on tl"ie description  of  the  systern  is intencmd  to pi-ovide  usei'  entities  and  tlieii-  auditors  with
iqfoi-mation  foi-  t)'ieii-  evaluation  of  tlie  effect  of a service  organization  on a tisei-  entil:y's  uiterna
control

izlating  to KUBRA  Data  Transfer,  Ltd.'s  ("KUBRA")  coi'itrols  civei-  iDoxs"a'  system  used  foi- tl"ie

I:iroduction  and  presentation  of  docui'nents,  Docun"ienL  Web  ("DocWeb")  systen'i  cised  for  the

Iiroduction,  printing  and  mailirig  of  ciocuments,  arid  tl'ie related  general  compi.itcr  controls  throughocit
tjie  period  lani-ary  1, 2 €)t8  to Decembei-  31., 2018.

This  section  presents  the  following  information

The  control  objectives  specified  by  the

The  controls  established  and  specified

provided  by KUBRA:

managen'ienl:  of KUBRA.

by KUBRA  to  achieve  the  specil'ied  control  objectives.

!;lso  included  iri  this  section  is the  following  informaton  provided  by Deloitte  & -l-ociche  LLP:

A description  of' the  tests  performed  by Deloitte  & 1-ouche  LLP to  determine  whethei-  KUBRA's

controls  were  opei-ating  witl-i  sufficient  efi'ectiveness  to achieve  specified  conerol  objectives.

Deloitte  8i Touche  LLP cletern'iined  the  nature,  timing,  and  extent  of the  testing  performed.

The  i-esults  of  Deloitte  & Touche  LLP's  tests  of controls.

OLII' exam:nal:on  WaS conducfed  In accordance  Wll:t1 eFle Statement  On SCandai-ds  fOl- Attestation

Engagements  illO.  ] 8 (SSAE  18),  "AtteStatlOl1  Standat'ds:  Clai'iFication  al1d Recodification"  eStabliShed

k:iy the  Amei-ican  Institute  of Cei-tified  Public  Accocintants  (AICPA)  and  International  Standard  on
Assurance  Engagements  3402,  Assurance  Reports  on Conlrols  at  a Sei-vice

Organ:zae:on,  iSSUed  b'y the  International  /.)iciditing  and  ASSul-anCe  Sl:anClal-CIS  BOal-Cl.  Our  treating  Of

I(.UBRA's  conti-cls  was  i-cstrict-ed  to Llie  control  objectives  ancl related  control  activities  listed  in tliis

Section  IV  and  was  not  extended  to contmls  describccl  in Section  III  but  not  inclcided  iyi Section  IV,  or
to controls  that  may  be in effeci:  at t.iser  organizations.

It  is each  usei-'s  responsibility  to evaluate  the  informai:ion  included  in this  repott  in relation  to interna

conti-of  in place  at ii"idivicliial  usei-  e+itities  to obtain  an unclerstanding  and  to assess  control  i'isk  at the

user  entities.  "'lGe controls  at usei-  entities  and  KUBR/l,'s  conti-ols  should  l:ie evaluated  together.  If

effective  user  entity  controls  are  not  in place,  KUBR/-Vs  controls  may  not  con'ipensate  for  such

weaknesses.

The  control  envii-onment  sets  the  tone  of  an organization,  inflciencing  the  conti-ol  consciotisness  of its

people.  It  is the  foundation  for  other  com(ionents  of internal  control,  pi-oviding  disci(iline  and

structure.  In addition  to the  tests  ordesign,implementation,  and  opei-ating  effectiveness  of controls

ijentified  by KUBRA,  our  pi-ocedui-es  inclucled  tests  of tlie  following  i'elevant  elemenes  of KUBRA's
control  environmenl.

a.  Control  envn-oninent

b.  Risk  assessment:
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c. Monitoi-ing

d.  Infoi'n'iatioi-i  anci con"ii'i'iunication

e. Control  activities

Such  tests  included  inqcury  of the  appropriate  managen'ient,  scipei-visory,  and  staff  personnel;

cbservation  of' KULIPA's  activibes  and opei-ations,  inspection  ol' KUBRA's  documents  =ind records,  and
i-=-peiformance  of tlie  application  of KUBRA's  controls.  The  results  of these  tests  wci-e  considei-ed  in

I:lanning  the  nature,  timing,  and extent  of ocir  tes?ng  of the  control  activities  described  in this
section.

Oui- tests  of the  controls  were  designed  to cover  a representaf.ive  nt.ii'i"i5er  of  transac:t.ions  tht'oughout

t-ie  period  frori'i  Jariuary  1, 2018  to Decembei'  31, 2018.  In detei-mining  the  natui'e,  timing  and  extent

cf  tests  we corisidered,  (a)  the  nature  and fi-equency  of  the  controls  being  tested,  (l')) the  types  of
available  evidential  mattei',  (c)  tl"ie nature  of the  control  objectives  to be achieved,  (d)  the  assessed
evel  of conti-ol  risk,  (e)  the  expected  effectiveness  of the  test,  and (f) the  resiilts  of our  tests  of the

contro  environn'ient

Uc:rvcript%cii'i  c f !'r'! : " ii i'.-.1 )'ti <i t:eci  i.i( 1. " ( + (it'i't  i'7(;  ;,.i.i';
Cieloitte  & Touche  LLP perfoi-med  a variety  of tests  relating  to the  controls  listed  in tliis  section
tii-oughout  the  period  from  Janiiai-y  1, 2018  to December  31., 2018.  Our  tests  of controls  wei-e

I=erformed  on conti-ols  as they  existed  during  the  period  of  lanuary  1, 2018  to Deccmlyer  31,  2018,
ancl were  appliecl  to those  conb-ols  relating  to conti'ol  objectives  specified  by KUBRA.

I'l  addition  to the  tests  listed  below,  ascertained  tt'u-ough  mtiltiple  inqiiii-ies  witli  management  and the

control  owner  that  eact-i control  activity  listed  below  o1:iei-ated  as described  throughocit  the  pei-iod.
Tests  performed  are described  below:

Na)!.,"').""'alllalat'-11

Corrotyorative  Inquiry Conducted  detailed  interviews  with  relevant  personnel  to obtain  evidence
that  the control  was  in opei-ation  durnig  the  repoi-t  pei-iod  and is

accotnpaniecl  b'y' Other  procedln'es  neted  belOW that  al'e necessar'/  tO
cori-oborate  the  information  dei'ived  From the  inqciiry.

Observation Observed  tl'ie perfoi-i'nance  of the conti-ol  multiple  times  tlirocighout  the
i-eport  pei'iod  to evidence  application  of the  specific  control  activity.

Examination  of

documentation  /  Inspection

If  the performance  of the control  is documented,  ii'ispected  documents

and reports  indicating  performarice  of the  conti-ol.

Repcrformance  of

monitoring  activit:ies  or
manual  controls

Obtained  documents  cised in tl'ie monitoring  activRy  or inanual  control

activity  and indeperidently  reperformed  the procedures.  Compared  any

exception  iterns  id(l1til'ied  Wltt1 thOSe identifi("d  t)'7 thl3 re.sponsible  coi'itrol
owner.

Reperforrnance  of

programmed  processing
Inpcit  test  tlata,  manuiilly  calculated  axpected  i-esults,  and compared
actual  rest.ilts  of pi-octissi  ng to expectatio  ns.

:ao: t21ii:1 '{'./ !i  !t  }r !J l' t I!  i i : i ;  ; ,.r %i  :.,,+ i'i y ) tt'+  ( l'i ! a "  , ;< ; { 5 y i' ial i,:i ' ( a,a ' , '.'a. <ala> i ; r ::  ';;  ia4', ;:)'at , ')(  I

We performed  pi-ocetcires  to evalual:e  whether  tlie  ir'iFot'mation  provided  by the  Service  Organization,

vil"iich  includes  (a) information  provided  by the  Service  Organization  to the  service  aciditoi-  in response
ta ad hoc  requests  fi-om  the  sei'vice  aciditor  (e.g.,  population  lists);  (b)  information  used  in the

execution  of  a con5-ol  (e.g.,  exception  i-eports  oi- I:ransaction  reconciliations);  and  (c) infoi'n'iation

prepared  for  usei-  entities  (e.g.,  ciser  access  lists),  was  sufficiently  reliable  foi- obir  pcirposes  by

ebtaining  evidence  aboiit  the  accui-acy  and  completeness  oi' scich  infoi-ination  and  evaluating  whethei-
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the informabon  was  sufficiently  pt-ecise  and  cletailed  foi-  oui-  purposes.  Infoi-mat:ion  vie utilized  as
evidence  may  have  included,  bnit  was  not  limited  to:

Standard  "out  of the  box"  reports  CIS configbii-ed  within  the  system

Paramete.r-driven  i-eports  generated  by KUBRA's  systems

Custom-developed  reports  t:'iat  ai-e not  standai-d  to the  application  such  as  scripts,  report
writers  ancl queries

Spreac'lsheets  tl'iat  include  relevant  infori'nation  utilized  for  the  perfom"iance  oi- testing  of  a
conti-ol

KUBRA  prepared  analyses,  schedules,  oi- other  eviclence  manually  prepared  and  citilized  by the
KUBRA

Our  procedures  to evaluate  whether  tliis  inforn'iation  was  sufficiently  reliable  included  obtaining

evidence  regarding  the  acCuracy  and  completeness  of the  information  and  perfoi-mirig  proceduresto

address  (a) i:l'le accuraC%/  and compleleness  Of sotil'ce  data and (b) the Cl-eaiiOll  anCl t'i'lodiffcal:fon  Of
applicable  repoi-t  logic  and  parameters.  While  tliese  procedcires  were  not  specif'ically  called  out  in the
test  procedures  listed  in this  section,  tliey  were  con"ipleted  as a con'iponent  of  our  testing  to support
the  evaluation  :if  whether  oi' not  the  information  is sul-ficiently  precise  and  detailed  for  purposes  of
Fully  testing  the  controls  identii'ied  by the  Service  Organization.

a l Ujl  () }')'i!  l I ( <i ii {a( !,l  I i ;,' If' i !'!  i i i-+ !,I
The  concept  of' mat:ei-iality  is not:  applied  when  repoiting  the  results  oftests  of  controls  for  which

deviations  have  been  identifiecl  because  Deloitte  & Touche  LLP does  not  have  the  aliility  to ascertain
that  a deviation  will  be relevarit  to  a particular  user  entity.  Consequently,  Deloitte  & Toticlie  LLP
reports  all deviations.
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Information  Provided  by Independent  Service  Auditor  Except

for  Control  Objectives  and Control  Activities

Objective  - i.  Ciient  Integraticn:  Controls  provide  reascnable  assurance  that  authorized  naw clients,  an6 changes  to axisting  clients,  are

rece:ved,  recoi-de'f  ar'.d processeCl cClmple(:eiy, accurately,  arid eimely In accordance  With  i:f1e C:!ent  Sel-V:Ce  agreement

An agreement  is created  for  all

projects  reiated  to the  integration

of  authorized  new  clients  or

changes  to existi-g  cleots  and

submitteo  to =he cl:env  for

approyial.

Network  Suoport  Groap  (NSG)

personnel  create  an FTP directory

and  provide  appropriave  access  to

a new  client  based  on the  receiot

of  an approved  setup  request.

DocWeb  Prodocr  Support

perscnne:  create  a clien'-  profile

within  DocWeb,  inclading  the

assignment  of  a Uniqve  10  to

of  an approved  setop  request

For  a sample  or new  clients  and  changes  to the  existing

clfents  during  He period  urider  examinatior,  inspected

project  agreement  to ascertain  that  an agreement  was

creatsd  ar.d  a;r".royis:d  by t!'ae c:'ar.t.

Far  a samn,'e  Cf aTel'j Cllen:S  a'..d c!-.anges  tO t:F.e ex'St:ng

client's  during  the  period  under  examination,  inspected

client  FTP Settings  to  ascertain  that  an FTP directary  was

creafed  and  appropriate  aCCeSS WaS proV!(ied  5aSed  On the

receipt  of  an approved  setup  request.

clients  during  the  period  under  examination,  inspected

client  profile  to ascertain  that  DocWeb  Product  Support

personriel  created  a client  profile  within  DocWeb,  including

he assignment  of  a Unique  ID to each  client,  based  on the

receipt  of  an approved  setup  request.

No exceptions  noted.

No exceptions  noted.

No exceptions  rioted.



Internal  I:eSt 500klefS  gui(fe  he

process  for  implementing  new  or

changed  client  jobs.  Developers

and  superviscrs  subject  test  files

and  sample  statements  to QA

procedures  to verify

programming  accuracy  prior  to

production.

For  a sample  of  new  clieots  and  changes  ';o the  existing

clients  during  the  period  under  exainination,  inspected

Internal  test  booklets  to ascertain  that  new  or  changed

client  jobs  were  subjected  to  QA  procedures  to  verify

programm!ng  accuracY  prlOr  iO production.

No exceptions  noted.

i.5 QA personrel  obtain  ciient  For  a sampie  of  new  clients  and  changes  to the  existing  No exceptions  noted.

aathorizat:cnpriartaprad:ct:c=  cli=n:sdu-i:'igthepe-odu-:j=rexam'na'-'cz,Fr;spe:ted  a"Jreiease

management  team  authorized  service  level  agreei'nent  ard  client  DocWeb  implement  developed  solutions  profile

:o  ascertain  that  QA perscnhel  obtaihed  client  into  prodactirin  in a tim,aly  authorization  prior  to production  and

release  management

manner.  team  implemented  developed  solutions  into  production  in a timely  manner.

Only  authorized  SLA  for  each

clierit  is se= ap in DacWeb.

For  a sample  of  new  clients  and  changes  to the  existing

ciients  during  the  period  under  examiriation,  inspected

authorized  SLA  and  client  DocWeb  profile  to ascertain  that

only  authorized  SLA. was  set  up iri  DocWeo.

No exceprions  noted.



Objective  - 2. Data  ReCeipt:  COntrOIS pt-ovide reasonable assut-ance ha  daa aLlthOi-iZed and initiaCed bS/ t'he client iS received and recordeG
comple!:ely,  accvrately,  anCi C:lT1el'y'  :n accot-dance  W!th  Che client  service  agreement.

=. ,  ..  la  ffi   .  %  .  Z -.

Client  (faia  :S receiVeCi  rhrough  a

SeCare  connection  to  KUBRA's  FTP

server.

FOr a sample  Of ci!erl(:s  elJnng  the  period  LlnCfer

examtnation,  inspected  client  account  settings  ;O asceYtairi

[flai  CHent  data  iS received  througtT  a secure  connection  tO

KUBRA's  FTP server.

NO excepjions  riotea.

Cl'e"'t  access  is restricted  tc a

spectfic  FTP directory  to  provide

dafa aS Set Lip :':i:'-!all'7  CfLlr :ng
Cl !e nt  l  nteg  ration.

Far  a sample  Of neW  Clien':S  a"id  changes  i'O t'..e exiS!:ing

clients  during  the  period  under  examination,  irspected

client  account  settings  to ascartain  that  client  access  is

restricted  to  a specific  FTP directory  to provide  data  as set

op initially  durirg  Client  Integration.

tlla eycep::ioris  rioted.

2.3

2.4

-: he DocWeb  -i ransmission

data  file  received  is unique  and

nOf tone SaiTh1e aS prev:ous  f:leS

received  from  the  client:  - file

name  specifica':ions  are

appropriate

date  and  time  data  file  is

received  is within  the  predefined

schedule

S)as:em  ale:':s  (kL'iVed,

Unexpected,  Late,  and

Transm!ss:on  rror)  are  Senl:  f:O

aser  entities  via  Docl/i!eb's  client

client.  Once  identified.  a ticket  is

created  aad  errors  are  resolved

appropriately  in a timely  manner.

Observed  validation  checks  ir  the  DocWeb  Trahsmission

Manager  S')'Stem  duririg  the  period  under  exarriinatioh,  to

ascertairi  that  the  systein  validated  data  received  and

generaved  an error  Wtlen  a:

6ata  file  was  not  unique,

file  nai'ne  was  inappropriate,  or

data  file  received  was  outside  the  predefine6  time

window  in the  file  receipt  schedule.

Ertspec',e6  a salT:pie  Of errors  -lur:ng  [he  per!ad  under

examination,  to ascertain  that  system  alerts  (Arrived,

Unexpected,  Late,  and  Transmission  Error)  were  serit  to

KUBRA's  clients  via  DocWeb's  client  portal  to provide

resolved  appropriately  iri a ifmeEy'  manner

No exceptions  noted.

NO exceptiari.s  riated.



Objective  - 3.  Data  Corriposition:  Controls  provide  r.=asonable  assurance  that  data  authorized  and  ihitiated  by  the  client  is processed

compietely,  accurately,  and  Cimel'ya  In accordance  W!{:(1 i:t1e client  service  agreement.

3.3

3.4

A Dac'iVeb  processihg  filter

valida':es  thaf  a data  f!le  received

is in the  fcrmat  specified  by  the

C:ier.t  i-.. U'ie CleiX  servKe

ag  reei-iie  nl

DocWeb  prOCeSS:ng  nodes

automaticaily  map  billing  data  to

th,o pre-spec:fied  billing  template

accuratsly.

Docl'Veb  acRcmatically  transfers

data  into  iDoxs""  specific

cas:omer  data!ases,  comple!:e!)t

and  accurately.  Data  yialidatiori

checks  are  automatically

performed  and  incident  tickets  are

a ll  a-O f=i=l at  ica  'l I ," g e n e t'B t e d :'i e r r 0  r S

are  encourcered.

P rll1t  i 05S ar e auiomakicaNY
schet'uied  by DoclA/eb  based  on

job  priority  as oavlined  in ths

client  SLA.

Observed  prOCeSSlng  fllter  Val:da::On  far  a Cl:ei',t  duri-..g  the

per:od  order  examiriation,  to ascertain  chat  a DocWeb

processng  fiiter  validated  that  the  data  file  received  v.ias in

the fOrmat  specifie(l  b'l  tEe client  in the client  service
agreement.

Inspecred  a sample  electromc  b:H anG reiafe6  Cllenl:  aaf:a

fiie  during  the  period  under  exai'nination,  to  ascertain  that

DocWeb  processing  nodes  automatically  mappe6  billing

data  to the  pre-specified  billing  template  accurately.

Far  a sample  jab  durmg  ehe period  under  examnation,

inspeCted  DOCWe5  JO5 Lag  and  iDOXS"  user  COnSOle  !:O

ascertain  that  data  WaS transferred  completey  and

accLlratel')t  from  DOC'v'l/e5  IntO !DOXS"  SpeC:f:C  customer

data  base.

Inspected  DocWeb  Job  log to ascertairi  that  data  validaticn

checks  viere  automatically  performed,  and  incident  tickets

were  autamatically  generated  if  errors  were  encoontered.

Observei'  printing  process  at  the  printing  sites  during  the

period  under  examination,  to ascertain  that  jabs  are

auiornat!ca  !l 'l  SChedLlled  b'7 D OCl'/e5  5aSed  On J'Ob prforty
as outiined  in the  Service  LevelAgreement  wi'h  the  client.

No exce:yticns  nc',e:j.

NO excepUans  noted.

No exceotions  neted.

No exceptions  noted.



3.5 For  clients  utilizirig  the  release

manager  functionality,  iDoxs""

provides  clients  with  the

functionality  to  review  sample

processed  files  online  and  release

the  files  for  distribution  to their

customers.  A job  win  not  be

released  unless  given  the

approval  by the  ciient  online.

For  a client  utilizing  the  release  manager  functionality,

inspected  the  iDoxs""  user  console  and  client  release

screen  to  ascertain  that  iDoxs""  provides  clients  with  the

fonctionality  to  review  sample  processed  files  online  and

nelease  the  files  for  distribution  to  their  customers.

Observed  that  a job  would  not  be processed  unless  giveri

No exceptions  noted.

preView  and release  attr:butei
DocWeb  provides  clients  t.vith  ':he

fuoctionality  to  review  sampie

processed  files  online  and  release

be processed  uniess  given  the

approval  by  the  client  online.

For  a sample  clieru:  that  specify  the  preview  and  release

attribote  dormg  the  pericd  arder  exa:nination,  inspected

the  DocWeb  user  console  and  client  release  screen  to

ascertain  that  DocWeb  provides  clients  with  the

fu-.iC[i0na:l;V  [0 revieW  sa:liple  processe!d  f:leS  0.-.line  ant'

release  the  files  for  printing.  Observed  that  a job  would  not

be orocessed  unless  given  the  approval  by  the  client  online.

No exceptions  nated.

3.8

A Jab  Lag  COntairiing  inrC)rma;iCirl

.x::h  aS ham=  Of [5e  f:le  l'eCelveCi,

number  of  recora's  in the  file,

num5er  Of 30bS  processed  b'l  t'lf:)e

(e.g. emailed,  returneai  serit  to

pr!n=), and an'/  addif::onai
clientrequested  tracking  measures

is created  ard  made  available  to

clients  to  review  on the  DocWeb

client  porcal  at  the  completion  of

processing.

Network  Sbpport  Group  (NSG)

personnel  creare  ar'. FTP d:reCtoQl

a n C: prOV  ice  a p pr  Op r :a ie a CCeSS eO

a new  clierit  based  an the  receipt

Of an approved  sefup  request.

Inspected  a sample  processed  billing  data  file  dur!ng  [He

pericd  urlt'er  eXamlna;10n,  to ascertairi  :hat  a Jab  Lag

containing  information  such  as name  of  the  file  received,

number  of  records  in the  file,  number  of  jobs  processed  by

ty'pe  (e.g.  emailed,  returned,  Sent  (:O pririt)  was  createa  and

made  avaiiable  to the  client  on the  DacWeb  client  portal  at

the  completion  of  processing.

For  a sample  or  neW  clients  an6  changes  to  the  existing

clierits  duririg  the  period  under  examnation,  inspected

Cl:ent  FTP Set[lngS  iO asceria!o  that  an FTP C:irecforY  l'VaS

rrp;itprl  anrl apl"irnprimp  arrpss  wa,  ('imvidprl  hritipd  nn thp
receipt  of  an approved  setiip  reqoest.

No exceptions  noted.

Na exceptions  noted.



Systei"r  alerts  ideritified  by

monitoring  systems  are  sent  to

Kubra  IT  personnel  and  the

related  errors  are  researched  and

resolved  in a timely  manner.

FO;- a sample  of  system  alerts  during  the  period  ahder

examinatioh,  inspected  the  incident  management  tickets  to

ascertain  that  the  system  alerts  identified  by monitoring

systems  were  sent  to  Kubra  IT  personnel  and  the  related

errors  were  researched  an6  resolved  in a timely  manner.

No exceptions  noted.

Objective  - 4. Presentation:  Contt-ols  provide  reasonable  assui-ance that  jobs authoi-ized  and iriitiated  by the dient,  are  preserited

completely,  accurateiy,  and ellTh1el )/ n accordance  W:J:Fl CF'le Cl:ent  serv!ce  agreemant.

4.  2

OnCe  DOCliVe5  h?S  transferred  the

dafa  !ntO  !DOXS"",  dafa  :S

aucomatfcallY  preseritad  on client
Spe  :l  Fi S e - 511i I n g W  e D S :ope S

completely,  accurately  and  tmely

in accordance  with  the  client

serviCe  agreemarit.

DocWeb  automatically  transfers

data  into  iDoxs"'  soecific

cLlsfomer  databases,  completely

and  accuracely.  Data  validatiori

checks  are  automatically

perfori'ned  anC: inc!denv  elCketS  are

autoi'natically  generated  if  errors

are  encountered.

Te:E:  P,3CaCi-:3S

Foa'iasampleclieatduringtheper'iodunderexam'inat'ion,

inspected  DocWeb  Job  Log,  billing  data  in iDoxs"  and  data

presented  on the  client  specific  e-billing  website  to

DOXS""  C)'le data WaS au!:oiTlaf!callY  presented On k)"le
cliert  specific  e-billing  website  completely,  accurately,  and

mey  in accordance  yyith  the  client  servce  agreement.

For  a sainple  job  during  the  period  under  examination,

inspected  DocWeb  Job  Log  and  iDoxs""  user  console  to

ascertain  that  data  was  transferred  completely  and

accurately  from  DocWeb  into  iDoxs"  specific  customer

database.

Inspected  DocWeb  Job  Log to ascertain  that  data

val!dat!on  CheCkS  were  automatically  performed  and

incident  tickets  were  automatically  generated  if  errors

were  encountered.

"'. a-'  g".' -.s . -. .'3  al.- oi -  "  2 -:"- '.-. a'a

No exceptions  noted.

No exceptions  noted.



4,3

4.4

A. DoclA!eb  setting  ailows  clients

to oltain  a feedback  file  that

deta:Is  !nformatfon  SUCh aS kFle

number  of  jobs  processed  for  the

client.

SY Ste.'i-.  a :e+'tS .'t' e.a"i F :;-ieC! 5 ')"

mozitcrir.g  systems  are  sent  to

Kubra  IT  personnel  ana'  the

related  errors  are  researched  and

r '2 ':i a.".ae C' I n a t : i-i-l F ai V i:  Z a n n e-..

For  a sample  client  during  the  period  under  examination,

inspected  DocWeb  user  console  to ascertain  that  a DocWeb

setting  allows  client  to obtain  a feedback  file  that  details

information  such as the number  of 3obs  processed  for

them.

examiriaticn,  inspected  tl1e ncidenr  mariagement  tickets  ta

ascertain  that  the  system  alerts  ideotified  by inonitoring

systems  were  seht  to Kubra  IT  personnel  and  the  related

No exceotions  noted.

'I%O exceptions  nCi-.eei

accurately,  and  timely  in accordance  with  the  clieht  service  agre=msnt.

5.2

Print  Operacors  print  jobs

accorC'ing  [0  pr!or!ty  :n iF'le

DccVi/eb  prcdcictian  schedule.

Print  Operators  inspect  the  print

quality  and  alignment  of  print

jobs,  take  corrective  action  in the

case  of  print  errors,  and

document  the  results  of  their

the  File  Control  Page.  Additional

quality  inspections  are  also

performed  at ieast  once  for  pages

over  1000  and  results

documented  ori  the  OoS  check

sheet.  Upon  completion  of  the

pi-ini:  3ob,  Prin:  Opsratars  sign off
On ttle  Fiie  Corltrol  Page  anC' SCan

Observed  a sample  cf  print  jobs  during  the  period  under

eXaminatl0r5  tCi aSCertain  that  the JABS Were  printed
acccrd:ng  ea priority  in tide DocWeb  pradactiari  sch.edule.

No exceotions  noted.

the 30b in KTS tO change the printirig  status  to complete.

Observea'  a sample  of  print  jobs  durmg  the  period  under  No exceptions  noted.

examination,  to  ascertain  the  foilowing:

- Prl n;: Operators  ::speccea  [fle  prl  nf qljaii:y  anC'

aiignment  of  print  jobs,  took  corrective  actions  in the  case  of

print  errors,  and  documented  the  results  of  their  quality  and

alignment  checks  on the  File  Ccritrol  Page.

- .4 quality  inspection  was  performed  at least  once  for

pr!nt  JO5S OVer  a 1000 pages and fee reSulfS  Were
CC'C;i-i:e.-.feC  On u1e QOS Ch eCk s:iast.



Upon  completion  of  the

print  job,  Print  Operators

sighed  off  on the  File  Control

Page  and  scanned  the  job  ih

KTS  to chaoge  the  printing

status  to complete.

')  . .:l' Print  Operators  rscori:i!e  firs;

and  iaSt  inVOICeS  ana  pages

printed  to the  File  Control  Page

to ensure that the 3 ob has beeri
printed  completely.

For  a sample  of  print  jobs  during  the  period  inspection,

inspected  File  Control  Pages,  QoS  check  sheets,  and

DocWeb  job  log,  to ascertain  that  a File  Control  Page  was

completed  and  signed  off  by the  Print  Operator,  and  the

printing  job  status  was  complete  in DocWeb.  For  print  jobs

over  1000  pages,  ascertained  that  quality  inspections  were

performed  at least  once  after  every  1000  pages  an6  results

were  docurren:ed  ri the  QoS  check  sheet.

Observed  a sample  O". oririt  )cbs  during  the  period  onder  !'i!o exceptions  noted.

examinaticn,  to ascertain  that  Print  Operators  reconciled  first  and

last  invoices  and  pages  printed  to the  File  Control  Page  to ensure

that  the  job  has  been  printed  completely.

For  a sample  of  print  jobs  during  the  period  under

examination,  inspected  job  documentation  packages,  to

ascertain  that  Print  Oosrators  reconciled  first  and  last

inVOiCeS  and'  :)aC)es  p-.in!:ed  rO fhe  "-ile  Cant-.  01 Page  :O enSL!re

tt'lak  ttle  jab  5aS been  prihted  complefel'y'.

Objectiiye  - 6.  Firiishing  arxd  f4ailing:  Controls  provide  reasonable  assorance  that  jobs  authorzed  and  initiated  by  th=  dient,  are  firiished  and

sent  for  mailihg  completely,  accui-atey,  and  timaly  in accoi-dance  with  the  client  service  agreement.

"'i E"" S ': T'a "'l "a C 3' :'.' :*'  ;  '  S

I r'.Se--  Opera:C'rs  'r Sert  j05S  05seryaed a Sa""'a.i.p:e Of ir.ser  J' 05S C' u.-ir g :fle  per:od
to  priority  in the  examination,  to  ascertain  that  the  jobs  were  inserted

according  to  priority  in the  DocWeb  production  schedule.

unear  No excsp::or.s  r"oted.  accci-d:ng

DocWeb  productiori  schedule.

6.2 An inserter  yiision  camera  is used  Observeal  a sample  of  insertion  jobs  during  the  period  No exceptions  noted

to ensure  that  the  customer  under  examination  to ascertairi  that  an Inserter  Vision  address  is visikzle  through  the

Camera  was  used  to erisure  that  the  customer  address  transparent  Outgoing  Mail  was  visible  through  the

castomer  address ff1a € carlnof  be address tbae COuld net be Ciefec=ed  b'l  the Camera'S optical detected  b'l  eve
camera'S  Opf!Cal  character  recognitiori  resulted  in the  off-sorting  of  those  character  recognition  results  in

envelopes  ta a;'i inspection  bin,  from  which  the  Insert  the  off-sorting  of  these  envelopes  Operator  reviewed  the

off-sorted  envelopes  manually

to an inspection  bin,  froi'n  which

the  Irisert  Operator  reviews  the

off-scrted  envelopes  manually.

.'q 5
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6. 3

6.4

Quality  assurarice  procedures  are

n piace  for  processing  both

machine  inserted  and  manually

irsarted  jobs.  Insert  Operators

perFarm  quality  checks  on

address  visibility,  placement  cf

nserts,  fold,  postal  indicia,  and

seal  ahd  record  the  :-esults  or  the

over  1000  pages,  quality

inspections  are  also  performed  at

east  once  for  pages  over  1000

and  results  documented  in the

QoS  chtack  sheet.  At the

comp:etion  of  the  job,  a

completeness  check  is performed

by  comparing  tc:al  msarts  vse6

and  pieces  processed  to  totals  on

the  File  Control  Page,  and  also  by

Ver:T'l  ! ng rn e total  n u m 5er O f each

to their  respective  staging  areas

iri preparation  for  mailing.  Upon

operators  sign  off  on the  File

Control  Page  and  scan  the  job  iri

KTS  iO  c)1arlge  ttle  r)sertiorl

Sta[uS  eO complece

DocWeb  status  tracker  tracks  the

prcgress  of  each  bill  i'i a billing

105 fO '3rist4  ;' e COITI piet:ori  or [ne
entire  job.

Observed  a sample  of  insertion  jobs  during  the  period

under  examination,  to ascertain  the  following:

- Insert  Operatcrs  perfarmed  qciaiity  checks  an

address  yiisibility,  placement  of  nserts,  fold,  postal  indicia,

anC Seal  and  recordeCf  the  results  on the  File  Control  Page.

pages  over  1000  and  results  were  documented  ih the  QoS

check  sheet

- A completeness  CFleCk WaS performed  b7 the Print
ODeraors  b'y' comparina  eOtal inSereS  used  and  pieces

processed  to totals  on the  File  Control  Page,  and  also  by

verifying  the  total  number  of  each  type  of  mailing  item  that

la='a S Sen  : tO th  eir  reS  DeC"j'y'e  Stag  :a.. g a 'e  aS :a.i p'ep  a ra ::IO n far'

mailing.

- Upon  corripletio;'i  of  the  insertion,  Insert  Oparators

s!gned  OFF On etle F!le COntrOI  Page  and  scanned  kt1e jab  in

K-I S eO change  the  :nseitioo  status  to CoiTlple;ei

For a sample  of insertioo  3obs  daring  t'ie period inspectio
inspected  File  Control  Pages,  QoS  check  sheets,  and

DocWeb  job  log,  to ascertain  that  a File Control  Page  was

completed  and  signed  off  by the  Irisert  Operator,  and  the

jobs  over  1000  pages,  ascertained  that  quality  inspections

were  perfarmed  at least  once  after  every  1000  pages  and

resulfs  were  documented  !n the  QOS CFleCk sheet.

No exceptions  noted.

No exceotions  noted.



A.fter  an insercior  job  is

completed,  the  MALLS far  ttlat  ]05

are  sent  to  a postal  service

agency.

Observed  a sample  cf  insertion  jobs  during  the  period

under  examination,  to ascertain  that  the  mails  for  that  job

were  sent  to a postal  service  agency  after  the  insertion  job

was  completed.

No exceptions  noted.

Objedive-7.PayrnentPrccessing:Controlsp:-ov:de:-easor.a!::eass:raa.cethatpaymentsai-epi-ocesse6covple'.ely,a=ci*J-ate'iy,ar!!JtirT1ely

in accordance  ivith  th=  client  service  agr=en'ient.

7.2

7.3

7.4

EFT  batch  fiies  for  scheduled,  pre-

authorized,  and  ad-hoc  payments

are  automaticaliy  created  and

processed  daily.

Response  FILES from  r'inancia

nsi!futfons  far  payments

processed  are  aucomatically

aleres  are  sent  In the  event  Of a

pa '/  rnenf  processtng  eYrOr.

Pa 'l  me n F Sfa  fLI S r  € pO rtS a re
available  far  review  wirhin  the

iDoxs"  client  porcal.

Rem!fiance  f!leS  are aufomavtcallY
geriarated  and  Senr  to  the  client

far  reconciliation  of  bank  deposits

)n a ja.l7  5aSlS.

FO.- a Sa ril  ple Of da 'l  S d L' rl ng the period urider exa mi nailO  n,
inspected  the  batch  log and  payment  status  reports  to

ascertain  that  the  EFT  batch  files  were  automacically

created  an6  processed  daily.

For  a sample  day  during  the  period  under  examination,

inspected  the  payment  sync  logs  and  payment  import  logs

tO ascertatn  hat:  response  FILES from  financial  inStlCUtlOnS

iDoxs""  and  system  alerts  were  sent  in the  event  of  a

payment  processing  et'ror.

"a :  E' S :  ' S l  S j:'a T  e  .-"" :S

No exceptions  noted.

No exceptions  noted.

For  a sample  client  during  the  period  under  examination,  No exceptions  noted.

:nspsc;ed  tt"le !DOXS""  Cl!ent  porfa:  [0 ascertain  that  the

payment  status  reports  were  available  for  review  within  the

iDoxs""  client  portal.

For  a sample  clieat  during  the  period  under  examination,

inspected  remit'rance  logs  and  payment  reports  to ascertain

that  remittance  files  were  automatically  generated  and

sas:  :O :t':e  .:.eoc  for  :=cah:il.aticr:  J:"  band.'  depas.Ls  On a

daily  basis.

No exceptions  noted.



7.5 Systerri  alerts  identified  by

monitcrirg  systems  are  sent  to

Kubra  IT  personnel  and  the

relafed  errors  are  researclThed  and

resolved  in a tin'iely  rrianner.

For  a sample  of  system  aler=s  darmg  the  period  under

examination,  inspected  the  ihcident  management  tickets  to

ascertain  that  the  system  alerts  identified  by monitoring

S7StemS  were Sent  fO Kubra IT personnel and fee  relaked
errors  were  researched  and  resolved  in a timely  manner.

No exceptions  noted.

ObjeCtiVe  - 8. Change  Control:  Coritrols  proVide  i-easonable  aSSuranCe  that  changes  to !DOXS""  DOCWe5  and  supportihg  infi-astructure

comporierits  ai-e  authorized,  tested  and  approved  in accordarce  with  KUBRAas  pclicies.

"+  L' a' "'(  a (.1 I 'la  ': 1:  ?

8.2

:  'J' l a"-. ." 'l"  "  Z -. a a a  k :." - '

Charige  coritrol  poiicies  are

documented,  kept  up-to-date  and

requira  them

Propcsea  changes  are

documan:ed  ari.d authorizsd  by

tbe appropr:ate  S/Sfem OWnerS.

'i-E=-::a""Sia:>:="'au)'p-S "  -'-  (',  '  { 4 ::  ...-  'or  .'  '  C

Inspected  the  change  control  policies  during  the  period

under  eXaminatlOn,  to asce!Tain  ;Ha € he'(  were

,dacumanted,  kept  cp-to-da:e  and  i=ade  avai:able  ta

persof1nel  ulaf  reauFe  themi

No exceptions  noted.

FO.- a sample  OF S',"Ste'-i  :-hariges  dur:r'lg  [he  pe.-iOd  urlder

examinatiori,  inspected  che changa  documentation  to

aSCerfa!n  that  the  proposed  changes  Were  6ocumented  and

autHor:zed bSl [tle  appropr!afe  S7Stem  OWnerS.

No exceptioas  noted.

8.3 For  a sample  of  system  changes  during  the  period  under  No exceptions  noted.

examiriation,  inspecte,l  the  change  documentation  to  Test  results  are

t=steCi  I::e :ha.-.ges ane teSf  apprcved D'l au:t'lariZeCl  resul:s !A!Ere

prior  to  management  personriel  prior  to implementation.

IT  persoonel  test  ail significant

changes  to iDoxs"  and  DocWeb.

:-ev;iev'iad  ai-iCf  a5Cerl:aln  f2a:  IT  psi'scrine

reviewed and approved  b7 authorized  management  perSOnne
imp)emenration.

8.4 IT  personriel  prepare  and  present

the  implementation  plan  to

KUBR'l'S  mariagement.  Char.ges

rsceipt  of  appi-oval  from  the

management.

Far a sample Of S'%Stem Cbanges  durfrlg fee per!od under
examinatiori,  inspected  the  change  documentation  to

ascertain  J:ha  iT  aerson".iel  prepared  anCt presenl:e,l  tbe

were  irrplemerted  only  upon  receipt  of  approval  from  the

management.

No exceptions  noted.



8.5 A monitoring  utility  is in place  to

monivor  key  production  servers

and  flag  updates  in a report.  On a

daily  basis  IT  persorinel  review

the  report  and  validate  that

flagged  updates  w=re  authorized

and  appropriate.

For  a sample  of  days  during  the  period  under  examination,

inspected  daily  vonitoring  reports  to ascertain  that  a

monitoring  utility  is in place  to monitor  the  key  production

servers  and  flag  updates  in a report,  and  that  on a daily

basis  IT  personnel  reviewed  the  report  and  validated  that

flagged  updates  were  authorized  and  appropriate.

No exceptions  noted.

0.t) ACCeSS CO i-...plement  Cnanges  :n{:O

the  production  environment  is

restricted  and  segregated  from

d='.i=lcae-s

""-e- '- - ',:.' ;  -)@=%6. ).v ';  i-.  5

Inspectea  systerri  geoarated  hs:irig  af  bears  vvth  accsss  to

impleinent  changes  into  the  prodoction  environment

during  the  period  under  examination  to ascertain  that

a::=ss  tc :a-pl=m=n:  cj.anges  intc  the  productian

environment  is restricted  to authorized  personnel  and

developers  do not  have  access  to the  production

environ  ment.

NO ax=e:iti  0 nS nu;eai



Objedive  - 9.  Access  Control:  Coritrols  provide  reasonable  assurance  that  logical  access  to iDoxs",  DocWeb  and  supportirg  infrasti-uctare

components  and  physical  access  to  computer  equipment  are  restrided  to  properly  authorize6  individuals  in accordance  with  KUBRA's  policies.

C 0  ." ' :"D  -' al* : ": 'l o': 'k-aa 0  '  E ;"-:' ; 2Th C :  ')  a { S ai'

Access  cortrol  policies  are

documer;ied,  kep[  up-tIO-O'a €e ar.d

maC:e! ava!la51e  tO !:ersonnel  tha!:

require  them.

USer  a yfile  7fi  Ca f:Z  n iS aC : GVeC'

throvgh  the  use  of  uniqae  user

IDs  and  password  parameters

that  meet  camri.i-y  pcl::y  (e.g.,

passworCf  min:mLlrn  leogth,

complexity,  history,  account

lockout,  and  expiration).

-..-.Spe(teC  t.-.e passyavord  paran'le':ei-s  fO.- iDaa<S"

93

9.4

Access  to privileged  accounts  is

resfriCted  iO aathorized

Business  process  or  system

owners  authorize  tile  grantlng  Of

access  to critical  production

S'y'!:i-cemS;iO.-neVvlJg:CalLiSer

access  privileges.

D OC'v'/e5 a rld tf1 e related  infrast.-;:;ure  COmpOnen':S

during  the  period  under  examinaticn,  to ascertain

tf1a':  user  aut!":ent:caCion  WaS achieved  through  the

-'--"Sr  !orOCea:.ii'eS

Inspecied  the  access  contrC)l  pOliC:eS  dur:rlg  the  period

kl n ee.- axamln  afiOn,  tO ascerfa  :n tna r f e'l  '/v ere

(jo:LlmeFttea5  kep  Lip-to-dave  and made available  O
persannel  that  require  them.

vSe Cf U :';:que  us=r  DS  a :"iCl passi;.'crd  pa ra METERS fflaZ

meef COITlpan7 p(llicy.

Password  settings  for  iDoxs"  and  DocWeb  applications,

Windows  Server  and  Active  Directory  were  in campliance

with  the  KUBRA  Information  Security  Policy.

NO exceations  noded.

Inspected  listings  of  privileged  access  ta iDoxs"  and

D.:):Vl/e5  S7SiemS  dur!ng  i)1e penoC;  urlde'i  examination,  to
asce=a:=  flai  aCCeSS i'/aS  reS:r(Cfet'  CO au:hor:zed

personnel.

For  a sample  of  new  access  requests  during  the  period

under  examination,  inspected  access  authorization  request

form  to ascertain  that  business  process  or  system  owner

aa::1c;:zeCI  the  gra.-.ting  cf  aCCeSS.

F O:lCtVing  password  Settl:"igS  far  (:he 10Cal SQ'.  aCcaLlnts

withiri  the  selected  databases  were  not  in compliance

with  the  KUBRA  Information  Security  Policy:

:"aa3:s-!zara:SJai'-'i-ESfS

No exceptions  noted.

r"a::::rT'h;l'n  PaSSVjOrd  Langtl1

Password  Complexity

Password  History

AC:Ou  atJ: LCCkC';t

Exceptions  noted.

See  SeCt!On  V far

Managerrient  Response.

No exceptions  noted.

NO exceptions  noted.
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9.5

9.8

Requesting  access,  approving

access  and  settirig  up access  are

perfori'ned  by differant

individuals.

ACCeSS far  tt3rffNha[eCi  JSerS

and/  Or fra  nsfert-'E(j  Llsers  is

disabled,  removed  or  mod:fied  iri

a timely  manner.

For  a sample  of  new  access  requests  during  the  period

under  examination,  inspected  access  authorization  request

form  to ascertain  that  access  requestor,  approver  and

grantor  were  different  individuals.

NO exceptions  noted.

FO.- a sarri.ple  of  terrp.ir.ar.icris  ana  transfers  duririg  the

pa:r:od  urlder  axam:nation,  inspected  new  access  requeSt

and  axit  review  forms  to ascertain  that  a request  was

Submited  O remOVe  or  modify  their  access.

f40 excepaJC'r'ls  f'OieC.

FLlrtFler,  compared  u1e sample  Of ferm:nateCl  and

fransferred  users fO sYseem generated access listings to
=sCer':aln  E h.at a CCeSS -'-'a S CiSa bleC', r ela'i ;'Ved  O r m"Cl  :r' eta' I ar

a t!meh% manrieri

Ph'7SiCal  aCCeSS  tO data  cenver  Observed  during  tile  period  Llnder  exatTlination,  that  NO excepttons  neted.

faClll'::eS  IS resl:r:Cted  iO  ",n'%  S:Cal aCCeSS O tf'le  da!:a  cerlfer  faC!l!f!eS  WaS restricted  authorized  individuals  b'l  tt1e

JSe  fO a utFlO  rizea  InalVICi  ua :S D'l  tile  use  Of a Cara' ke  '% S'y" Stei'n. Of a Ca rd i'.e Y S Y stem.
Inspected  the  iisting  of  asars  with  access  to  data  center

facilities  during  the  period  under  examination  to ascertain  that

aCCeSS 1iVaS resiricfeC'  [0 au':florized  personnel.

IT  personnel  execute  removal  of  For  a sample  ofterminations  during  the  period  under

physical  access  to  KUBP.A  facility  exarrination,  inspected  exit  review  form  and  data  cemer

employees  On a faC:l:K!eS  I:S[:ng  tO ascerta:ri  tnaf  physical  access  was  timely  basis.

basis.

No exceptions  rioted.

for  terminated

remove6  oh a timely



Objedive  - 10.  Incident  Management:  Controls  provide  r:asorable  assorarice  that  IT  operations  incidents  ai-e analyzed,  reviewed,  and

resolved  in a timely  manner  in accordance  WfCh KUBRA'S  pOl!C!eS.

iO.l Incident  managei'iiene  policies  are

documented,  kep;  up-to-  date  and

made  availa51e  fO personnel  that

Inspected  €tle inCi(;ent  rnanagerl1ent  pOllCleS  dur:ng  the

period  urlder  examination,  to aSCenaln  that  they  Were

docui'nented,  kept  up-to-date  and  made  available  to

persarinel  that  requ  :re ;a:iel'l1.

lsJo exceptions  noted.

10.2

iO.3

Incidents  are  ariaiyzed,  reviewed

and  i-esohted  n a timsly  manner.

System  alerts  ieentified  by

KU5ra  2T personnel  anCf tbe

relat=ed  er  rOrS are  reSearC-lied  and

resolved  in a timely  manner

For  a sample  of  incidents  durihg  the  period  under

sxaminacior,  inspected  the  :nciden:  managoi'nent  tickets  to

ascertain  that  incidents  were  analyzed,  reviewed  and

resalved  in a timely  manner.

For  a sample  of  systerh  alerts  durmg  the  period  under

sxamina'.io  .,"'  irispected  the  i.'iCldent  management  f:CketS  eO

ascertain  that  the  system  alerts  identified  by monitoring

systems  were  sen=  to Kubra  IT  personael  an6  the  reia!:ed

errors  were  researched  and  resolved  in a timely  manner.

NO sxceptions  noted.

No exceptions  noted.

Objective  - 11.  Backup  and  Recovery:  Controls  provide  reasonable  assurance  that  production  progi-am,  data,  and  system  files  are  backed  up

arid  i-esi:oretj  in accc:-dar=e  ti.ai':h K(i5RA'S  palicies.
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11.1

il.2

:!1.3

Backup  and  recovery  policies  are

documented,  kspt  up-  to-date  arid

reqaire  the

Inspected  the  backup  and  recovery  policies  during  the

period  under  examination,  to ascertain  that  they  were

persoonel  that  require  ;hem.

No exceptions  noted.

Backups  are  perforr,'ied  from

database  to hard  disk  for  iDoxs"

DOCVl'e5  and  relaeCi  :nfrastrllcture

are  performe6  every  30 minutes

during  weekaays  and  foll  backaps

are  perforrred  every  Saturday.

Inspected  backup  job  configuration  for  iDoxs"",  DacWeb

and  relai:ed  infrastructure  components  during  the  period

from  aatabas=  to hard  disk  wera  scheduled  to perform

eVer'l  30 m!r)utes dur!ng weekdays  and fUll 5ackups were
scheaule to perform  eVer'l  Saturday.

No exceptions  noted.

Backups  are  perforrried  from  hard

diSk  fO iape  far  iDCXS",  DOCWe5

an6  reiatsd  irifrastrocture

conlporierlfsi  Incren'ier:tal  bacxLlps

are  performetj  Wednesday

throogh  Friday  arid  fuil  backaps

are  performetj  every  Tuesday.

Inspected  backup  job  configuration  for  iDoxs"",  DocWeb

and  related  inFrastrbctare  comparents  doring  the  period

under  exam:riation,  to ascertain  that  mcremental  backups

frOITl  hara  a:Sk  !:O eape  were  scheduleCl  tO perform  ever)/

Wednesday  through  Friday  and  full  backups  were

scheduled  to perform  every  Tuesday.

No exceptioris  noted.



11.4 I-i  persohnel  monicor  backup  logs

daily  to  va!idate  that  backups

were  created  successfully.

Backup  failures  are  RJentified,

analyzed,  reviewed.  and

resolved  in a tii'nelv  mariner.

11.5 Data  is restored  from

backups  perioOicaliy  iri

accordance  with  company

pCli-ieS.

For  a sample  of  days  during  the  period  ander  examination,  No exceptions  noted.

inspected  backup  logs  to ascertain  that  IT  personnel

reviewed  backup  logs  daily  to validate  that  backups  were

created  successfully,  and  backup  failures  (if  any)  were

identified,  arialyzed,  reviewed,  and  resolved  in a timely  manner.

Fllr rl samplf'  (')f rl:lrFl rA";rt1rarl('in"i dlFm0  fht" IlPriod
urRO'er  NO exceatR;ns  nctea'.

examination,  irispected  C)a'[a reS!:Ora!:iO;l

dC'cumentat!on  iO  ascerta!n  ttlai

data  WaS restcred  from  5ackLlps  In

;qrrnrrlanrr-  vinfh rn-7:iny  4rilirii-c

r, 5





Other  Information  Provided  by KUBRA

The  information  included  in Section  V is presented  by KUBRA  to prov'ide  adclitional  mformation  tc user  entities  and  is

net a part Of the deSCrlptlO  n Of" tl1e S7StelT1.  The it'll'ormatlon  in SeCtiOn  V haS net bee  n Subj  eCted  tO the procedures

applied  in the  examiriation  of' tl'ie  afoiementioned  description  of KUBRA  and,  accordingly,  Deloitte  &Touche  LLP

expresses  no opinion  ori  the  infori'nation  contained  here  wittiin  Section  V.

HUaJl!AlaEM{.E)!-i  o:..: R'::':)!";aJi  oa.a:% a; C: ',:,;;(,.:'i;k"i'.r.t  ii  a:'y  i'ii::'  +'=. .""i[l'l 1. i0.'.!'.iit'.i:i"  ' Z'J  ;

a(+-'  l:(  a I >t KOI i  i I "l';  i%e 0"{i!l i'i .a E ', +.41'i'{'1'J 1. Y7a '1".9 p  (l'.  l:;

9 .2 Usei-  authentication  is

achieved  through  the

use  ol' uniqcie  ciser

IDs  arid  password

paran'ieters

that  meet  company

policy  (e.g.,

password  rt'nnimcun

length,  complexity,

history,  account

ockout,  arid

expii-ation).

Password  settings  for  iDoxs"'

and  DocWeb  applications,

Windows  Sei'ver  and  Active

Directory  wei-e  in compliance

with  the  KLlBRAInfomiation

Security  Policy.

No exceptions  noted.

Following  password  settirigs

t'or the  local  SQL  accoui'its

ihyitliiri  the  smected  databases

were  not  in compliance  with

the  KUBRAlnl'ormatiori

Secui'ity  Policy:

Minimun'i  Password

Iength

Password  Coinplexity

Pai.;sword  )-listory

Account  Lockout

Exceptions  noted.

LOCal SQL  accounts  IA/e: e t10t H'ltegi'ated  W  th

WiiXi  Ow!i a rl tliel"l  ticati  (i  t".  I l'?. T T ('.f3 I OCal a C'CC 1.1 rlf!i

on SQL  datab:ise/s  do i"ict  adl'iere  to at

InFoi  rnation  Eieccirity  :i'ilicy.  I-lowever,  tlqe SQL

envircu-iment  accessiblr-  only l:)l/ privileged  use
by  fit  =.L loggii'ig  into  =i i.-.lerri'iediary  Winclov.is

qateviay  and  regulal:es.:'iccess  to the  prciduc?on

COnl'l'4  Ct! On TO Kh '-.! J1.1 l'lU ) '.';(:l rV('l".+ t !i C'.0 ntl'Olii'(i  r.'i Y
tl"ie fli  ev'/all  allCl aCtlVe  dll-eCtOl"/  gt'oup

rnr;i'nbt'irship.  /}t.ithentic.itior'i  to  the  jump  S(irV("l  !.

IS b'l  a i'nulti  {'a'I'fOl-  meCliar  :Sm.  Tl1tS ensures

Onl)/  InOSe  WhOSe  LISel-S 21 !'ld S 'l  Sl:emS  that "lave

been  wl'iite-litited  and  liave.  Ixcn  ai.lded  to l:t'ici

a pi)m  pr'iaCe  ACfIfVe  1:51L 'C  IOl"y' g +'Oll p Ca n fl1C eed

aCCl".!i'.i  CI'lC' Jump-serve:  '.i and  i:onsi>.qi.iently

atteri'i:'it  to I-eaCFi fl1e EiC)L Sel'Ver.

KUBRA possesses  these  ccii'nliensating  cot'trols

Cl 1:il'. allOWS t(.) (.){fSef ttli'.i I)=')S'.i'A'OrCI I')011( '+/

excepliori  on ll-ie  SQL  d-il:=iliases.
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Lower  PostalService  Standards  Take  Effect

October  1

Nevi  sei-vice  standards  for  First-Class  Mail and Periodicals  will  be iinplemented  on

Oc5ber  1, 2021.

Black  Clierry  Fruit  Slices  - 1

pound

WASHINGTON,  DC -  Tl1e 11eW serv:ce  Stal1Clal dS fOla Fll'Sf-ClaSS Ma:l and

Periodicals  will  be implemented  on Octolier  1, 2021.

The  USPS says most  First-Class  Mail  (61 percent)  and Periodicals  (93 percei'it)  will

be unaffected  by tl'ie  clianges.  Standards  for  single-piece  First-Class  Mail  traveling

within  a local  area  will  continue  to be two  days.

Tl'ie  Postal  Service  will  increase  tiine-in-transit  standards  by one or two  d;'iys for

ceitain  mail  that  is traveling  loriger  distances.  "By  doing  so, the  organization  can

ent'ust  its gi-ound  netwoi  k to deliver  more  First-Class  Mail,  whicl'i  will  lead  to

greater  consistency,  reliability  and  eFficiency  to beriefit  customers.,"  tlie  USPS said

in its annouricernent.

The  USPS said  the  changes  "will  l'ielp  t)ie  organization  achieve  its goal  of

consistently  meeting  95 percent  service  performance."

Frov  the  Federal  Register  Notice:

Tlie  Postal  Service  is clianging  some  of the  service  standards  applicable to certain

Fii st-Class  (',ilail with  respect  to botli  of the  two  comptt'tents  oftlie  standards.

Fiist,  tlie  Postal  Service  is piomulgating  modifications  to the delivery day ianges

Select  Language

Translate

Tti searcl'i,  lypci and riil en[ar

CLICK  FOR  FRONT  PAGE



within  which  mail  in a given  product  is expected  to lie delivered  Second,  tlie

Pos':al Service  is pi otn  ulgatirig  modifications  to tl'ie Ixisiness  i'ciles, cliangmg  the

ma>.imum  number  of houis  of drive  time  that  corresponds  to the  specific  number

ofd=livery  days  arier  acceptance  of a mail  piece  by wliicli  a customer  can expect

that  piece  to be delivered  (witliin  a pi-oduct's  applicable  deliveiy  day  range).

In particular,  the  clianges  to service  stai'idarclsii'iclude  the  delisiery-day  range  for
cert-in  First-Class  Mail.  Currently,  a one-day  (overi'iiglit)  seivice  standai'd  is

.'ipplied  to intra-SCF  Presort  First-Class  Mail  pieces  properly  accepted  at the  SCF

before  the  day-zero  CET. A two-day  service  standard  is applied  to intra-SCF  single-

piere  FirSt-ClaSS Mail properly  accepted  before  tl'ie day-zero  CET, as well  as to
inter-SCF  domestic  First-Class  Mail  pieces  pioperly  accepted  before  the  day-zero

CET iftlie  drive  time betweei'i  tlie  origin  P&DC/F  and destination SCF is 6 hours  or
less. A three-day  service  standard  is applied  to intei'-SCF  doinestic  First-Class  Mail

pieces  properly  accepted  before  the  day-zero  CETifthe  drive  tin'ie  between  the

origin P&DC/F and destin.:ition SCF is more tl'ian 6 horirs and the origin and tlie
destination  are within  the  contiguous  48 states.

Uncerthe  new  service  standai-ds,  tlie  delivery  day  range  for  Fiist-Class  Mail  witl'iin

the contiguous  United  States  will  expand  fron'i  tlie  current  1-3  days,  to 1-5 days.

The ovemight  service  standard  does  not  change.  Amoi'ig  the  changes  detailed

below,  a two-day  service  standard  will  apply  tointra-SCF  First-Class  Mail  wliere

tlie  SCF is also the  origin  P&DC/F,  and to intra-SCF  and inter-SCF domestic Fii'st-
Cla=.s Mail  where  tlie  combined  drive  tin'ie  between  the  origin  P&iDC/F, destinatiot'i

ADC, and destination  SCF is 3 liours  or less; a three-day  service  standard  forinter-

SCF First-Class  Mail would  apply  where  the  combined  drive  time  between  the

origin  P&DC/F,  destination  ADC, and destination  SCF is 20 hours or less (but over 3
hOltrS) Withln  the  contigrious  United  STATES, al1d the  same  three-day  standard

would  also  apply  forintra-SCF  single-piece  First-Class  Mailiftlie  combined  drive

time  exceeds  3 hours  and  the  SCF is not  the  origin  P&DC/F;  a four-day  service
stardard  forinter-SCF  First-Class  Mail  would  apply  wliere  the combined  drive
time  between  the  oi-igin  P&DC/F,  destination  ADC, and destination SCFis 41 hours
or less (but  over  20 liours)  within  the  contiguous  United  States;  and  combined

drive  times  between  tlie  origin  P&iDC/F,  destination  ADC, and destination SCFin
excess  of  41 hours  wocild  result  in a service  standard  of (ive days.
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Lower  Postal  Service  Standards  Take  Effect

October  I

New  service  standards  for  First-Class  Mail  and  Periodicals  will  bein"iplemented  on

October  1, 2021.

Adveitisements

Advertisements

WASHINGTON,  DC -  The  new  service  standards  for  First-Class  Mail  and  Periodicals

will  beimptemented  on October  1, 2021.

The  USPS says  i'nost  First-Class  Mail  (61 percent)  and Periodicals  (93 percent)  will

be unaffected  iy  the  changes.  Standards  for  single-piece  First-Class  Mail  traveling

within  a local  area  will  contimie  to be two  days.

The  Posta(  Service  willincrease  time-in-transit  standards  by one  or two  days  for

cerrain  mail  that  is traveling  longer  distances.  "By  doing  so, the  organization  can

entrust  its grocind  network  to deliver  more  First-Class  Mail,  which  will  lead  to

greater  consistency,  reliability  and  efficiency  to benefit  customers,"  the  USPS said

in its announcement.

The  USPS said  the  changes  "will  help  the  organization  achieve  its goal  of

corsistently  i'neeting  95 percent  service  performance.

From  the  Federal  Register  Notice:

The Postal  Service  is changing  some  ofthe  service  standards  applicable  to  certain

First-Class  Mail  with  respectto  both  ofthe  two  coi-nponents  ofthe  standards.  First,

t)ie  Postal  Service  is prornulgating  modifications  to  the  delivery  day  ranges  within

which  mailin  a given  productis  expected  to be delivered.  Second,  the  Postal

Service  is prop"icilgating  modifications  to  tlie  business  rules,  changing  the

ma.<in"'ium  ncimber  of  hours  of  drive  time  that  corresponds  to  the  specific  number

of celivery  days  after  acceptance  of  a mail  piece  by which  a customer  can expect

that  piece  to be delivered  (within  a product's  applicable  delivery  day  range).

In piarticular,  the  changes  to service  standardsinclude  the  delivery-day  range  for

certain  First-Class  Mail.  Ccirrently,  a one-day  (overnight)  service  standard  is applied



to intra-SCF Presort  First-Class  Mail  pieces  properly  accepted  at the  SCF before  the

day-zero  CET. A two-day  service  standard  is applied  to intra-SCF  single-piece  First-

Class Mail  property  accepted  before  ttqe day-zero  CET, as well  as tointer-SCF

dornestic  First-Class  Mail  pieces  properly  accepted  before  the  day-zero  CET ifthe

drivetime  between  the origin  P&DC/F  and  destination  SCF is 6 hours  or less.  A

three-day  service  standard  is applied  to inter-SCF  domestic  First-Class  Mail  pieces

properly  accepted  before  the  day-zero  CET if the  drive  time  between  the  origin

P&DC/F  and  destination  SCF is more  than  6 hoiirs  and  the  origin  and  the

destination  are  within  the  contiguous  48 states.

Underthe  new  service  standards,  the  delivery  day  range  for  First-Class  Mail  within

the contiguous  United  States  will  expandfrom  the  current  1-3  days,  to  1-5  days.

The overnight  service  standard  does  not  change.  Among  the  changes  detailed

below, a two-day  service  standard  will  apply  tointra-SCF  First-Class  Mail  where  the

SCF is also the origin  P&DC/F, and tointra-SCF  and inter-SCF  domestic  First-Class

Mail where the combined  drive  time  between  the origin P&DC/F, destination  ADC,

and  destination  SCFis  3)"iours  orless;  a tl"iree-day  service  standard  forinter-SCF

First-Class  Mail  would  apply  where  the  combined  drive  time  between  the  origin

P&DC/F, destination  ADC, and  destination  SCF is 20 hours  or less (but  over  3 hours)

within  the  contiguous  United  States,  and  the  same  three-day  standard  would  also

appily  forintra-SCF  single-piece  First-Class  Mail  if the  combined  d rive  time  exceeds

3 hours and the SCF is not  the  origin  P&DC/F; a four-day  service  standard  forinter-

SCF First-Class  Mail  would  apply  where  the  combined  drive  time  between  the

origin  P&DC/F, destination  ADC,  and destination  SCF is 41 hours  or  less  (but  over  20

hours)  within  the  contiguous  United  States;  and  combined  drive  times  between  the

origin P&DC/F, destination  ADC, and destination  SCFin  excess  of41  hourswoufd

resiiltin  a service  standard  of  five  days.


